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INCREASING THE EFFECTIVENESS
OF NON-NUCLEAR SANCTIONS
AGAINST IRAN

Tuesday, April 4, 2017

U.S. HOUSE OF REPRESENTATIVES,
SUBCOMMITTEE ON MONETARY POLICY AND TRADE, AND
SUBCOMMITTEE ON TERRORISM AND ILLICIT FINANCE,
COMMITTEE ON FINANCIAL SERVICES,
Washington, D.C.

The subcommittees met, pursuant to notice, at 2:39 p.m., in room
2128, Rayburn House Office Building, Hon. Andy Barr [chairman
of the Subcommittee on Monetary Policy and Trade] and Hon.
Stevan Pearce [chairman of the Subcommittee on Terrorism and II-
licit Finance] presiding.

Members present from the Subcommittee on Monetary Policy
and Trade: Representatives Barr, Williams, Pittenger, Huizenga,
Love, Hill, Emmer, Mooney, Davidson, Tenney, Hollingsworth;
Moore, Sherman, Foster, and Vargas.

Members present from the Subcommittee on Terrorism and Illicit
Finance: Representatives Pearce, Williams, Pittenger, Rothfus,
Messer, Tipton, Poliquin, Love, Hill, Emmer, Zeldin, Davidson,
Budd, Kustoff; Perlmutter, Maloney, Lynch, Foster, Delaney,
Sinema, Vargas, and Gottheimer.

Chairman BARR. The subcommittees will come to order.

Without objection, the Chair is authorized to declare a recess of
the subcommittees at any time.

Also, without objection, members of the full Financial Services
Committee who are not members of the Subcommittee on Monetary
Policy and Trade or the Subcommittee on Terrorism and Illicit Fi-
nance may participate in today’s hearing.

Today’s hearing is entitled, “Increasing the Effectiveness of Non-
Nuclear Sanctions Against Iran.”

I now recognize myself for 272 minutes to give an opening state-
ment.

As chairman of the Monetary Policy and Trade Subcommittee, it
is a pleasure for me to join Chairman Pearce and my colleagues on
the Terrorism and Illicit Finance Subcommittee in holding this
joint hearing.

It is no secret that Washington has been deeply divided over how
to confront Iran’s nuclear ambitions both before and after imple-
mentation of the Joint Comprehensive Plan of Action (JCPOA).
This hearing, however, is not about the JCPOA per se, and I am
hopeful that we can find common ground in addressing Iran’s non-
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nuclear activities, including terrorism, weapons procurements, and
regional destabilization.

Since the agreement’s implementation day in January of 2016,
Iran has continued to sponsor Hezbollah and other militias in the
region. Its support for the Assad regime alone, including the use
of planes to airlift military supplies, has helped claim an estimated
400,000 lives.

Last April, even President Obama suggested that the Iranians
were violating the spirit of the deal by engaging in these activities.
Rather than be deterred, Iran went on in October to sentence three
Americans to long prison terms on bogus charges.

In January of this year, the country tested a ballistic missile, in
violation of U.N. Security Council Resolution 2231. And this very
morning, just as Boeing was announcing new sales to Iran, we
learned that dozens of Syrian civilians, including at least 11 chil-
dren, were gassed in a chemical weapons attack.

If Republicans and Democrats can agree that intensifying non-
nuclear sanctions is key for our national security, then we should
think of new ways that deepen their impact on Iranian behavior.
Iran’s continued illicit activities underscore that we must not be
complacent. Non-nuclear sanctions are more than a form of con-
demnation. We should expect them to undermine Iran’s capabilities
and influence Iranian policies.

In closing, I want to emphasize that U.S. sanctions are directed
against an authoritarian government, not the many ordinary Ira-
nians who denounce terrorism and welcome closer relations with
our country. These Iranians know the regime has failed them for
decades, and they know that the only choice for Iran is to abandon
its anti-Western, anti-Semitic, violent extremism. Our sanctions
should make that choice as explicit as possible.

The Chair now recognizes the gentlelady from Wisconsin, the
ranking member of the Monetary Policy and Trade Subcommittee,
Congresswoman Moore, for 2%2 minutes for an opening statement.

Ms. MOORE. Thank you so much, Mr. Chairman.

And I thank the panel for joining us.

I have been on record in support of the Joint Comprehensive
Plan of Action, negotiated and implemented by President Obama to
derail Iran’s nuclear ambitions. That being said, I am going to use
this time to discuss President Trump’s ongoing and increasingly
problematic foreign and business entanglements.

PBS reports that Trump engaged in a business deal with a
money launderer with supposed ties to the notorious Iranian Revo-
lutionary Guard Corps, a Mr. Anar Mammadov. The project was a
hotel in Baku, Azerbaijan. Ivanka was involved, as well.

That’s one example, but these political and financial entangle-
ments between “bad hombres” and Trump keep cropping up. We
have a Commerce Secretary who was former vice chair of the Bank
of Cyprus, a bank that participated in deals with unsavory, crimi-
nal-backed individuals and the Russian state-run bank Sberbank,
which is subject to U.S. and EU sanctions.

We have jaw-dropping allegations that rise at least to a probable
cause case against Trump associates and family members, such as
Manafort, Page, Tillerson, Flynn, Stone, Ivanka, and her husband,
Jared Kushner. These are troubling financial ties to the Kremlin,
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Iran, or the Chinese government, saying nothing of his D.C. hotel
or the Mar-a-Lago, which are gross conflicts that should not be per-
mitted to continue for one more second.

These communities should use our subpoena power to bring some
of these people in to testify under oath to this joint committee so
we can get a better understanding of these ties, and the American
people deserve to know.

It is a Pyrrhic exercise to go over the JCPOA over and over again
when the Trump Administration has invited all of the world’s
worst actors into the White House in order to enrich him and his
family, like this Third-World-like kleptocracy that would make Fer-
dinand Marcos blush.

And, with that, I yield my remaining 27 seconds to Mr. Perl-
mutter.

Mr. PERLMUTTER. I have my own time, so keep going.

Ms. MOORE. Oh, you do? No, I am done. I am yielding back.

Chairman BARR. Okay. The gentlelady yields back.

And the Chair now recognizes the gentleman from New Mexico,
the chairman of the Terrorism and Illicit Finance Subcommittee,
Congressman Pearce, for 172 minutes for an opening statement.

Chairman PEARCE. Thank you, Mr. Chairman.

New to the Financial Services Committee in the 115th Congress,
the Terrorism and Illicit Finance Subcommittee has the direct mis-
sion of interpreting to the greatest extent possible the financial
support networks of national security interests. Our new sub-
committee is honored to join Chairman Barr’s Monetary Policy and
Trade Subcommittee this afternoon to assess the current state of
Iran’s non-nuclear sanctions.

First designated as a state sponsor of terrorism in 1984, Iran has
grown into the global leader in terrorist financing. The message is
clear: Despite our Nation’s best efforts, Iran continues to be the
foremost sponsor of terrorism globally. This is not anecdotal or sub-
jective; the U.S. State Department’s annual country report on ter-
rorism has continually listed Iran as the top illicit financier, and
the most recent report stated that Iran remains the foremost state
sponsor of terrorism.

From its continued support and assistance to the Assad regime
in Syria, to its financial backing of Hezbollah and its reliance on
its intelligence and security arms, the Islamic Revolutionary Guard
Corps, the IRGC, and its elite Quds Force, Iran has been near-im-
pervious to U.S. and international sanctions. No silver bullet exists
to prevent and impede Iran’s actions. Despite the U.S. and inter-
national sanctions, combined with a stagnant oil market in 2015,
Iran continued to fund and supply international terror groups even
when it was to the detriment of its own people and economy.

Today’s hearing, therefore, begins a much-needed conversation:
Where has the United States succeeded and where has it failed in
its targeted actions against Iran? What actions, if any, can the Fi-
nancial Services Committee take? What actions should be avoided?

I thank our witnesses for being here today, and I thank Chair-
man Barr for holding this important joint hearing. I look forward
to the conversation, and I yield back.

Chairman BARR. Thank you.
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The Chair now recognizes the gentleman from Colorado, the
ranking member of the Terrorism and Illicit Finance Sub-
committee, Congressman Perlmutter, for 272 minutes.

Mr. PERLMUTTER. Thank you, Mr. Chairman.

I would like to introduce into the record a letter dated March 30,
2017, from Senators Brown, Feinstein, and Cardin to James
Comey, and also an article from The Washington Post dated April
3, 2017, concerning—both of them have as their subjects the Is-
lamic Revolutionary Guard Corps that Congressman Pearce was
just referring to.

Chairman BARR. Without objection, it is so ordered.

Mr. PERLMUTTER. I thank the gentleman from Kentucky. I also
thank my friend from New Mexico and Ms. Moore from Wisconsin.

There are several important questions before us today. First, I
assume my friends on the other side of the aisle are going to bring
forth some questions about the JCPOA, which I call a nuclear non-
proliferation agreement. And we just want to see exactly how that
has transpired or how it has worked so far. I think it has reduced
nuclear tension in the world, but, even so, we all agree Iran and,
in particular the IRGC, is a real threat and destabilizing force in
the Middle East.

The IRGC is heavily involved in just about every aspect of the
Iranian economy, including oil, construction, and banking. And
with vast shell corporations and commercial interests all over the
world, the IRGC strategically and conspicuously moves money
through its many front businesses, and we need to understand the
beneficial ownership of those businesses.

We also need to understand—to the degree that Russia is sup-
porting Iran and the IRGC, we want to see exactly how that kind
of funding exists. So the new subcommittee that we have formed
here is Terrorism and Illicit Finance, and we want to see the con-
nections to this potential money laundering that is going around
that is funding terrorism around the globe. And I think, in par-
ticular, we have to see the activities of the IRGC as well as their
connection to Russia, which is using Iran as kind of a place to ad-
vance its interests in the Middle East.

And, with that, I yield back to the Chair, and I look forward to
the testimony of our witnesses today.

Chairman BARR. Thank you.

The gentleman yields back.

The Chair now recognizes the gentleman from North Carolina,
the vice chairman of the Terrorism and Illicit Finance Sub-
committee, Congressman Pittenger, for a 1-minute opening state-
ment.

Is Mr. Pittenger here?

Mr. Pittenger is not here, so we will go ahead and turn to our
witness testimony.

Today, we welcome the testimony of Mr. Behnam Ben Taleblu.
He is a senior Iran analyst at the Foundation for Defense of De-
mocracies (FDD). Previously, Ben Taleblu served as a nonresident
Iran research fellow and Iran research analyst at FDD. Ben
Taleblu frequently briefs Washington audiences on a host of Iran-
related issues. Ben earned his master’s degree in international re-
lations from the University of Chicago.
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Mr. J. Matthew McInnis is a resident fellow at the American En-
terprise Institute, where he focuses on Iran, specifically its inten-
tions, strategic culture, military power, and goals. Previously, Mr.
MecInnis served as a senior analyst and in other leadership posi-
tions for the U.S. Department of Defense, including work with U.S.
Central Command, from 2006 to 2013. Mr. McInnis has a master’s
degree in European studies from NYU and a master’s degree in
international relations from the Johns Hopkins School of Advanced
International Studies.

Dr. Suzanne Maloney is a senior fellow at the Brookings Institu-
tion. She is deputy director of the foreign policy program at Brook-
ings. Dr. Maloney previously served as an external adviser to sen-
ior State Department officials on long-term issues related to Iran.
Before joining Brookings, she served on the Secretary of State’s pol-
icy planning staff as Middle East adviser for ExxonMobil Corpora-
tion, and director of the 2004 Council on Foreign Relations task
force on U.S. policy toward Iran. She holds a doctorate from the
Fletcher School of Law and Diplomacy at Tufts University.

And Dr. Emanuele Ottolenghi is a senior fellow at the Founda-
tion for Defense of Democracies, and an expert at its Center on
Sanctions and Illicit Finance, focused on Iran. Prior to joining
FDD, Dr. Ottolenghi headed the Transatlantic Institute in Brus-
sels, and taught Israel studies at St. Anthony’s College, Oxford
University. Dr. Ottolenghi obtained his Ph.D. in political theory at
the Hebrew University of Jerusalem.

Each of you will be recognized for 5 minutes to give an oral pres-
entation of your testimony. And without objection, each of your
written statements will be made a part of the record.

Mr. Behnam Ben Taleblu, you are now recognized for 5 minutes.

STATEMENT OF BEHNAM BEN TALEBLU, SENIOR IRAN
ANALYST, FOUNDATION FOR DEFENSE OF DEMOCRACIES

Mr. TALEBLU. Thank you very much, Chairmen Barr and Pearce,
Ranking Members Moore and Perlmutter, and distinguished mem-
bers of the Committee on Financial Services. On behalf of the
Foundation for Defense of Democracies, thank you for providing me
with this opportunity to testify, particularly alongside such a dis-
tinguished panel.

Today, I will discuss the Islamic Republic of Iran’s non-nuclear
threats and how best to counter them.

Despite being called comprehensive, the JCPOA nuclear deal
overshadowing this discussion was anything but. It does not ad-
dress delivery of vehicles for nuclear weapons like ballistic missiles.
It also does not address Tehran’s illicit financial activities, support
f(g terrorism, regional destabilization, and flagrant human rights
abuses.

These issues constitute Iran’s enduring non-nuclear threats.
They are enduring because they are the same issues that have
made and kept Iran an international pariah for over 3 decades.
Worse, they are threats that the JCPOA accentuates.

According to FDD’s survey of open-source English and Persian
language reporting on Iran, Iran has launched up to 14 ballistic
missiles since inking the deal. Such behavior defies the annex of
UNSCR 2231 codifying the accord. These include two upgrades to
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a solid-fuel, short-range ballistic missile, a new medium-range bal-
listic missile that allegedly has a maneuverable reentry vehicle,
and a ballistic missile bearing a proclamation threatening the state
of Israel with genocide.

According to the former Director of National Intelligence, Iran
currently possesses the largest arsenal of ballistic missiles in the
Middle East. This arsenal of lethality is enhanced by flight testing
and domestic refinement.

Iran also continues to exemplify the “state sponsor of terrorism”
epithet bequeathed to it by the State Department 3 decades ago.
For the past 5 years, however, Tehran has furnished the Assad re-
gime in Syria with money, men, and munitions so that it can con-
tinue the war against its own people. Iran is also creating some-
thing of a Shia internationale, marshaling zealous Shias from
around the region, including Iraq, Pakistan, and Afghanistan, to
fight and die in Syria.

Elsewhere, Tehran relies on a tried-and-true method: distrib-
uting low-cost weaponry, like anti-tank missiles, to jurisdictions of
weak central authority. Nowhere exemplifies this better than
Yemen. Despite a ban on arms transfers in UNSCR 2231, weapons
}ransfers to Yemen have been seized at least 4 times by coalition
orces.

Iran’s illicit financial activities also continue undermining the in-
tegrity of the rules-based financial order. These activities involve
the movements of money to illicitly procure parts and technology
for Iran’s missile program as well as sponsoring terrorist activities.

However, even innocuous-looking transactions may involve illicit
actors. Iran remains designated by the U.S. Treasury Department
as a “Jurisdiction of primary money-laundering concern.” The hesi-
tancy exhibited by European banks towards doing business with
Iran is indicative of this status, in addition to their concerns over
institutions which lack anti-money-laundering controls.

Fortunately, nowhere in the JCPOA is the U.S. restricted from
using diplomatic, informational, military, and economic tools to
challenge these activities. By enforcing existing sanctions and lev-
ying conduct-based nonnuclear ones, Congress and the Administra-
tioln can signal that there is a strategy guiding Washington’s Iran
policy.

Such a policy would have three goals: punishment for past illicit
activities; coercion to alter Iran’s calculus to cease its present bad
behavior; and deterrence to forestall prospective bad behavior.

In my written testimony, I have provided four likely scenarios
that would require coercive economic measures based on Iran’s ex-
isting capabilities and intentions. I also offer 10 broader rec-
ommendations, like new reporting requirements to enhance exist-
ing sanctions; targeting Iran’s IRGC pursuant to two additional Ex-
ecutive Orders; using the Global Magnitsky Act to target corrupt
Iranian entities; and developing graduated, sector-specific sanctions
on Iran’s domestic ballistic missile supply chain to neatly com-
plement the web of export controls already in place. I can also
speak to nonstatutory measures, if asked, in the Q and A.

In my written testimony, I similarly explain and refute Iran’s
claims that such actions violate the deal. They do not. These argu-
ments can be overcome if the U.S. adheres to three principles: one,
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calling Iran’s bluff and walking away from the deal in response to
such measures; two, contesting Iran’s narrative that it is a member
of the international community in good standing; and three, put-
tinlg the spotlight on Iran through sophisticated use of the bully
pulpit.

Additionally, the U.S. should not fall for arguments about a per-
ceived lack of sanctions relief when it has already lived by its deal
requirements. To quote Adam Szubin of the Treasury Department,
“The JCPOA is an international agreement, not a cashier’s check.”

While sanctions relief has made it harder to influence Iranian be-
havior, it is still not impossible. Congress and the Administration
have the capability to push for a change in behavior by imposing
costs. However, as in most international crises, the balance of re-
solve will matter just as much, if not more, than the balance of ca-
pability.

I thank you very much for your time and attention, and I look
forward to answering your questions today.

[The prepared statement of Mr. Taleblu can be found on page 81
of the appendix.]

Chairman BARR. Thank you.

Mr. Matthew McInnis, you are now recognized for 5 minutes.

STATEMENT OF J. MATTHEW MCINNIS, RESIDENT FELLOW,
THE AMERICAN ENTERPRISE INSTITUTE

Mr. McINNIS. Thank you, Chairman Barr, Chairman Pearce,
Ranking Member Moore, Ranking Member Perlmutter, and distin-
guished committee members. Thank you for this opportunity to tes-
tify today on this important issue.

Some had hoped that after the implementation of the JCPOA,
Iran would moderate its support to proxy and terrorist groups, re-
strict is ballistic missile testing and cyber activities, and refrain
from risky and unprofessional actions at sea in the Persian Gulf.
However, we have seen all of these activities not only continue but
increase since the nuclear deal.

As U.S. CENTCOM Commander General Joseph Votel stated in
testimony before the House Armed Services Committee last week,
“Iran poses the greatest long-term threat to stability in this part
of the world.”

Why is Iran such a disruptive force in the region?

Since the 1979 Islamic Revolution, reshaping the Middle East
under its political and ideological image has driven Tehran’s for-
eign policy. The wars in Syria, Iraq, and Yemen, along with new
resources from the nuclear deal, have brought us to an inflection
point in Iran’s strategy in the region. Tehran is turning its tradi-
tional network of proxies, led by Lebanese Hezbollah, into a
transnational army that can conduct hybrid warfare and operate
from Beirut to Basra to Sana’a, with Shia militias drawn from
across South Asia and the Middle East. These forces are led by the
IRGC, with an estimated quarter-million personnel potentially re-
sponsive to their direction.

In addition to proxies, Iran’s efforts to dominate the region ex-
tend to more traditional military forces. Tehran has historically
lacked sufficient air and land forces to project conventional power
beyond its borders. Ballistic missiles and its asymmetric naval
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forces in the Persian Gulf have served as substitutes. A critical
question following the JCPOA is whether Iran can or will use its
new resources to successfully modernize its military and perma-
nently alter the regional balance of power in the coming decades.

So how do we stand up to Iran’s destabilizing activities and begin
to dismantle Tehran’s global terror network? The United States
needs to reinvigorate a well-coordinated political, economic, mili-
tary, and intelligence campaign against Iran’s malign influence. A
better sanctions strategy should be nested at the heart of this ef-
fort, given at least 20 percent of Iran’s GDP is now under the
Guard’s control.

The IRGC owns the state’s largest construction firm, Khatam-al
Anbiya, and holds major stakes in the banking, energy, extractive,
and manufacturing sectors. The Guard also operates most Iranian
ports and is deeply involved in the commercial shipping and avia-
tion sectors, which are critical elements in building and sustaining
its proxy and terror networks in the Middle East.

However, Washington needs to ask first what we want to accom-
plish with our sanctions, rather than focusing solely on the targets
and means. With this in mind, any Iran sanctions strategy must
first blunt and then diminish the foundations of the IRGC’s desta-
bilizing activities. Consequently, the United States should aim for
these five objectives:

First, we should suppress Iran’s military modernization to main-
tain the U.S.’s and our allies’ military superiority in the region. We
should prevent Iran from making major military breakthroughs
and maintain our deterrence advantage against Iran. We should
seek to deter Russian and Chinese and other sales of the most ad-
vanced equipment to Iran through new sanctions and prevent any
efforts to evade U.N. conventional weapons sanctions while they re-
main.

Second, we should starve the IRGC’s financial fuel to weaken the
Guard’s ability to generate revenue from global markets and
incentivize international divestment from IRGC-affiliated busi-
nesses.

Third, we should disrupt the IRGC’s logistical abilities, including
close monitoring of potential new sanctions and designations
against Iranian commercial aircraft used by the IRGC for the illicit
transport of weapons and personnel into Syria, Iraq, Yemen, and
elsewhere.

Fourth, we should disrupt and deter Iran’s ballistic missile pro-
gram. We may not be able to stop the program entirely, but we can
help push their program more in the box by disrupting their tech-
nological acquisition through additional sanctions.

Fifth, we should drive down Iran’s internal confidence in the re-
gime and its policies. To the degree that we can, the U.S. should
expose, through sanctions, the regime’s internal contradictions, cor-
ruptions, massive expenses on overseas adventures, and human
rights violations.

There is an important caveat. Any new sanctions should not con-
flict, at least legally, with the JCPOA. However, any such sanctions
can and likely should be part of a broader approach to shape the
negotiating environment for a successor or supplementary agree-
ment with Iran to address the key flaws of the nuclear deal.
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I appreciate the opportunity to speak on this important topic and
welcome your questions and comments. Thank you.

[The prepared statement of Mr. MclInnis can be found on page 46
of the appendix.]

Chairman BARR. Thank you.

Dr. Maloney, you are now recognized for 5 minutes.

STATEMENT OF SUZANNE MALONEY, DEPUTY DIRECTOR, FOR-
EIGN POLICY, AND SENIOR FELLOW, CENTER FOR MIDDLE
EAST POLICY, THE BROOKINGS INSTITUTION

Ms. MALONEY. Thank you for the opportunity to appear before
you today. I have submitted a statement for the record, noting that
Brookings does not take institutional positions on policy issues.

In considering the non-nuclear threats posed by Iran, we must
also recognize the dividends of the nuclear agreement. The accord
addressed only one dimension of the Iranian threat, and, in those
narrow terms, it has succeeded. Amidst the turbulence and tragedy
that besets the Middle East today, the absence of constraints on
Iran’s nuclear capabilities would magnify the risks in terrible ways.

However, as my fellow panelists have stated, we can’t ignore the
finite ramifications of the deal. Hopes that the agreement would
jump-start wider moderation in Iran’s approach to the world have
proven unfounded. Instead, Iran has continued to do what it has
done consistently since 1979, deploying violence and subversion to
extend its influence across the Middle East. It is consolidating a
predominant position in the region and tentatively reorienting the
regional order in its favor. As a result, the challenges posed by
Tehran to U.S. interests and allies remain as relevant and as
alarming as ever.

Understanding the motivations behind Iran’s regional ambitions
and its ballistic missile program are vital. Historical memory and
years of violent challenge to the theocracy’s existence have stoked
an acute, abiding sense of insecurity amongst its leadership.
Tehran prioritizes regime survival above all else, and self-preserva-
tion has become intertwined with a deeply ingrained conviction
that the world, led by Washington, is bent on its eradication.

The consequences of this dystopian vision can be seen in
Tehran’s campaign to cultivate allies and proxies, bolster its indige-
nous deterrent capabilities, expand the revolution’s strategic death,
and deploy violence and subversion across the region. Iran’s re-
gional adventurism has never enhanced the security or prosperity
of the Iranian people, but it has helped keep the regime in power.

The experience of the past decade underscores the efficacy of
sanctions when wielded wisely. Sanctions forced Iran to make con-
cessions on its nuclear weapon program. However, it is not clear
that new authorities are particularly useful or necessary for push-
ing back against Iran’s non-nuclear threats.

The deal left intact significant restrictions on Iran’s economy.
Iran’s worst actors, including those associated with the Revolu-
tionary Guard, remain designated under existing sanctions, taint-
ing, by extension, any company that deals with them. The Trump
Administration can augment the list of designated entities at any
time. The primary embargo on U.S. trade and investment in Iran
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criminalizes even the most tangential involvement in the Iranian
economy by U.S. firms, except for specific exemptions.

And all of these measures benefit from a number of powerful
force multipliers, including a decade of intensifying restrictions and
rigorous enforcement that has created a culture of compliance in
the international business community.

The success of the nuclear sanctions has fostered the perception
that these measures can serve as a silver bullet. However, there
are few guarantees that new measures will provide sufficient dis-
incentives to alter Tehran’s longstanding patterns of regional
power projection or revise the broad calculus of opportunism and
insecurity that underlines its policies.

The long-term track record underscores the unfortunate reality:
Iran’s support for terrorism has never been driven primarily or
even substantially by resource availability. In fact, Iran’s most de-
structive regional policies have been undertaken and sustained
even at times of epic constraints. Sanctions and lower oil prices
have provided no remedy to Iran’s efforts to extend its influence or
its substantial investment in fueling and fighting conflicts in Iraq
and Syria. These policies have a very low funding threshold for the
Islamic Republic and an existential importance to the regime.

In addition, the sanctions regime that was constructed over the
12-year nuclear crisis benefited from an exceptional degree of mul-
tilateral support and consensus. Compounded by concerns beyond
the nuclear file, and encouraged by a well-coordinated campaign
that highlighted the non-sanctions risks to business with Iran,
many of Iran’s major trading partners gradually committed to
sever economic ties with Tehran.

Multilateralism is key to sanctions adherence and creates an
interlocking and often redundant web of pressure that proves far
stronger and more persuasive than the sum of its parts. At this
time, Washington does not have, nor can we quickly instigate, any-
thing close to the level of multilateral consensus that was built
slowly and through fortuitous confluence on the nuclear issue.

We must also anticipate Iran’s responses to sanctions, both in
terms of bandwagoning to try to hedge by developing further busi-
ness and diplomatic ties with Europe and the rest of the world, as
well as its retaliatory capacity against U.S. Forces in the region.

Like most complex challenges, the problem of Iran has resisted
quick fixes for nearly 4 decades. American leadership will remain
essential.

Thank you.

[The prepared statement of Dr. Maloney can be found on page 38
of the appendix.]

Chairman BARR. Thank you.

And, Dr. Ottolenghi, you are recognized for 5 minutes.

STATEMENT OF EMANUELE OTTOLENGHI, SENIOR FELLOW,
FOUNDATION FOR DEFENSE OF DEMOCRACIES

Mr. OTTOLENGHI. Chairmen Barr and Pearce, Ranking Members
Moore and Perlmutter, and distinguished members of the com-
mittee, I thank you for the opportunity to testify today.

The dJoint Comprehensive Plan of Action, or JCPOA, has
emboldened Iran. In theory, under the JCPOA, the United States
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can use non-nuclear sanctions to counter Iran’s regional ambitions
and ongoing support for terrorism. In practice, however, this meas-
ure has been rarely used, especially with regards to Iran’s ongoing
airlifts to the Assad regime and Hezbollah.

The JCPOA lifted U.S. sanctions against Iran’s civil aviation sec-
tor exactly at the time when the sector became vital to Tehran’s
war efforts in Syria. Put simply, the JCPOA has made it legal to
sell aircraft to airlines that are accessories to Assad’s war crimes
and keep Hezbollah armed to the teeth.

The activities of Iran’s aviation sector have exposed the inad-
equacy of the JCPOA caveat that licensed items and services must
be used exclusively for commercial passenger aviation.

Currently, at least five Iranian and two Syrian commercial air-
lines are engaged in regular military airlifts to Syria. These car-
riers have been crisscrossing Iraqi airspace since 2011 but have in-
creased their tempo since the summer of 2015 when Iran and Rus-
sia coordinated their efforts to save Assad’s regime. Flight-tracking
data indicate that from implementation day on January 16, 2016,
to March 30, 2017, there were 696 flights from Iran to Syria, only
6 of which were carried out by Iran’s Air Force.

In 2011, the Department of the Treasury blacklisted Iran Air and
Mahan Air because they colluded with Iran’s Islamic Revolutionary
Guard Corps, or IRGC, in these military airlifts. It also blacklisted
Syrian Arab Airlines in 2015 and Sham Wings in 2016 for trans-
porting weapons and fighters to Syria. These airlines are not
ferrying civilian passengers between Tehran and Damascus.

The two primary Iranian actors in the airlifts are Iran Air and
Mahan Air, with a combined 345 out of 696 flights, almost half of
the total.

Mahan Air remains under U.S. sanctions because of its support
for terrorism. Iran Air, by contrast, is no longer sanctioned, despite
its material support to the IRGC and Syria’s internal repression,
despite weapons transfers to Syria and the use of deceptive prac-
tices to conceal its cargo. The U.S. Government delisted Iran Air
because of a political agreement. There is no evidence that there
has been a change of behavior.

It is extremely likely that Iran Air is still an active participant
in the airlifts. This conclusion is based on the following: There is
no justification for frequent commercial flights to Damascus. Syria
is a war zone with little tourism or commerce. Yet, it is served al-
most twice daily.

Iran Air flies to Damascus twice a week. The flight cannot be
purchased on Iran Air’s booking website or through travel agencies,
and the booking website does not include Damascus among its des-
tinations from Tehran’s international airport, where the flights
usually originate. And, lastly, Iran Air flights to Damascus occa-
sionally make unscheduled stopovers in Abadan, an IRGC logistical
hub for the Syria airlifts.

Iran Air’s participation in the Syria airlifts would make the air-
line eligible for renewed sanctions. Congress and the Administra-
tion should instruct the intelligence community to investigate this.
If Iran Air’s participation is confirmed, the Administration should
immediately revoke OFAC’s licenses authorizing sales of aviation
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industry items and services to Iran Air, resanction the airline, and
release its entire fleet.

That is why Congress should also demand transparency about
aircraft sales to Iran. The financial terms of the Boeing and Airbus
deals are surprisingly opaque. If Iran Air is found to be ferrying
weapons and fighters to Syria, the two manufacturers would unwit-
tingly become accessories to war crimes. Congress should demand
that Boeing and Airbus make those details fully public.

The United States should also renew its focus on Mahan Air,
Iran’s largest commercial carrier and the most active participant in
the airlift. Existing U.S. sanctions have not stopped European and
Asian companies from transacting with Mahan. It is not that U.S.
sanctions are ineffective; it is rather that the U.S. has so far de-
clined to impose sanctions against those who provide material sup-
port to Mahan. It is time to reverse that and punish Iranian and
foreign providers of material support to Syria’s airlift and its par-
ticipants—first and foremost, Mahan Air.

FDD research has identified Abadan as the main IRGC logistical
hub for the airlifts to Syria. Abadan and other airports where
flights originate should also be designated.

And, finally, to conclude, the U.S. also should consider: desig-
nating the Abadan Refining Company for selling jet fuel to the air-
craft involved in the airlifts; sanctioning the insurers of the air-
craft; and targeting the financial institutions involved.

Thank you so much for your time, and I look forward to ques-
tions.

[The prepared statement of Dr. Ottolenghi can be found on page
52 of the appendix.]

Chairman BARR. Thank you.

The gentleman’s time has expired.

And the Chair will now recognize himself for 5 minutes for ques-
tions.

Mr. Taleblu, what specific non-nuclear sanctions and additional
designations do you believe would be most effective in combating
Iranian sponsorship of terrorism?

Mr. TALEBLU. Thank you very much for your question, Congress-
man.

The immediate one that comes to mind is to pursue sanctions on
Iran’s Islamic Revolutionary Guard Corps pursuant to Executive
Order 13224. Getting that listed, I think, is key because that is one
of the major drivers of Iran’s non-nuclear threats. Iran’s Islamic
Revolutionary Guard Corps Aerospace Force, for instance, is the
force that oversees Iran’s ballistic missile program.

Going after the IRGC pursuant to that executive order and then
asking the intelligence community and the Administration for addi-
tional targets that liaise with the IRGC and can be targeted for
being shells for this entity should be gone after, both at the statu-
tory level and at the Administration.

Chairman BARR. Mr. Mclnnis, on a related note, as you may
know, Senator Ted Cruz in January introduced legislation calling
on the State Department to assess IRGC’s suitability for designa-
tion as a foreign terrorist organization.

What are your thoughts about that? And do you agree with your
colleague that designation of IRGC under 13224 would be prudent?
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Mr. McINNIS. Yes. I think for designation as a foreign terrorist
organization, as an FTO, there is certainly a moral argument to
make for that. I think from a practical standpoint, designation
under Executive Order 13224 is most likely sufficient to achieve
your objectives.

I think that there is a great consideration, as Dr. Maloney point-
ed out, that as we look at potential retaliation from the Iranians,
not to say that should stop us from taking any of these measures,
but we need to be very much prepared for potential repercussions
insofar as how that may change rules of engagement with the
IRGC, both at sea and with our forces there in places like Iraq and
elsewhere.

I think these are things that we need to be thinking through.
And so these are areas that I think designation under EO 13224
probably gives us what we want, but I am certainly very much
drawn to the moral argument of designating under FTO. And I also
agree that that is the pathway that will give us the most effect for
pulling back on support for terrorism.

Chairman BARR. Thank you.

And, Dr. Ottolenghi, Dr. Maloney warned against downplaying
the dividends of the nuclear deal and alleviating the urgency of
Iran’s nuclear ambitions. But given the forward movement of Iran’s
ballistic missile program, given the tests using missiles that are ca-
pable of carrying nuclear payloads, do you disagree with that anal-
ysis or do you agree with that analysis?

And can you speak to whether or not these non-nuclear activities
have been emboldened as a result of lingering questions about the
reliability of the inspections regime?

Mr. OTTOLENGHI. Thank you for your question. Two points.

First of all, I think that when one looks at a nuclear program,
of course the question of delivery systems is essential and a part
of a nuclear program. The omission of the ballistic missile program
from the JCPOA of course indicates that this is by no means a
comprehensive arrangement, as my colleague pointed out in his
statement, but it also creates an opportunity for the United States
to target sectors of the Iranian economy that are complicit in the
Iran ballistic missile program.

Whether it is the financial institutions that facilitate the trans-
actions for procurement, the companies that procure, the extracting
activities for the raw materials, or the transport or the insurance
of the vectors that carried the technology and the procurement for
the missile program, all these are areas and opportunities for tar-
geting.

As for whether the regime has been emboldened, I think that
that is very clear—not just emboldened but also provided addi-
tional resources to pursue its most nefarious activity more actively
and assiduously.

Chairman BARR. Thank you.

My time has expired, so the Chair will yield back and now recog-
nize the gentlelady from Wisconsin for 5 minutes.

Ms. MOORE. Thank you so much.

And I thank the panel again. As I expected, we have some excel-
lent testimony here. So much information, so little time. Let me
just start with Mr. MclInnis.
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You had a very well-prepared presentation. I was looking at your
recommendations for the five things we need to do, and I was fo-
cusing in particular on starving the IRGC’s financial fuel.

And so, in that context, would you agree that there might be
some threat or some problem with the article that I believe Mr.
Perlmutter entered into the record, where it demonstrates that
there was a lot of contact between Donald Trump, in trying to es-
tablish the Baku tower, and not only this Mammadov family—
would you see that as problematic?

Mr. McINNIS. In that particular incident, even though I was
asked to comment on that particular situation earlier, I don’t know
the full details of that situation—

Ms. MOORE. Okay. Thank you, then.

Mr. McCINNIS. Yes.

Ms. MOORE. Thank you.

Let me ask you about your “disrupt and deter Iran’s ballistic
missile program.” You say that they are not going to even give up
or meaningfully limit its ballistic missiles. And as I look through,
just briefly peruse the Iran sanctions, even though I think Mr.
Taleblu mentioned some things they are doing, they are still sub-
stantially in compliance. Is that your understanding, as well? Even
though they are kind of showing off, because they have to show
their people that they are not caving—but they are in compliance.
Would you agree?

Mr. McINNIS. This has been the main point of contention. Cer-
tainly, the issue is with the new language under U.N. Security
Council Resolution 2231 that implemented the JCPOA, the lan-
guage there insofar as what they are doing with their ballistic mis-
sile program. That is, they are using their ballistic missiles—from
their perspective, they are not nuclear-capable weapons. And, from
their perspective, the new language that was used to implement
the deal, from their perspective, allows them to do what they are
doing.

Ms. MOORE. Okay.

Mr. McINNIS. And, unfortunately, not all members of the U.N.
Security Council interpret that the way we do.

Ms. MOORE. Okay. Thank you for that.

Dr. Maloney, we have talked a lot about Iran’s influence in Syria,
but would you say that Putin also has a stake in keeping Assad
in power? And do you think that the Russian banks can help facili-
tate financial transactions to Assad in Syria?

Ms. MALONEY. The Russians are clearly a major player in Syria
and in preserving and stabilizing the Assad regime. They do have
distinct interests from those of the Iranians, and, clearly, that is
an area where both Congress and the Administration might use-
fully try to separate those two parties.

Ms. MOORE. Right. And so we need to continue to be vigilant and
cautious about relationships with the Russians. We are focusing on
the Iran sanctions, but a workaround could be Russia. Would that
be correct?

Ms. MALONEY. Russia would be key to any solution in the Syrian
conflict, and we should be using all of the resources at our disposal
to try to force the Russians to find a political solution rather than
participating in what is effectively a war crime.
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Ms. MOORE. Exactly.

Okay. I think I have one more question. I think it is for Mr.
Taleblu.

Are you concerned that Iran is on the verge of being actively
weaponizing their missile systems in the near future?

Mr. TALEBLU. Thank you very much for your question.

I am actually worried about the conventional and asymmetric
threats that Iran’s ballistic missiles pose. This is because I, like
most Members of Congress, read the yearly DNI statements before
the body, and I worry that they are continuously assessed to be the
largest force in the Middle East.

So, regardless of weaponization, which we should have better ac-
cess to but the Supreme Leader has not allowed inspections of mili-
tary facilities, regardless of that caveat, which is a big one, I am
concerned about the conventional and asymmetric capabilities of
this force.

Ms. MOORE. Thank you.

And thank you, Mr. Chairman, for your indulgence.

Chairman BARR. The gentlelady’s time has expired.

And the Chair now recognizes the chairman of the Terrorism and
Illicit Finance Subcommittee, Congressman Pearce of New Mexico,
for 5 minutes.

Chairman PEARCE. Thank you, Mr. Chairman.

Mr. Mclnnis, your report deals more with the economic impacts
of having, I guess, the IRGC involved in economic activities. What
is the scope of that? In other words, you say about 20 percent of
the economy, but is it import/export or domestic economy? Tell me
a little bit about that. And I have several questions, so the brief
version would be better.

Mr. McINNIS. Yes, I think that the IRGC—certainly their domes-
tic economy, it could be a minimum 20 percent from their construc-
tion sectors, telecommunications, mining, manufacturing. But there
is certainly plenty involved in the export/import as well, so, you
have a full spectrum there.

Chairman PEARCE. Who are their primary trading partners from
outside the country? And when you study it, do you see any dif-
ficulties with that part of the economy being diverted?

Mr. McINNIs. Certainly, Iran’s major trading partners tend to be
India or China. On arms sales, it is obviously Russia. And, of
course, now that the sanctions are down, they are trying to grow
significantly with the Europeans.

Chairman PEARCE. How about oil sales? What are they doing in
oil sales since the lifting of the embargo and the sanctions on that?

Mr. McINNiIs. Oil sales are recovering up to almost pre-sanctions
level, mostly to Asia and South Asia but also recovering with Eu-
rope quite nicely.

Chairman PEARCE. About how many barrels a day?

Mr. McINNIS. I don’t have those right at—

Chairman PEARCE. Do any of you have that information?

Ms. MALONEY. They have hit 3 million barrels a day in exports.

Chairman PEARCE. Okay.

So, on page 4, Mr. Mclnnis, you talk about reinvigorated eco-
nomic warfare campaign against the IRGC. And what would that
look like, this reinvigorated economic warfare campaign? What
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would that look like to us nonparticipants, the people who don’t
study this every day? You all would see very minor changes; we
wouldn’t, necessarily.

Mr. McInNis. I think that we had during the sanctions period a
fairly aggressive effort, especially prior to the negotiations begin-
ning in 2013, we had a fairly aggressive effort against the IRGC
on a variety of fronts, of which one was economics. And I think that
there was certainly a decision to hold back on—partly tied to fears
that provoking IRGC reaction would potentially disrupt the diplo-
matic efforts tied to the JCPOA. And I think there is still a degree
of that. There was, up until the end of the Obama Administration,
a certain fear of that continuing.

I think the current Administration is weighing those types of pol-
icy options of how much pressure can be put against the IRGC and
weighing potential reactions and being able to maintain the deal
and what they want to do with the deal. I am not sure where those
policy debates are right now.

But I think those are all things that—what we were trying to do
prior to the negotiations beginning in 2013, I think that can be re-
invigorated and can be, frankly, made stronger. And that can be
done against Hezbollah, against the Iraqi Shia militia groups.

Chairman PEARCE. Yes, I—

Mr. McINNis. It can be quite aggressive.

Chairman PEARCE. I get the idea.

Mr. Taleblu, in 2010 and 2011, Iran was financing Hezbollah at
about $100 million to $200 million. Where was that money coming
from? And has that flow increased now after the agreement?

Mr. TALEBLU. Thank you very much for your question.

The most popularly cited figure is $100 million to $200 million,
as you mentioned, and that is pursuant to a 2010 military power
of Iran report produced by the Department of Defense. It is the
most popularly cited because most of Iran’s Hezbollah funding, like
its illicit funding of other terrorist groups, is off the books. You
can’t necessarily find it as an IRGC line item, even though a col-
league of mine who did do an assessment of “the IRGC budget”
noted that they are receiving a 24-percent windfall in their budget
allocation this year. I would note, however, that it would be hard
to find on Iran’s official reporting.

Chairman PEARCE. Okay.

Let me squeeze one more question in. Is it possible to know, kind
of, where all the streams of funding are coming from, or is that a
subject that is not easy to penetrate? I think you just alluded to
that, but go ahead and touch on that, if you can.

Mr. TALEBLU. It is challenging but not impossible. I think we
should definitely task the intelligence community with finding
these streams.

You mentioned the funding in Syria, for instance. Hezbollah has
been marshaled by Iran in Syria. Hezbollah was essential to help-
ing bail out the city of Qusayr in 2013 and the siege of Aleppo in
2016. So I would assume you would get significant funding spikes
in those years.

Chairman PEARCE. All right.

Thanks, Mr. Chairman. I yield back.
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Chairman BARR. The Chair now recognizes the ranking member
of the Terrorism and Illicit Finance Subcommittee, Mr. Perlmutter
from Colorado.

Mr. PERLMUTTER. Thanks, Mr. Chairman.

Dr. Ottolenghi, you said that there were coordinated efforts, I
think were your words, to save the Assad regime between Iran and
Russia. What did you mean by that?

Mr. OTTOLENGHI. I mean that both governments, both regimes in
Russia and in Iran, are invested in the survival of the Assad re-
gime and its continuing control, if not of the whole country, at least
of part of it.

Mr. PERLMUTTER. So I guess one of the things that the Terrorism
and Illicit Finance Subcommittee deals with are sanctions, whether
it is North Korea, Russia, Iran, or a number of other players.

In the coordination effort, do you see any assistance by Russia
of Iran or the IRGC financially as they participate either with
Hezbollah or Assad?

Mr. OTTOLENGHI. Thank you.

I have seen reports in the media, which I cannot personally con-
firm, of a variety of coordinated activities of this kind, particularly
transfers of weapons from Russia.

I also, when I monitor the airlifts from Iran to Syria, I do see
frequently Russian planes crisscrossing the same air corridors.
They follow the same routes. I am not in a position to tell you
whether those planes are just supplying the Russian forces on the
ground or supporting the Russian aviation operations inside Syria.

We do know from open sources, public reports, that the Russians
have used one airbase in Iran, so there obviously has been some
type of transaction there. And I would highly recommend that in
an intelligence review of the airlifts some attention is paid to what
Russian Air Force planes are carrying to Syria as well.

Mr. PERLMUTTER. Thank you.

And I would turn to the other panelists. Coordination between
Russia and Iran, particularly with respect to Hezbollah and Assad,
are you aware of any funding streams from Russia to the IRGC or
Iran generally?

Dr. Maloney?

Ms. MALONEY. The Russians play a relatively small role in the
Iranian economy overall, but they have obviously been a long-term
important supplier of weaponry to Iran.

In terms of the management of Hezbollah and of the other Shia
militias that are fighting under Iranian operational guidance in
Syria, that is primarily Iranian-run, but clearly, there is coordina-
tion between the Iranians and the Russians on the overall state of
the campaign—the Russians primarily from the air, and the Ira-
nians primarily on the ground. And that coordination extends to
Hezbollah and the other Shia groups.

Mr. PERLMUTTER. Thanks.

Would either of you two gentlemen like to comment?

Mr. McINNiS. I would just confirm what Dr. Maloney said and
also add that what has been fascinating is watching how much
Iran has learned from Russia in how to conduct and develop new
forms of warfare as they have begun to do certain levels of integra-
tion of their campaigns there in Syria and, frankly, the fact that
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the Russians are using Iranian air bases at times to launch their
air strikes into Syria, which is from an Iranian ideological stand-
point unprecedented. And it goes to the degree of how much the
Iranians have had to shift their thinking and how they look at Rus-
sia as a potential ally.

And, of course, their long term, as they look at post-sanctions,
conventional weapons sanctions, after the nuclear deal, the big in-
vestments they want to make in transforming their military, they
are going to be very Russian-centric on that. And that is what I
particularly worry about, is that could transform the region if they
are allowed to do major investments with Russia.

Mr. PERLMUTTER. Mr. Taleblu?

Mr. TALEBLU. Thank you very much.

I want to echo most of the sentiments of the panel. High-level co-
ordination could be seen by the visits of IRGC QF Commander
Major General Qassem Soleimani’s flights to Russia. I assume that
flight to Russia actually had more of an impact on Iranian strategy
in Syria than the more public one, where President Rouhani re-
cently went to Russia and met with President Putin.

To Dr. Maloney’s comment, I actually think Iran and Shia mili-
tias in general in Syria have a perverse form of what Stephen Bid-
dle has called the modern military system. It is a perverse form of
combined arms, non-Arab Shia militias as cannon fodder
supplementing Russian airpower. So it is odd to watch but horri-
fying.

Mr. PERLMUTTER. Thank you.

Thanks, Mr. Chairman. I will yield back.

Chairman BARR. The gentleman yields back.

The Chair now recognizes the vice chairman of the Monetary Pol-
icy and Trade Subcommittee, Mr. Williams from Texas.

Mr. WiLLiAMS. Thank you, Chairman Barr, and thank you,
Chairman Pearce and all of our witnesses today.

Since 2011, Iran has been classified by the Treasury Department
as a jurisdiction of primary money-laundering concern, a finding
that is unaffected by the JCPOA. The Treasury Department deter-
mined that Iran’s financial system, including the central bank, con-
stitutes a threat to governments or financial institutions that do
business with these banks.

Iran is also labeled, alongside North Korea, as one of the two
high-risk and noncooperative jurisdictions by the Financial Action
Task Force.

Last year, in his testimony before our Monetary Policy and Trade
Subcommittee, Eric Lorber testified that, “the nature of the Iranian
economy and the role of the government within the economy pre-
sents serious risks related to bribery and corruption, money laun-
dering, and illicit financing.” That is a combination.

But despite these multiple financial actions by Treasury,
Hezbollah, which we know has sophisticated financial expertise,
continues to exploit the internal financial system. Their ability to
move and store illicit assets makes them dangerous to penetrating
U.S. markets.

Many of these finance schemes flow right through the United
States, and our ability to combat them remains challenging. So
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some might say, despite these designations, Hezbollah’s trade-
based money laundering schemes have continued to expand.

So my first question, to any of the witnesses today, is this: The
designation carried no immediate penalty, but it imposed addi-
tional requirements on U.S. banks to ensure against improper Ira-
nian access to the U.S. financial system. So, in one of your opin-
ions, has this been an effective designation? Any of you?

Mr. McINNIs. I think the designation, especially when it comes
to—if I am understanding the question correctly—Hezbollah, in
particular, and Iran’s deep, deep problems with money laundering,
this is something that, the more the U.S. can do when it comes to
exposing the problems of Iran’s money laundering and toxifying,
from my perspective, from the international community’s perspec-
tive, toxifying these assets or these financial institutions, so that
they are avoided, that does benefit long-term. Because, even as
Iran finds ways around it, it makes it harder for Iran to move
money, even if Iran still finds ways to get money and Hezbollah
finds ways to get money. But, again, I know it is extremely chal-
lenging to have those types of effects that we want.

Mr. WiLLiAMS. Okay. Thank you.

Dr. Ottolenghi?

Mr. OTTOLENGHI. Yes, thank you. If I may just add one point, at
least 20 percent of Hezbollah’s annual budget actually comes from
trade-based money laundering outside the region. It comes from
Latin America, mainly from the tri-border area of Argentina,
Brazil, and Paraguay.

The U.S., through its Treasury designations, has targeted enti-
ties and individuals associated with Hezbollah involved in that
type of trade-based money laundering, but those designations are
more than a decade old. And because of collusion, complicity, or
just plain negligence by local powers in that area of the world,
most of these entities and individuals are still able to conduct busi-
ness and remit finances back to Hezbollah.

So I think that the broader point is, within the context of the
power of designations and sanctions, I think that what you need
to continue is to have monitoring, enforcement, and updating of
this information so that compliance can be updated all the time
and, as Hezbollah finds new ways to pursue its illicit financial ac-
tivities, these designations can catch up.

Thank you.

Mr. WiLLiaMS. Okay.

Dr. Taleblu, should the new Administration consider any new
non-nuclear sanctions, money laundering sanctions, cyber export
controls?

Mr. TALEBLU. Yes. And, unfortunately, I do not have a Ph.D., de-
spite my deepest academic desires for one, but thank you.

I actually think that there are a whole host of tools—military,
economic, diplomatic, informational. But on the economic side, stat-
utory specifically, we can go after ballistic missiles.

Dr. Ottolenghi mentioned that there is a whole-of-government
approach Iran is taking to develop this potent ballistic missile
threat. That means institutions that engage in research, such as
engineering and physics. That means the companies that produce
the transporter erector launchers (TELs) that move Iran’s missiles
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from silo to silo, from mobile launchpad to mobile launchpad. That
means also going after the companies and entities that produce and
procure solid and liquid fuel—this is the propellant that powers
Iran’s missiles—to go after the companies that produce and procure
the aluminum tubes and the carbon fiber that actually allow Iran
to develop these longer and wider-diameter and more high-strength
medium-range ballistic missiles.

So there is plenty of space. The one of choice, I think, to deal
with this threat—because Iran’s 14 missile tests since the deal I
think is a blatant violation and something that should be ad-
dressed more urgently than some of the other threats you men-
tioned. This is one area I think we can do a lot of damage.

Mr. WiLLiaMS. Okay.

I yield back. Thank you.

Chairman BARR. The gentleman’s time has expired.

The Chair now recognizes the gentlelady from New York, Mrs.
Maloney.

Mrs. MALONEY OF NEW YORK. Thank you, so much, Mr. Chair-
men and Ranking Members, for calling this hearing, and I also
thank all of the panelists.

My first question is for Dr. Maloney. One of the key Iranian enti-
ties targeted by U.S. sanctions is the Islamic Revolutionary Guard.
No sanctions have been lifted on the Guard. So business with the
Revolutionary Guard remains off limits for U.S. companies. The
CRS notes, however, that the exact relationship between the Revo-
lutionary Guard and Iranian corporate or other entities is not al-
ways known precisely, which means that U.S. or European compa-
nies may be inadvertently doing business with Iranian companies
that are fronts for the Revolutionary Guard. That would obviously
undermine the effectiveness of U.S. sanctions against the Revolu-
tionary Guard. What can we do to improve this, and how do we get
better at identifying Iranian companies with ties to the Revolu-
tionary Guard?

Ms. MALONEY. Thank you very much for your question, Con-
gresswoman Maloney. This is, I think, an inordinate challenge for
the U.S. intelligence community. What the Iranian economy has
done over the course of the past 38 years is effectively privatized
through crony capitalism. That is not limited to the Revolutionary
Guard, but the Revolutionary Guard’s expansion in the economy is
very much emblematic of it.

What this means is that there are hundreds, possibly thousands,
of spinoff companies, companies that have evolved from some part
of the official government entity or parastatal entities that are for-
mally associated with the Revolutionary Guard and moved into
what is ostensibly the private sector of the Iranian economy. This
makes it very difficult to distinguish between companies that are
associated with the Guard formally, companies that are run or
managed or work to the benefit of those who are former guardsmen
who, in fact, might cooperate and collude with the Guard.

We have done an enormous amount of work, and some of my fel-
low panelists here work with organizations that can provide names
of dozens and possibly larger numbers of companies that are associ-
ated with the Guard, but there is an almost infinite capacity within
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the Iranian economy to proliferate economic organizations that
have some connection with the regime in power.

Mrs. MALONEY OF NEW YORK. In America, law enforcement has
targeted and put a spotlight on beneficial ownership laws that
allow terrorists and others, gun runners and everyone else, to hide
their assets by buying assets, and under beneficial ownership, they
don’t have to reveal who that person is.

I am wondering, is that a problem in the Middle East too and
in Iran? And is this another way that the Guard is hiding money
or able to easily access money by quickly selling real estate for a
million dollars or so and having money for weapons? And I would
ask you and any of the panelists to answer if you would like.

Ms. MALONEY. Let me just make a quick comment on that point,
which is that what we have seen during the course of the year-plus
of the implementation of the JCPOA is that the elected government
within Iran does have an interest in trying to marginalize the role
of the Revolutionary Guard and the economy, and some of the pen-
alties that we have imposed on the Guard, including the FATF des-
ignation and the government’s desire to get a clean bill of health
from FATF have, in fact, assisted the government in trying to
marginalize the role of the Guard. There have been instances, in
fact, with Iranian banks reportedly refusing to lend to companies
affiliated with the Guard.

And so I think a smart strategy of trying to marginalize the role
of the Guard and particularly to penalize its economic activities
would play into what are clearly divisions within the regime.

Mrs. MALONEY OF NEW YORK. Yes. And on the beneficial owner-
ship, sir.

Mr. OTTOLENGHI. If I may add a point to reinforce what my es-
teemed colleague said and also provide an example which poses a
dilemma to actually a U.S. company, we at FDD have identified an
enormous number of IRGC-affiliated companies, but what we have
seen clearly is that, oftentimes, the companies manage to keep well
below the radar established by the criteria for ownership by the
IRGC created by U.S. law and by the standards of the U.S. Treas-
ury. In other words, oftentimes, although you can’t prove 50 per-
cent ownership, you see that they control the majority of the board
and the chairmanship.

And here is the example that poses the great dilemma for a great
U.S. company, and that is namely Boeing. Today Boeing has
signed—or has announced a deal with Aseman Airlines to sell 30
737 MAX to the third national carrier of Iran. And here is the
problem that Boeing will face. The CEO of Aseman Airlines is the
former commander of the IRGC Navy. He was the commander of
the IRGC Navy during the Iran-Iraq war when the IRGC Navy was
trying to sink U.S. ships in the Gulf. He is the former deputy min-
ister of defense. He is the former CEO of the Iran Aviation Indus-
try Organization, a company, an entity under U.S. sanctions still
after the JCPOA. He is the former head of the IRGC general staff.
He is a professor of strategic studies at Imam Hossein University,
the university of the IRGC that is still under U.S. sanctions. And
he was Rouhani’s first pick for Ministry of Defense before Dehghan
was appointed.
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This obviously is a great problem. Companies will go into the Ira-
nian economy thinking that, because the ownership principle is
me(t},cthey can deal with them, but actually they can’t, because
IRGC—

Chairman BARR. The gentlelady’s time has expired.

Thank you.

Mrs. MALONEY OF NEW YORK. Thank you very much.

Chairman BARR. The Chair now recognizes the vice chairman of
the Terrorism and Illicit Finance Subcommittee, Mr. Pittenger
from North Carolina.

Mr. PITTENGER. Thank you, Mr. Chairman, for your excellent
leadership in this important mission. And I thank each of you for
being with us today. We really appreciate your commitment to this
important work.

Addressing the issue of Section 311 and the JCPOA agreement
as well, are there any banks, recognizing that there are no pen-
alties involved for these—it is not very punitive of what has oc-
curred with 311—that are still operating under the SWIFT author-
ity t(i?transfer money, that they are going about their business as
usual?

No response? Does that mean there aren’t any, or we don’t know?

Mr. Ottolenghi?

Mr. OTTOLENGHI. I would make two points. One is we don’t
know. Three points, actually. One is we don’t know, at least I don’t.

Two, I would make the point that that is why it is so important
to ensure full transparency in all of the large business deals that
are being negotiated and concluded with Iranian entities. This is
a country that has been under sanctions for a decade, has engaged
in some of the worst and most opaque illicit practices in the finan-
cial world. It is a country that is still the world’s foremost sponsor
of terrorism. We do deserve to have transparency in the types of
financial arrangements characterizing the deal. The Boeing and
Airbus deal are obviously an example.

And my third point, if you allow me, is not necessarily directed
to Iran, but Hezbollah. I mentioned that Hezbollah finances a lot
of its operations from trade-based money laundering around the
world. A lot of the areas where they draw financing from are weak
financial institutions. They are jurisdictions rife with corruption
and sometimes collusion. One place that comes to mind, of course,
is the Republic of Paraguay. I think that the U.S. Government
should look into these jurisdictions as possible 311 designations
precisely for the reason that sufficient compliance controls are not
in place. Thank you.

Mr. PITTENGER. This past year, FATF accepted an action plan
from Iran to address the deficiencies that were found in 311. Do
you think this was an advisable countermeasure? Was this an ap-
propriate response? And do we anticipate Iran doing anything
meaningful with their action plan? Yes, sir?

Mr. TALEBLU. Thank you very much. Great question. The FATF
suspension of countermeasures for 1 year, a period of 1 year of re-
view, I think was more political than based on economic or Iran’s
desires to produce more transparency in the companies that it
owns, be they government of Iran-linked entities or private entities.
I think the best argument for that would be the people who mar-
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shal the entities that Dr. Maloney mentioned, namely the banks
that, in the fall of 2016, decided not to lend.

But other than that, I believe it will be highly unlikely that you
will see Iran comply with those countermeasures, and they might
have to be put back on. And I think this is something that we
should guard against and something that my colleagues have men-
tioned, which is don’t suspend conduct-based sanctions and con-
duct-based labels and restrictions purely for political purposes.

Mr. PITTENGER. Recently, a Chinese-owned company based in the
United States, ZTE, was fined a billion dollars for selling tech-
nology to Iran. What other countries are complicit in a like manner
that we should be wary of? Yes, sir?

Mr. OTTOLENGHI. I don’t want to name countries necessarily, but
I do want to point out that, in my written testimony, I submitted
what I think is a very comprehensive open-source-based list of enti-
ties and companies that are providing material support and serv-
ices to Mahan Air. Many of these companies are based in allied
countries, friendly countries to the United States. I think that is
a perfect example of where the United States can put companies
and countries to a choice not to help a designated entity under
13224.

Mr. PITTENGER. Thank you.

We are tracking the mining of diamonds in Africa going to Dubai
and then back to India to be cut and through some measure of
trade-based money laundering. What awareness do you have of
this, and what countries would be complicit in this effort?

Mr. OTTOLENGHI. Are you asking me specifically or—

Mr. PITTENGER. I am asking the four of you. If you want to re-
spond, you have 20 seconds, please.

Mr. OTTOLENGHI. I think that, once again, as you know, these
networks are global. There is an established connection between
West Africa and illicit trade-based money laundering activities by
Hezbollah and the tri-border area and, more broadly speaking,
Latin America. I think that that is where one should look, espe-
cially at the transport, both by ship and air connections, that move
the merchandise from point A to point B.

Mr. PITTENGER. Thank you. My time has expired.

Chairman PEARCE. Thank you. The gentleman’s time has ex-
pired.

The Chair now recognizes the gentleman from Massachusetts,
Mr. Lynch, for 5 minutes.

Mr. LyNcH. Thank you very much, Mr. Chairman, all the chair-
men and all the ranking members. I think this is certainly a very
deserving topic for the hearing.

As part of the JCPOA, we agreed to lift sanctions on aviation
equipment and aircraft. Specifically, it commits the U.S. to allow
for the sale of commercial passenger aircraft and related parts and
services to Iran, provided that licensed items and services are used
exclusively for commercial passenger aviation.

One of my contacts at the IAEA, Olli Heinonen, told me that one
of the most dangerous things he did as an inspector in Iran was
to fly internally in Iran. He said because of the sanctions, the qual-
ity of the aircraft was very, very poor. And the inspectors, to a per-
son, thought they were putting their lives at risk every time they



24

flew internally. They are okay flying from Frankfurt into Tehran,
but if they had to fly inside Iran, very big problems.

Now, as Dr. Ottolenghi has pointed out, today, at about 4:00,
Boeing has announced a $3 billion deal with Iran to provide, as you
said, 30 737 MAX airplanes.

Dr. Maloney—and I have heard—we will go back to you in a sec-
ond. This is a big deal for Boeing in its commercial aircraft. Do you
see any problems in this? I look at the assets that Iran has in
terms of C-130s and other aircraft. They are still flying some of our
F-14s that they bought under the Shah. If it is military aircraft we
are worried about, they have that, and they have the ability to buy
I}lussi(?n aircraft as well. Is this a good thing for the U.S. or a bad
thing?

Ms. MALONEY. I think clearly it is both. I have flown on Iranian
aircraft inside Iran, and I can share the assessments that you
shared, that it is quite hair-raising. And the sale of passenger air-
craft and airline parts was something that the Iranian people, that
Iranian leaders have talked about and attached great importance
to. I have never quite understood, since it doesn’t necessarily help
their economy significantly, but certainly for ordinary Iranians, it
was quite meaningful, given the history of commercial air disasters
within Iran, but as Dr. Ottolenghi has cited, there is clearly some
diversion of passenger aircraft for non-civilian purposes. The deal
does not provide an adequate remedy for that. I think we need to
continue to adhere to our obligations under the nuclear deal. Vio-
lating the deal would only leave us isolated from our diplomatic
partners and make us less effective in trying to curtail Iran’s worst
behavior.

The most effective way that we can respond to the sorts of nefar-
ious activities that Iran is undertaking and using its commercial
aircraft would be to work with our P5+1 partners to amend the
deal to find specific provisions to add to the deal that in fact pre-
vent Iran from undertaking these actions or enable us to curtail
our sale of passenger aircraft in response to the specific sorts of in-
stances that Dr. Ottolenghi has described.

Mr. LYNCcH. Okay. The other aspect of this is I have always felt
that having inspectors on the ground in Iran and having a tighter
assessment of what their capacity is at a given moment was much
better than what we were doing before, which was sort of trying
to come up with a timeline, and several of those turned out to be
completely false and inaccurate. Even our Israeli friends, the
timelines they gave us turned out to be faulty, which is unusual.
They usually have excellent intelligence. But I can’t see how we are
worse off by having inspectors on the ground there and being able
to make that determination in a more precise manner. Do you
agree, Dr. Maloney?

Ms. MALONEY. I do agree. At the end of the expiration of the pro-
visions of the nuclear deal, we will have vastly greater information
about Iran’s capabilities and intentions than we would have had
without it. We are significantly advantaged by the continuous pres-
ence of intrusive verification and monitoring.

b 1\/{{1". LyNcH. Okay. Thank you. I see my time has expired. I yield
ack.

Chairman PEARCE. The gentleman’s time has expired.
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The Chair now recognizes the gentleman from Pennsylvania, Mr.
Rothfus, for 5 minutes.

Mr. RoTHFUS. Thank you, Mr. Chairman.

Dr. Ottolenghi, on page 9 of your testimony, you cited a story
from The Jerusalem Post about Iran smuggling weapons to
Hezbollah on commercial flights. You also listed 67 service pro-
viders to Mahan Air in Europe, East Asia, Central Asia, and the
Middle East. Do you have any concern about the opportunity for
Iran to smuggle weapons and technology beyond the Middle East?

Mr. OTTOLENGHI. I do not have any evidence that they would be
using Mahan Air for smuggling weapons, say, to Europe or to Asia,
but certainly they have a history of suborning their civil aviation
sector to nefarious activities, wherever those activities might be.
Actually, we know it for a fact, because that was part of the reason
why so many of their airlines were designated before the JCPOA,
that Iran Air Cargo and other operators were being used to ship
illicitly procured technology from Western destinations back into
Iran. So I wouldn’t rule it out, sir.

Mr. ROTHFUS. Again, I would be concerned, given Hezbollah’s
international presence, including Latin America. Would that be of
any concern for you?

Mr. OTTOLENGHI. My main concern when it comes to Hezbollah’s
overseas activities is their deep, enduring involvement in all sorts
of illicit criminal activities, first and foremost drug trafficking.
There is an enormous amount of open-source evidence, including
recent arrests in the tri-border region involving Hezbollah
operatives trying to disguise drugs before shipping them overseas
to Europe—mainly European and Middle Eastern markets. That is
certainly the most pressing concern, but where you have mecha-
nisms to disguise the shipment of drugs, you can also disguise
weapons for sure.

Mr. ROoTHFUS. I want to talk a little bit about the announcement
today with Boeing. Your testimony indicates that Iran has been
talking about just replacing its aging fleets, and one might think
they are arguing this is a way to increase their commercial capac-
ity. Do you expect Iran to expand the number of nations it has
service routes to through all these purchases?

Mr. OTTOLENGHI. I do expect Iran to expand its commercial
routes.

Mr. ROTHFUS. Where would you expect them to be expanding to?

Mr. OTTOLENGHI. Again, to go back to the point about Mahan
Air, Mahan Air has already expanded its routes into European des-
tinations, adding several destinations since the JCPOA was
reached, despite the fact that Mahan Air is under sanctions.

The problem I see is that a lot of these aircrafts that are being
used in innocent, benign commercial routes to ferry civilian pas-
sengers are immediately repurposed once they come back to Iran
to carry fighters and weapons to Syria or to Yemen or to poten-
tially other destinations. They are used to carry back the wounded
and the fallen in combat, and then, within hours, as the photo-
graphs showed, they are repurposed back for civilian use. That is
something that just shouldn’t happen. The Russians are conducting
their own airlift into Syria. They are strictly using military aircraft
that belongs to the Russian Air Force. They do not allow Aeroflot
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or other civilian carriers to participate. That is the very least we
should expect.

Mr. RoTHFUS. Do we know how Iran is going to be financing the
purchases of these aircraft?

Mr. OTTOLENGHI. That is part of the problem. A lot of these—by
definition, the procurement by sanctioned entities was always
opaque and hard to detect, but also when it comes to the deals that
follow the JCPOA that have been based on licensing and are seem-
ingly in compliance with the JCPOA, there is very limited public
information available about the structure of the financing, the fi-
nancial institutions involved, the leasing companies potentially in-
volved, and I think that it behooves both Boeing and Airbus and
potentially other aircraft manufacturers to actually come perhaps
before Congress and make this information public and available.
Thank you.

Mr. RoTHFUS. Mr. Taleblu, you mentioned Iran’s sophistication
with money laundering through oil exports and precious metals on
page 9 of your testimony. Given the Islamic Guard’s past support
for the Taliban in Afghanistan against the United States, is there
any evidence of Afghanistan being used by Iran as a route for illicit
trade and money laundering?

Mr. TALEBLU. Thank you very much for your question. I defi-
nitely assume so. And I definitely assume that there would be,
given the drawdown in U.S. forces. It is known that in Afghani-
stan’s westernmost city, Herat, where there is a population that
speaks Dari, that one of the preferred currencies is the Iranian
rial. I could totally see Iran offloading rials into Afghanistan and
Iran looking to tap into those other networks, particularly precious
metals in Afghanistan, but it would likely come at a time when it
fiels like it has the least to lose from an engagement with the U.S.
there.

Chairman PEARCE. The gentleman’s time has expired. The Chair
now recognizes the gentleman from California, Mr. Sherman, for 5
minutes.

Mr. SHERMAN. Thank you. I would like to bring the committee’s
attention to the No U.S. Financing for Iran Act. It passed this com-
mittee overwhelmingly, and it passed the House by a very signifi-
cant margin, but it died in the Senate. It would provide that we
would not allow U.S. banks to finance sales of airplanes to Iran.
And I would ask the witnesses about it, but I think we have even
more expertise on this side of the room in the sense of, do we really
want Bank of America or Wells Fargo or Goldman Sachs to be lob-
bying Congress in favor of Iran, because otherwise, Iran may be
unwilling or unable to pay the $10 billion, the $20 billion that they
owe to U.S. banks.

There is a tendency for us to believe in our normal affairs that
if the lender has control over you—and I have had lenders that
have had control over me—but in international affairs, it is almost
the other way. The lender has to beg the borrower, please pay. And
I have enough lobbyists on the Iranian side.

I will ask each of our witnesses, is there any reason we wouldn’t
designate the Iran Revolutionary Guard Corps as a terrorist orga-
nization? And does it make sense to say the Quds Force is a ter-
rorist organization, but its parent company, the Revolutionary
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Guard Corps, is not? Does that make any more sense than saying
Osama bin Laden’s right hand is a terrorist hand, but his left hand
was not? Should we designate? Does it make any sense to des-
ignate one without the other? We will go to the first witness.

Mr. TALEBLU. Thank you very much for your excellent question.
The United States Government actually had a similar debate in
2007, and they were worried about designating the IRGC versus
the Quds Force, so they took a risk-averse approach and only des-
ignated the Quds Force. I think that was a mistake then, given the
role of the IRGC, and I think it remains a mistake now. IRGC non-
Quds Force assets, such as its ground forces, are active in Syria.
I think Executive Order 13224 designation for the IRGC is crucial
more now than ever before.

Mr. SHERMAN. Thank you for mentioning Syria because the face
of this regime—or the face it would like the world to see is that
of smiling, debonair Foreign Minister Zarif. The real face of this re-
gime is Aylan Kurdi, that 3-year-old boy on the beach of the Medi-
terranean, who died along with nearly 500,000 other people as a
result of Assad, but Assad would not be there today if it was not
for Iran.

Let’s go on to Mr. McInnis.

Mr. McINNIS. Yes. As I had stated previously, for moral reasons,
I support a Foreign Terrorist Organization designation for the
IRGC, but I recognize, given some of the potential repercussions of
that at this point in time, an Executive Order 13224 designation
for the IRGC is probably the most appropriate route as we assess
potential repercussions.

Mr. SHERMAN. Dr. Maloney?

Ms. MALONEY. Iran is the leading state sponsor of terrorism. It
is clear that its military is directly involved and complicit in those
actions. It doesn’t seem obvious to me what the designation of the
Revolutionary Guard does in terms of deterring Iran’s involvement
in terrorism or deterring the IRGC from continuing the actions
that it takes. I think that the Pentagon has greater influence over
Iran’s regional activities than a designation would have.

Mr. SHERMAN. I am a bit confused by the answer, but I will go
on to the last witness.

Mr. OTTOLENGHI. If I may address the question, and thank you
for your point. I completely agree with the notion that sanctioning
the Quds Force without sanctioning the IRGC is basically making
a distinction without a difference. They are one and the same. They
are part of the same structure. And I would make the further argu-
ment that sanctioning the IRGC under Executive Order 13224,
which goes after the terror finance and providers of material sup-
port to terrorism, would enable and open up the possibility of sanc-
tioning hundreds of IRGC companies inside Iran. This would be
beneficial to the business community as it looks into trying to iden-
tify legitimate interlocutors inside the Iranian economy while stay-
ing away from illegitimate interlocutors, the ability to designate—

Mr. SHERMAN. Let me try to sneak in one more question.

Dr. Ottolenghi, your testimony includes an annex supplying
names of service providers that do business with Mahan Air. The
U.S. has urged countries in Europe and Asia to disallow the airline
to serve their airports and has applied some secondary sanctions
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to firms involved in aircraft transactions. Yet the airlines still oper-
ate in countries that are friendly to the United States, including
Germany, France, and Japan. Is the Treasury doing enough, and
should we be sanctioning those companies that service Air Mahan
planes when they do land in Germany, France, or Japan?

Mr. OTTOLENGHI. With your permission, very briefly, first of all,
I think it is a very important question to ask Treasury what they
have done so far to persuade these companies from stopping this
type of service.

Second of all, I think that the answer as to the effectiveness of
these sanctions is very clear. When the United States imposed
heavy fines on financial institutions that were allowing illicit trans-
actions, the financial world got the message and stopped Iran from
conducting illicit financing—or at least introduced very strict com-
pliance standards. I think that a similar type of action with fines
and penalties imposed on some of these companies would send a
message across-the-board. Thank you.

Mr. SHERMAN. I yield back.

Chairman PEARCE. The gentleman’s time has expired.

The Chair now recognizes the gentlelady from Utah, Mrs. Love.

Mrs. LovE. Thank you, Mr. Chairman.

And thank you all for being here today. I am going to just jump
into these questions as quickly as I can.

Mr. MclInnis, this is for you. Under the Obama Administration’s
watch, Russia sold and transferred to Iran the S-300 advanced
anti-aircraft system. Why do you think that the Obama Adminis-
icrat;on refused to sanction those Russian entities under the U.S.
aw?

Mr. McINNis. The S-300, those particular entities, in essence—
and I am trying to remember the history here. I may need some
help with this, but—

Mrs. LOVE. One of the most advanced anti-aircraft systems in the
world.

Mr. McINNIS. No, no. I am familiar with the S-300. I am trying
to remember the specific—the companies involved in this from the
Russian perspective, because this is part of where I think our sanc-
tions policies need to be going in the future, in particular when it
comes to the Russian companies as they look toward potentially
trying to work around the current existing U.N. Convention on
Weapons Sanctions, that I worry that we are going to need to take
very aggressive actions in the future to prevent such major ad-
vanced technology transfers in the future. But I do think that was
a particular leverage that we were able to use with the Russians
during that timeframe to prevent the transfer of something that
was going to—

Mrs. LOVE. Did we miss the opportunity to use efforts to actually
sanction?

Mr. McINNIS. The thing is that was something that the Russians
could do at that point in time, and we—

Mrs. LOVE. So they weren’t—you don’t believe that they were in
violation of the Iran Sanctions Act or the Iran-Iraq Arms Non-
proliferation Act?

Mr. McINNiS. At that point in time, I think that they were—their
authority—and correct me if I am wrong here on the panel—the
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Russians were allowed to sell those particular conventional weap-
ons at that point in time.

Mrs. LovE. Did you have a—you nodded your head at one
point—

Mr. MCINNIS. I mean, am I off on that?

Mrs. LovE. —Mr. Taleblu. Go ahead.

Mr. TALEBLU. Yes. He is correct. Unfortunately, the Russian
counterargument to those proposals was they cited the U.N. Con-
ventional Registrar of Arms, which, in category 7 omits, “ground-
to-air missiles,” of which the S-300 SAM is one.

Mrs. Love. Okay. And if we are going to—I just want to ask one
more question, Mr. McInnis. In your testimony, you said that one
way we can suppress the Iranian military modernization and
growth is by deterring Russian and Chinese equipment sales to
Ira‘r?l. What would those sanctions or efforts look like, in your opin-
ion?

Mr. McINNIS. And this is what I was referring to as we move for-
ward, is that I am worried that we are going to need, as the
JCPOA continue—under the implementation, that we are going to
need to look at sanctioning and targeted sanctions against Rosneft
and other subsidiaries that the IRGC—or that works with the
IRGC or firms connected to the IRGC and the Iranian defense in-
dustry. That is where we need to focus and begin to look at sec-
ondary sanctions that affect the Russian defense industry to pre-
vent Iran from gaining significant advanced equipment like that.
That is what I am particularly worried about. And I think that
those are things that we could construct here in the U.S.

Mrs. LovE. Mr. Taleblu, since the JCPOA was agreed to, how
have Iran’s efforts to export terrorism changed, in your opinion?

Mr. TALEBLU. Thank you very much for the question. I think, un-
fortunately, they have significantly been enhanced. The Iranian
role, at least in Iraq and Syria and its “near abroad” has deepened.
Iran now uses the argument in Iraq that, “You need us more than
you need the U.S.,” which clearly isn’t true. The U.S. is the one
leading most of the strikes against ISIS. Shia militias often unfor-
tunately engage in sectarian slaughter on the back ends of the cit-
ies that U.S. Forces combined with the Iraqi Army actually lib-
erate. So there actually needs to be a way to keep Iran out of this
equation, but Iran is able to marshal these arguments and say,
“No, you need us; we are in the region longer,” and they will cite—
you know, there is a quote from Qasem Soleimani that says, “We
are not like the Americans; we don’t abandon our friends.”

So I think now is the time to actually come to the aid of states
like Iraq, the provincial government of Iraq in particular, to deny
Iran this argument.

Mrs. LovE. Do you believe that there is a difference between con-
ventional ballistic missiles and those which are designed to be nu-
clear-capable, a phrase which exists in the UNSCR?

Mr. TALEBLU. Thank you for this question too. This is unfortu-
nately complex. The Iranians have used the word “designed” in the
resolution to kind of pooh-pooh any attempts by the U.S. and the
international community to go after its ballistic missile testing. I
think when we look at the word “nuclear-capable,” that is a word
that comes from a specific metric in this international regime—
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Mrs. LovE. Right.

Mr. TALEBLU. —the MTCRs, 300 kilometers over 500 kilograms.
So it is range over payload. Most of the missiles that Iran has test-
ed since the deal actually meet and far exceed that, but I think it
is kind of an artificial metric to add, because there are many bal-
listic missiles that can carry a nuclear weapon, such as the Lance,
which the U.S. sold to Israel; such as the Pakistani HATF IX; such
as the French Pluton, which was deployed during the Cold War.
These are important munitions that actually can carry a nuclear
warhead that fall short of that metric, and I think limiting our-
selves to that metric only concedes the argument to Iran.

Mrs. LovE. Thank you.

Mr. Chairman, my time has expired. Thank you, Mr. Chairman.

Chairman PEARCE. The gentlelady’s time has expired.

The Chair now recognizes the gentleman from North Carolina,
Mr. Budd, for 5 minutes.

Mr. BuDD. Thank you, Mr. Chairman.

Mr. Taleblu, one of Iran’s advantages, as you allude to in your
testimony, is to provide weapons that acquire costly counter-
measures from traditional forces in low-intensity conflicts. The
U.S., while its allies are often disadvantaged by these tactics, has
the ability to exert diplomatic leverage through additional sanc-
tions in a way that Iran, which is a weak economy, does not. The
question is, is it fair to think about a strengthened, more effective
sanctions regime that includes additional measures to deny Iran
access to the payment network as utilizing a primary U.S. advan-
tage? Is that a primary U.S. advantage?

Mr. TALEBLU. Thank you very much. That absolutely is a pri-
mary U.S. advantage, and it is absolutely fair to seek those meas-
ures, but it is also absolutely fair to seek diplomacy with our part-
ners’ help to interdict the sales and transfers of these weapons too.

Mr. BuDD. So that is a soft power way that we could leverage
Iran—I guess you could elaborate on that a little more how we
could go about that?

Mr. TALEBLU. Sure. That it is soft power, I think, hits the nail
on the head. We could target the entities that actually engage in
the production or transfer of these weapons. There is another Exec-
utive Order we have been talking about, Executive Order 13224, all
of today. There is another one, 13611, I believe, which came into
force May 2012, and that blocks the property and assets of those
threatening the peace and stability of Yemen. Iranian arms trans-
fers to Yemen have been intercepted at least 4 times. There are
Iranian antitank missiles, copies of Iranian antitank missiles being
used in Yemen. So we could investigate, does the IRGC or any Ira-
nian private entity which facilitates the transfer of weapons to the
Yemeni theater deserve to be targeted pursuant to sanctions as de-
fined in this new executive order?

Mr. BUDD. Sure. So are the benefits the Iranians get as a result
of this Iran deal strong enough to keep them in the agreement if
the U.S. dials up pressure in other areas?

Mr. TALEBLU. While it is important to look at both the costs and
the incentives of Iran for it to keep the nuclear deal, I think it is
also important to be aware of the domestic debates in Iran. Here
I have an article from March 10, 2017, in a major Iranian news-
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paper, Kayhan, and the headline is a quote from Iran’s Deputy For-
eign Minister. And I am just translating it as I am reading it now,
and it says, “The JCPOA wasn’t supposed to make Iran’s economy
blossom.” So he is basically taking the exact opposite of the argu-
ment that he is going to international banks and to the Western
world. Basically, he is—the argument he is making to the West is,
no, you have an investment in the Iranian economy, but as Adam
Szubin said, “The JCPOA is an agreement, not a cashier’s check.”
Just because we have agreed to waive sanctions doesn’t mean we
need to go actively advocate on behalf of the Iranian economy. That
is something that they need to do by fixing their AML laws, by
making their companies more transparent, and by getting the
IRGC out of the legitimate private sector.

Mr. Bupb. So if they still have maneuvering room, bottom line,
because the Iran agreement is so good for the Iranians, we could
get tough on them and they would still—they wouldn’t leave?

Mr. TALEBLU. To the best of my assessment, I believe that Iran
has constantly cited in their domestic press that they feel that we
need the deal, the United States needed the deal more than they
do. I believe Mohammad-Javad Larijani, who is the brother of
Iran’s Parliamentary Speaker, made this point in the fall of 2016.

Mr. BuDD. The Iran deal hasn’t worked. Iran remains the world’s
foremost state sponsorship of terrorism. And they capture and hu-
miliate our soldiers. They are first-rate money launderers, as we
have heard. They test ballistic missiles regularly. The IRG is now
solidifying its place as one of the largest quasi-criminal syndicates,
and the list just keeps going on. But the theory that Iran was a
geopolitical equivalent of a lost sheep waiting for the international
community to stop being mean to it, the theory that the Iran deal
is based on, has been proven totally false. So are the options for
additional sanctions you have laid out in your testimony, is that an
option for the United States to recover some ground in light of the
total failure of the Iran deal?

Mr. TALEBLU. It is definitely one of the many ways that the U.S.
should deal with this. In fact, what is required is really a whole-
of-government approach. I think there has been a significant infor-
mational leg in the campaign against Iran that has been missing,
such as we have all been looking at Iran for decades now with this
combined experience of this distinguished panel, but one thing that
hasn’t been said today is that one of the saddest things to see
about Iran is the constant prioritization of the regime’s interest
over their national interest, over their own narrow ideological in-
terest over the interests of their own people. You see it with the
Boeing deal. You see it with military use of civilian airliners. This
is something that should be highlighted in that informational cam-
paign to supplement U.S. economic sanctions.

Mr. BupD. Thank you, Mr. Taleblu.

Mr. Mclnnis, in the remaining time we have, how would you—
or how do we deter Russian and Chinese arms sales to Iran
through a sanctions regime?

Mr. McINNIS. Yes. As I had alluded to before, I think, targeting
increased designations of the IRGC, lowering the thresholds, as we
discussed before, perhaps down to 25 percent and increasingly de-
toxify IRGC-related defense industries so that we have an in-
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creased secondary sanctions regime so that defense companies that
want to work with the IRGC or sell to the IRGC particular types
of weapons that we designate, we can continue to make it—financ-
ing and make those types of sales more and more difficult for the
Russians, Chinese, and others to do.

Mr. BubpD. Thank you very much.

I yield back.

Chairman BARR. The gentleman’s time has expired. And the gen-
tleman from North Carolina will be advised that the shot clock on
the floor was almost exactly in line with his, and so the time on
the floor has run out like it ran out against Gonzaga last night.

The Chair now recognizes the gentleman from Tennessee, Mr.
Kustoff, for 5 minutes. And be advised we are expecting votes at
any moment on the Floor. We will try to get in the questions, but
if not, we will adjourn the hearing. So, the gentleman from Ten-
nessee.

Mr. KusTOFF. Thank you, Mr. Chairman.

Mr. McInnis, we know that last year, there was a payment from
the Obama Administration of around $400 million on the same day
or about the same time that Iran released five American prisoners.
We also know that the Obama Administration stated a number of
times that it would neither negotiate nor pay a ransom. This pay-
ment appears to be a contradiction of the remarks made by the
Obama Administration, and people can judge that as they like.

Specifically, though, is there any evidence that you see that Iran
used this and any other cash payments following implementation
of the JCPOA to further or worsen the conflicts in the region, such
as the civil war in Syria or the conflicts in Yemen?

Mr. McINNIS. I believe that the moneys—especially in 2016—
that Iran accrued from the JCPOA, insofar as following their budg-
et in particular, you saw a number of these types of allocations
that particular—what ended up being $1.7 billion in total from that
settlement. Many of those moneys were directed to be used by the
IRGC for its overall military activities.

How to discern exactly if that money went to specific activities
in Syria or Iraq or to support terrorism elsewhere is hard to dis-
cern, but I think that it is pretty clear from analysis of their budget
that the moneys that that came out of the JCPOA, a good portion
of them was very clearly sent to the military and to the IRGC for
their activities around the region.

Mr. KusToFF. Thank you, Mr. McInnis.

Mr. Taleblu, yesterday, there was a story that posted on The
Wall Street Journal website, and it is entitled, “Syria’s Civil War
Produces a Clear Winner: Hezbollah.” And I don’t want to read
from the entire article, but if I could: “Hezbollah today is stronger,
more independent, and in command of a new Syrian militia that
its officials say is ready to be deployed to other conflicts in the re-
gion. Hezbollah now fights alongside Russian troops, its first alli-
ance with a global power. It was Hezbollah that devised the battle
plan for Aleppo used by Syrian and Russian forces last year, ac-
cording to Arab and U.S. officials who monitor the group.”

One line that struck me: “Thanks to money and arms from
Tehran, Hezbollah now stands almost on a par with Iran as a pro-
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tector of President Bashar al-Assad’s government and as a sponsor
of Shiite forces in Syria.”

So, if we could, how specifically does Iran sponsor terrorism and
other illicit activity with groups such as Hamas and Hezbollah, and
is there any additional evidence that suggests Iran has taken addi-
tional steps to further destabilize the region?

Mr. TALEBLU. Thank you very much for that excellent question.
I think that observation is key, because having been tracking the
issue in Iran’s war in Syria for a couple of years now, I have seen
many testimonies where analysts have alleged that actually having
Hezbollah fight deeper in the Syrian civil war could have a long-
term positive effect because it would discredit them as a Lebanese
political institution or a Lebanese political force.

Unfortunately, the exact opposite thing has happened, as you
had mentioned. In 2007, for instance, there were reports that
Hezbollah was helping Iran train Shia militias on Iranian territory
and then deploying them to Iraq. In 2013 through 2016, as you
mentioned, Hezbollah was active helping Assad take back territory.
In 2015 through 2017, they were reporting that Hezbollah allegedly
is helping Iran in Yemen. So, in fact, this force is growing its
strength. It is not weak—it is not being diminished at all.

And while the issue of exact number of payments to Hezbollah
remains to be seen, Iran has furnished that group with everything
from C-802 anti-ship missiles to a whole variety of different rock-
ets, 107-millimeter rockets, 106-millimeter anti-tank shells. There
is a whole slew of such munitions that continue to be sent to
groups like Hezbollah.

Mr. KUSTOFF. In this Wall Street Journal article from yesterday
entitled, “Syria’s Civil War Produces a Clear Winner: Hezbollah,”
the statement that I just read to you, “Thanks to money and arms
from Tehran, Hezbollah now stands almost on a par with Iran as
a protector of President Bashar al-Assad’s government and as a
sponsor of Shiite fighting forces in Syria,” would you agree with
that statement? Are they equal or almost equal?

Mr. TALEBLU. I continue to see Hezbollah as more of an Iranian
proxy than anything else. While Hezbollah may have—

Chairman PEARCE. If the Chair could interrupt, we will ask for
that in writing. Votes have been called. We are down to 10 min-
utes. We are going to try to squeeze at least one more questioner
in.

Mr. Davidson is recognized for 3 minutes.

Mr. DAVIDSON. Thank you, Mr. Chairman.

And thank you all for being here. I appreciate your testimony.

I had a question about Hezbollah’s activities, and Hezbollah’s ac-
tivities with the drug trade in particular. There has been a fair bit
of their involvement, and so far that ties to Lebanon, but not di-
rectly to Iran. And, of course, there is correlation. Has there been
any successful effort to tie the cash flows from the drug trade, par-
ticularly with the U.S. drug trade, not just in Central and Latin
America more broadly, but at U.S. border trade? Dr. Ottolenghi?

Mr. OTTOLENGHI. Yes. Thank you. It is a very important ques-
tion, and I am very grateful you brought it up. The network that
deals with drugs is truly global. The cocaine, of course, comes en-
tirely from Latin America. It travels to its multiple designations,
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Western markets mainly, but also increasingly to the Middle East.
And while I can’t go into too much detail, there is plenty of open-
source evidence indicating multiple connections between the
Hezbollah people in Latin America involved in the drug trade on
the one hand, operatives and cartels trading in criminal organiza-
tions in Europe and other places in Latin America and potentially
all the way to the United States moving the drugs, connections
with the Iranian network in Latin America. And most troubling,
the financial links lead all the way to the United States. In other
words, while the drugs may not be moved directly by Hezbollah
into the United States, into the U.S. market, Hezbollah is using
U.S. jurisdictions in order to launder the revenues from its illicit
trade. So there is a threat to the financial integrity of the U.S. fi-
nancial system from Hezbollah’s illicit activities in Latin America
that are linked to the drug trade.

Mr. DAVIDSON. Thank you.

And, briefly, could you mention any tools that would be helpful
that aren’t already in place?

Mr. OTTOLENGHI. Thank you. I think that one important tool is
to empower the law enforcement agencies that are chasing these
cases, especially down in Latin America, where the willingness by
local government to cooperate is somewhat diminished by the level
of collusion and complicity that some officials in these governments
have with illicit activities to which Hezbollah is accessory.

Of course, once again, I bring to your attention the ongoing ac-
tivities of Hezbollah in the tri-border area. In the tri-border area,
there is an enormous degree of complicity, collusion, or just benign
neglect from local officials, from law enforcement authorities that
overlook these activities.

Chairman PEARCE. The gentleman’s time has expired.

Mr. OTTOLENGHI. Pressure from the United States and its Gov-
ernment would be extremely helpful.

Mr. DAVIDSON. Thank you. My time has expired.

Chairman PEARCE. The gentleman’s time has expired.

The Chair now recognizes the gentleman from Indiana, Mr. Hol-
lingsworth, for 3 minutes.

Mr. HOLLINGSWORTH. Thank you, Mr. Chairman. And thanks to
all of the witnesses for being here today. We have heard a lot of
testimony and certainly a lot of great information about what may
need to be done next, but could you walk a step further and tell
me what success looks like? If you had all the tools at your dis-
posal, you were able to put these sanctions on, you were able to do
these things, what would success look like, and how would we
measure whether we have been successful? And then I will go one
step further. And that really goes to everybody if each of you wants
to answer.

Mr. TALEBLU. I think that is an absolutely important question.
One measure of success is no Iranian ballistic missile testing for
the duration of the deal should the deal decide to hold. Another
measure of success should be marshaling sufficient economic pres-
sure to erode the ability for Iran to domestically produce some of
these systems. Another measure could be forcing Iran or coercing
Iran to stop sending men, money, and munitions to Syria. So while
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coercion is the primary goal, deterrence and punishment could be
secondary and tertiary goals.

Mr. McINNIS. Yes. I would add to that that certainly you can
measure that by a shrinking ability for groups like Hezbollah and
others to be able to project any type of terrorist activity worldwide,
but also I think that Iran’s ability to be able to build and increase
the reach of its proxies and their ability to project any type of
weapons against us, I think, the increasing arming and ability to
move their proxies around the region. For me, I want to be able
to shrink that capacity to move this new integrated militia army
that Iran has. If it can be broken and shrunk and slowly over time
be able to be rolled back, that, for me, is what I am looking for
most importantly.

Ms. MALONEY. The definition of success would be a more respon-
sible government in Iran, one that is not interfering and sowing vi-
olence throughout the region, but a broader definition of success
would include an end to the conflicts in Syria and Yemen, and U.S.
support for broader political, social, and economic reform across the
region.

Mr. OTTOLENGHI. I fully subscribe to what Dr. Maloney has just
said.

Mr. HOLLINGSWORTH. You have the problem I do. As a freshman,
I go last and so I get to say, “I agree,” frequently. But is it too
much—are we asking too much of these sanctions? Many of the an-
swers that you put forth are very big, very broad, admirable goals
nonetheless, but maybe too far a reach for sanctions or any political
p}l;esgure that the United States can provide? Any thoughts on
that?

Mr. TALEBLU. You know, I have the pleasure of working for Mark
Dubowitz at the Foundation for Defense of Democracies, and he
has coined this phrase, “Sanctions aren’t a silver bullet, but they
are silver shrapnel.” And I definitely think there is a lot of shrap-
nel that the Iranian body armor can afford to take right now.
Again, it should be coupled with a whole-of-government approach.

Chairman PEARCE. The gentleman’s time has expired.

I would like to thank our witnesses for your testimony today and
for answering our questions.

The Chair notes that some Members may have additional ques-
tions for this panel, which they may wish to submit in writing.
Without objection, the hearing record will remain open for 5 legis-
lative days for Members to submit written questions to these wit-
nesses and to place their responses in the record. Also, without ob-
jection, Members will have 5 legislative days to submit extraneous
materials to the Chair for inclusion in the record.

This hearing is adjourned.

[Whereupon, at 4:32 p.m., the hearing was adjourned.]
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Chairman Barr, Ranking Member Moore, and Chairman Pearce and Ranking Member
Perlmutter, and Members of the both Subcommittees: Thank you for the opportunity to appear
before you today. I am very pleased to offer my views, although I must emphasize that
represent only myself before you today. The Brookings Institution does not take any institutional
positions on policy issues.

Two years have now passed since representatives of the United States, Iran, and five
other world announced an agreement on the framework of understandings that would eventually
be formalized in the Joint Comprehensive Plan of Action (JCPOA.) It is my strong beljef that the
Iran nuclear deal has enhanced the security of the United States and our allies in the region by
deterring Tehran’s pathways to nuclear weapons capability for more than a decade and, for some
aspects of the program, even longer. It is a credit to the enormous diplomatic energy that was
invested in the negotiation of the deal by U.S. officials and their counterparts among the “P5+1”
countries that Tehran has abided by its JCPOA obligations.

In any consideration of the challenges facing the United States and its allies in the Middle
East, there is a temptation to downplay the dividends of the nuclear agreement in alleviating the
urgency of Iran’s nuclear ambitions. That would be short-sighted: thanks to the JCPOA, Iran’s
installed centrifuges have been cut by two-thirds, its stockpiles of low-enriched uranium are
capped, its plutonium reactor rendered inoperable, its nuclear research curtailed, and every
aspect of its nuclear program is now subject to intrusive international monitoring and
verification. Despite some fears, the prospect of a regional cascade of proliferation appears to
have receded since the agreement was inked.'

As former President Barack Obama repeatedly insisted, the accord addressed only one
dimension of the challenge posed by Tehran, and in those narrow terms, it can be judged a
relative success. The value of that relative success should not be underestimated; amidst the
turbulence and tragedy that continues to beset the Middle East today, the absence of an
agreement constraining Iran’s nuclear capabilities would magnify the risks in truly terrible ways.

However, it is equally important to recognize the finite ramifications of the nuclear deal.
The sanguine expectations of some in Washington and elsewhere—expectations that were
deliberately and cynically nurtured by Iranian officials over the course of the negotiations®—

! Robert Einhorn and Richard Nephew, “The Iran nuclear deal: Prelude to proliferation in the Middle East?” May
31, 2016, bttps://www.brookings.edu/research/the-iran-nuclear-deal-prelude-to-proliferation-in-the-middle-cast/

* In his September 2014 speech to the United Nations General Assembly, Iranian President Hassan Rouhani stated,
“If our interlocutors are also equally motivated and flexible, and we can overcome the problem and reach a
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that the agreement might herald the beginning of a wide-ranging process of moderation in Iran’s
approach to the world have proven unfounded, at least as a short-term proposition. Instead,
through the long months of painstaking diplomacy that generated the JCPOA and in the wake of
its conclusion and implementation, Tehran continued to do what it has done consistently since
the 1979 revolution: it has sought to extend its influence throughout the broader Middle East.
And it is succeeding in seizing the advantage in the roiling sectarian conflict that has infected the
region, consolidating a predominant position across the broader Middle East and tentatively
reorienting the regional order in its favor. As a result, the challenges posed by Tehran to U.S,
interests and allies remain as relevant, and as alarming, as they have ever been.

Iranian Regional Ambitions and Activities

Under almost any conceivable leadership, Iran will seek to play an outsized role in the
broader Middle East. With its long legacy of territorial integrity and relatively cohesive political
heritage, Iranian influence has dominated vast expanses of what is now the Middle East and
Central Asia over the course of millennia. During the Pahlavi monarchy, Iran emerged as the
dominant regional power broker, courting both superpowers and asserting itself extravagantly at
home and abroad. This vision of Iran’s natural predominance as the heir to the ancient Persian
empire looms large for its population as well as for its leadership.

Revolutionary Iran retained the messianic ambitions of its imperial predecessor,
obviously with a distinctly religious flair. The initial outlines of the Islamic Republic’s regional
policy can be found in its 1979 Constitution, which includes among the pillars of the
revolutionary state’s approach to the world “the defense of the rights of all Muslims.” And while
it contains an injunction against interference in other countries’ internal affairs, the Constitution
pledges that the Islamic Republic “supports the just struggles of the freedom fighters against the
oppressors in every corner of the globe.”® The government adopted a formal policy of non-
alignment—"neither east nor west"—as dictated by the Constitution, and the Islamic Republic

quickly undertook a series of antagonistic policies toward the United States as well as Israel.

In the immediate aftermath of the revolution, Iranian leaders began assembling the
infrastructure to ‘export the revolution;” this has included support of terrorist organizations,
subversion its neighbors through force as well as through propaganda, and threats and
assassinations of individuals abroad who are deemed enemies of the Islamic Republic. What
began with a sort of “demonstration effect” of opposition among Shi’a populations in Kuwait,
Bahrain, and Saudi Arabia evolved into a vast official administration for seeking to topple the
status quo in the Persian Guif and the larger Islamic world by word or by deed, conducting proxy
wars in Lebanon and Iraq, and sponsoring violence against a loosely-defined set of adversaries
throughout the world.

The establishment and cultivation of levers designed to subvert its neighbors highlights
several of the underlying factors that shape Tehran’s approach to the region, including an

longstanding agreement within the time remaining, then an entirely different environment will emerge for
cooperation at regional and international levels, allowing for greater focus on some very important regional issues
such as combating violence and extremism in the region.” See
http://www.un.org/en/ga/69/meetings/gadebate/pd/IR_en.pdf

* Articles 152 and 154 of the Constitution of the Islamic Republic of Iran, Iran Human Rights Documentation

islamic-republic-of-iran.html
* Graham Fuller, The “Center of the Universe”: The Geopolitics of Iran (Boulder: Westview Press, 1991), p. 94.
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aspirational pan-Islamism from a regime whose original conceptualization cast itself as the
inspiration and model for the broader Muslim world. In practice, this appeal to the umma has
translated to sectarian chauvinism on behalf of fellow Shi’a in the Gulf states, Iraqg, and Lebanon,
where existing networks and domestic grievances have tended to generate greater traction for
Iranian overtures and initiatives.

Perhaps the most important factor governing Iran’s ambitions and activities within the
broader Middle East is the acute, abiding sense of insecurity of its leadership, a function of
historical memory and searing experience. Memories of the 1953 coup, in which a
democratically-elected prime minister was unseated with American assistance, remain powerful
even in Istamic Iran. Those events helped to crystallize a “conspiratorial interpretation of
politics” and an obsessive fear of internationally-orchestrated instability.” The events of the
revolution’s first decade—ryears of violent challenge to the theocracy’s existence from within
and without—only fed this persistent sense of vulnerability and mistrust.

This formative period instilled enduring doubts about the reliability and utility of
international norms and institutions. In the official Iranian narrative, the 1980 Iragi invasion
represented a link in a larger plot, and Tehran’s continued military campaign beyond its primary
defensive aims was justified, by Ayatoliah Ali Khamenei's account, as “not a war between two
countries, two armics; it was a war between an unwritten, global coalition against one nation.”®
The international community’s tepid response to the invasion and Saddam Hussein’s subsequent
use of chemical weapons cemented a conviction among Iran’s leader, particularly within the
security bureaucracy, that international norms constitute a sham to shield the essential avarice of
America and its allies.

As a result of its early ordeals, Tehran prioritizes regime survival above all else, and self-
preservation has become intertwined with a deeply-engrained conviction that the world, led by
Washington, is bent on the revolutionary state’s eradication. Gripped by their perception of an
intractably hostile world and a conviction that the exigencies of regime survival justify its
actions, Iranian leaders exploit every opening and utilize any tool at their disposal to advance
their interests.

The consequences of this dystopian vision can be seen in the assiduous campaign by
Tehran to cultivate allies and proxies, bolster its indigenous deterrent capabilities, develop and
expand the revolution’s strategic depth, and deploy violence and subversion across the region.
For most of the past 38 years, those efforts left the Islamic Republic estranged to greater or lesser
degrees from many of its neighbors and constrained and widely isolated.

Over the course of the past 15 years, however, Iranian regional sway has progressively
expanded—predictably in concert with the intensification of violence and unrest that has plagued
the region. An influential Iranian member of parliament has boasted that Tehran controls four
Arab capitals: Baghdad, Damascus, Beirut, and Sana’a. In fact, this is an understatement of
Iranian reach and ambitions. Tehran has achieved unprecedented predominance in a wide swath
of the Middle East that stretches from the Mediterranean Sea to Central and South Asia. If
Tehran were a constructive international actor, if its leadership respected international law and
institutions, such shifts in the balance of power might be natural or even benign.

? Ervand Abrahamian, Khomeinism: Essays on the Istamic Republic. London: L.B. Tauris & Co. Ltd., 1993, p. 112,
© Supreme Leader Khamenei emphasizes spiritual strength of Iranian army, Voice of the Islamic Republic of Iran
Radio 1, April 16, 2003.
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However, the very means that Iran employs to gain access and advantage sow the seeds
of further chaos. As the world’s foremost state sponsor of terrorism, the Islamic Republic funnels
financial support, sophisticated weaponry, and training to a widening array of militants and
extremists who are determined to upend the regional order. In Yemen, Iran has escalated and
prolonged a conflict with horrific humanitarian consequences in order to divert the military
resources of its regional rivals and expand its ability to threaten international shipping lanes. Iran
is also actively seeking to destabilize Bahrain, home to the U.S. Navy’s Fifth Fleet, and
harassing U.S. naval vessels and other ships in the strategic Straits of Hormuz.

A generational investment in Hezbollah has enabled Tehran to create a hostile state-
within-a state on Israel’s border. Much the same is beginning to take shape elsewhere in the
Levant: Iran’s counter-ISIS campaign in Iraq has enabled its proxies to fill the security vacuum
there and assume a powerful, permanent role in the central government. The conflict in Syria has
honed the war-fighting skills and strategy of Iran’s Revolutionary Guard, its Qods Force, as well
as Hezbollah. and generated an expeditionary army of Shia partisans from Afghanistan and
Pakistan, insulating its own population from the toll of its foreign interventions.

Sanctions and Their Efficacy

The experience of the past decade underscores the efficacy of sanctions when wielded
wisely. Tehran’s uncompromising stance on the nuclear program over a dozen years fueled the
perception that its leadership would pay any price for the program. With the help of Congress
and the world, Washington crafted a set of measures that ultimately shattered that myth.
Authorities put in place in the aftermath of the 9/11 attacks to curtail terrorist financing provided
a platform for assembling an unprecedented campaign that progressively denied access to the
international financial system to individual Iranian banks and, eventually, most of its economy.

The sanctions instituted over the course of the past decade forced Iran to alter its
uncompromising approach. Iran’s leadership has acknowledged as much; as Ayatollah Ali
Khamenei, the country’s supreme leader explained in September 2015, “[wle negotiated so that
the sanctions framework will be eliminated and that sanctions in general will be lifted... The
reason why we entered into negotiations and made some concessions was to lift sanctions.””

Changes in encrgy markets made it possible for the first time to target Iran’s oil
production without blowback to the global economy or domestic price at the pump. And Iran’s
internal regression—-its conveniently cartoonish then-president Mahmoud Ahmadinejad and the
suppression of 2009 pro-democracy protests—facilitated newfound and profoundly valuable
cooperation from Europe and much of the rest of the world. In announcing the nuclear deal to his
public, Iran’s president, Hassan Rouhani, lamented the impact of the sanctions, saying that “[w]e
could not buy anything, we could not import anything. We went back to the stone age system,
with currency exchange and brokerage, through which one cannot live.”®

Can Additional U.S. Sanctions Create Additional Leverage?

It is not clear that new authorities are particularly useful or necessary. The deal left intact
a significant array of restrictions for Iran’s economy. The U.S. Treasury Department remains the

7 “Supreme Leader's Speech in Meeting with Chairman and Members of Assembly of Experts.” September 3, 2015.
http://english.khamenei.ir//index.php?option=com_content&task=view&id=2111&Itemid=4
® BBC Worldwide Monitoring, July 23, 2015.
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long pole in the international sanctions architecture, and even residual American measures have
continued to pose a powerful deterrent against business in Iran. Notably, Iran’s worst actors,
including those associated with the Revolutionary Guard Corps, remain designated under
existing measures — tainting, by extension, any foreign company that does business with them.
The Trump administration retains wide-ranging authority to augment the list of individuals and
entities designated under the existing U.S. measures on the basis of support for terrorism, human
rights abuses, and a litany of other grounds.

Beyond these specific restrictions, the primary embargo on U.S. trade and investment in
Iran criminalizes even the most tangential involvement in the Iranian economy outside the
specific sectors exempted under the deal or preexisting loophole. As a result, American firms and
individuals are largely off-limits for transactions or even contact with Iranian businesses.

The primary embargo and the multitude of residual American sanctions benefit from a
powerful force multiplier: a decade of increasingly wide-ranging restrictions and consistently
rigorous enforcement, including numerous multimillion dollar penalties, has created a culture of
compliance by major firms around the world. In fact, the legal and reputational risks have been
so thoroughly reinforced that the impact of the openings provided to Iran’s economy under both
the November 2013 interim agreement and the JCPOA has proven to be less, not more, valuable
than originally anticipated.

In addition, the fact that U.S. implementation of our obligations under the JCPOA remain
reliant on waivers and other inherently temporary mechanisms for reversing existing measures;
that alone entails sufficient uncertainty to give major investors around the world significant
qualms about committing to the kind of multi-year, multi-billion dollar projects that Iran's energy
sector requires.

And of course the deal incorporates the threat of “‘snapping back” other sanctions. These
provisions are not perfect guarantees that the current level of multilateral restrictions on Iran can
be readily reinstated. However, they too reinforce a sense of uncertainty about the medium or
long-term context for investing in Iran—a time horizon that will be directly relevant for the scale
and duration of major investments, particularly in the energy sector. There is no doubt that the
perpetuation of economic restrictions will have a continuing dissuasive impact on Iran.

The successful experience with sanctions over the course of the nuclear crisis has
fostered the perception that these measures can serve as a silver bullet for intractable issues.
However, there are few guarantees that new measures to facilitate wide-ranging designation of
firms that in some way intersect with Iran’s ballistic missile program or further stigmatize the
Revolutionary Guards and its web of spin-off companies can provide sufficient disincentives to
alter Tehran’s longstanding patterns of regional power projection or revise the broad calculus of
opportunism and insecurity that underlies its regional policies.

First, the long-term track record underscores the unfortunate reality that lran’s support for
terrorism has never been driven primarily or even substantially by resource availability. In fact,
Iran’s most destructive regional policies have been undertaken and sustained even at times of
epic constraints. These policies were initiated in the early post-revolutionary period, when Iran’s
economy was suffering the consequences of revolutionary upheaval and continuing internal
unrest, and they continued and actually significantly intensified after the September 1980 Iraqgi
invasion of Iran and throughout the long, brutal, and costly war that followed.
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In fact, many of Iran’s worst regional abuses took place during this first decade: the
cultivation of Hezbollah and that group’s 1983 bombing of the U.S. Marine barracks in Beirut
and the direct and often deadly assistance to subversive groups in its southern Gulf neighbors
throughout the war with Iraq. Economic constraints may have energized and legitimized
Tehran’s investment in unconventional warfare against its neighbors as well as American
interests and allies by virtue of the limitations on Tehran’s ability to resupply its conventional
war effort vis-a-vis Iraq and the cultivation of its leadership’s innate sense of suspicion.

These same trends have held over the course of the past decade, as externally-imposed
economic pressures on Tehran, as a result of both sanctions and the more recent decline in oil
prices, reached or even surpassed the heights of the hardships during the war. These pressures
provided no remedy to Iran’s efforts to extend its influence through nefarious activities and
allies, or its substantial investment in fueling and fighting conflicts in Iraq and Syria. Even since
2010, when the world has applied unprecedented financial pressure on the regime including
measures that have directly targeted the institutions and assets related to Iran’s regional power
projection and its support for terrorist proxies beyond its borders, there is little evidence that
sanctions impeded Iran’s most destabilizing policies.

The relative consistency of Iran’s relationships with terrorist organizations and extremists
across the region makes it impossible to discern much, if any, remedial relationship between the
economy and the adoption of more responsible regional policies. This is in part a function of the
relatively low funding threshold for these activities; the expense associated with sustaining
Hezbollah’s massive rocket arsenal or fueling Bashar Al Assad’s barrel bombs is relatively
easily absorbed even at times of relative scarcity. More importantly, the persistence of these
policies is further confirmation that they tend to reflect opportunism on the part of Iranian
leaders rather than budget priorities.

In addition to the question of the durability of Iran’s investment in subversion and terror,
several other important factors would necessarily limit or even undermine the efficacy of new
measures. The sanctions regime constructed over the course of the 12-year nuclear crisis
benefitted from an exceptional degree of multilateral support and consensus, itself the product of
enormous diplomatic energy. Over the course of 4 years and 4 successive Security Council
resolutions, a consensus emerged among the major world powers around the use of economic
penaitics. Compounded by concerns that stretched beyond the nuclear file itself, and encouraged
by a well-coordinated U.S.-led campaign that highlighted non-sanctions risks to business
activities with Iran—many of Iran’s major trading partners gradually committed to minimize or
even sever economic ties with Tehran.

Research on a wider variety of cases suggests that multilateralism is not, in and of itself, a
guarantee of success Still, a multilateral context has been shown to contribute to adherence and
to reinforce the signaling role of sanctions, and the most recent Iran sanctions bears out this
proposition. In addition, multilateralism in sanctions tends to be self-reinforcing; as the UN, the
European Union, and a number of individual states joined forces with Washington in pressuring
Tehran, it became more viable to nudge other longstanding fence-sitters, such as the Arab states
of the Persian Gulf, to cooperate in implementing UN and/or U.S. measures. And international
support didn’t simply just broaden the scope of sanctions enforcement; it helped to create an
interlocking and often redundant array of pressure that proved far stronger and more persuasive
than the sum of its parts.
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At this time, Washington does not have, nor is it likely we could quickly instigate,
anything close to the level of multilateral consensus surrounding Iran’s regional policies that was
built, slowly and through the fortuitous confluence of facilitating circumstances, on the nuclear
issue. Iran has effectively dispelled some of the other factors, such as the international
abhorrence toward Ahmadinejad and the outrage generated over his contested 2009 reelection
and the repression of the protests that followed in its wake.

Russia clearly does not share our interests in ending the Syrian conflict through the
removal of the vicious Assad government; Beijing will not readily jeopardize its energy security
to punish Iran for its financial and material assistance to Hamas or Palestine Islamic Jihad. And
even our European allies have traditionally exhibited ambivalence on Iranian support to groups
such as Hezbollah. The history of U.S. policy since the Islamic Revolution offers little reason to
be sanguine about a go-it-alone approach on Iran. Trying to sustain Iran's economic isolation
without the participation, or at least the acquiescence, of the rest of the world's major powers
would inevitably pose fewer costs for Tehran and greater expenses for Washington in terms of
transatlantic relations and American influence around the world.

Anticipating Iran’s Responses to Further Pressure

The long history of sanctioning Iran has produced a number of readily identifiable
patterns in Tehran’s response. Among these are:

e Denial: Tehran typically rejecting the significance of economic pressures and integrating the
measures into the ideological narrative of international conspiracies against Jran.

e Self-Sufficiency: lranian leaders have frequently depicted economic pressure as constructive
by providing the impetus for investing in domestic capabilities and weaning the country off
its reliance on the West as well as on resource revenues.

s Blowback: Tehran has also sought to emphasize that the states imposing sanctions face
higher costs from any new measures against Iran than Tehran itself does.

» Bandwagoning and Diplomatic Breakout: Tehran sought to erode adherence to sanctions by
the demonstration effect of its continuing engagement with the world. Coupled with the
expectation of sanctions fatigue over time, Iranian leaders attempted to wait out and wear
down both enforcement efforts and the international consensus to maintain pressure.

¢ Retaliation: During periods of intense isolation, economic pressures tend to exacerbate the
regime’s innate animosities and paranoia. Iranian leaders have sought to impose costs on the
sanctioning state in response to the intensification of economic pressure.

It is the final two elements of the Iranian playbook in responding to sanctions that are
most germane to the discussion of the imposition of new measures at this time. Long before the
2016 American presidential election, Tehran has already begun to seek to accelerate its trade,
investment, and diplomatic engagement with American allies in Europe as well as other key
actors in the international community as a hedge. The goal is to splinter the transatlantic
consensus that proved so effective during the nuclear crisis and isolate Washington as an outlier.
We can blunt this strategy, but it will require time and sustained coordination with our European
allies and conceivably China and Russia to facilitate the kind of robust common front that
endured through the long process of reaching consensus around the JCPOA.
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Even more concerning is Iran’s capacity for asymmetric retaliation against American
interests and assets, Iranian leaders and military commanders are prone to issuing cartoonish
threats of potential reprisals, and no one can doubt the obvious supremacy of the U.S. military in
managing any threat arising from the Middle East. However, Tehran and its proxies vastly
outnumber the current American force presence in key regional conflicts, and its leadership
shares a paranoid worldview and a conviction that a fierce offense is the best defense. The risks
are real, and they are most effectively mitigated with careful preparation.

Conclusion

It is necessary and appropriate to push back on Iran’s spread of malign influence.
However, any such efforts are guaranteed to fail unless they are accompanied by an equally
serious and sustained effort on the part of the United States to exhort, guide, and support
meaningful political, economic and social reform in the Arab world and efforts at fashioning
political solutions to the unwinnable conflicts in Yemen and Syria. Iran is engaged in all of the
region’s chief conflicts, but it does not therefore follow that in the absence of Iran’s malign
influence, those conflicts would abate. Tehran was not the progenitor of upheaval in most of the
countries where its forces and proxies now hold sway. Rather, Iran has taken advantage of
upheaval and domestic grievances that emerged indigenously across the Arab world, and any
sensible long-term American strategy would invest resources and energy in addressing those
challenges.

Like most complex challenges, the problem of Iran has resisted quick fixes for nearly
four decades, and American leadership in managing the multi-faceted threats posed by Tehran
will remain essential. However, the nuclear deal demonstrates that sustained collaboration
among world powers can blunt Tehran’s most grievous policies and simultaneously provide Iran
with a clear pathway for a more mutually beneficial engagement with the world.
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Chairman Pearce, Chairman Barr, Ranking Member Perlmutter, Ranking Member Moore and
distinguished committee members:

In 2017, we are at inflection pointin lran’s strategy in the Middle East. The joint Comprehensive
Plan of Action (JCPOA) has given the Islamic Republic new resources and freed Tehran to focus
on building its conventional military capacity to compete with its regional rivals more directly.

Iran is also sensing, finally, some form of victory in the wars in Syria and Iraq. In the aftermath of
these conflicts, the Iranian leadership will be left with an enormous degree of influence stretching
from Beirut to Basra and beyond. Led by the Islamic Revolutionary Guard Corps, or IRGC, Tehran
will also now have at its disposal a trans-national proxy army of Shia militia units with at least a
couple hundred thousand personnel with hybrid warfare capabilities. This will pose significant
challenges to our friends in the region and to our interest in stability in Middle East.

Why does Iran pursue these destabilizing activities? Since the 1979 Islamic Revolution, Tehran's
foreign policy has been driven by a desire to reshape the Middle East under its political and
ideological image. Atthe same time, Iran seeks to ensure more traditional regional power
interests of economic growth and expanded spheres of influence. Iran seeks to spread its
concepts of Islamic governance, to oppose the state of Israel, protect Shia populations, and to
assert its regional hegemony by displacing the United States as the dominant regional power.
Due to a relative disadvantage in conventional military capabilities, Tehran has pursued these
objectives primarily through clandestine operations and unconventional warfare for the past
thirty-eight years. In particular, Iran has utilized its “Resistance Network” of partners, proxies, and
terrorist groups, including the Lebanese Hezbollah while employing a suite of deterrent
capabilities including ballistic missiles and asymmetric naval platforms.

The executor of Iranian proxy policies, the IRGC, and in particular its paramilitary wing Quds
Force (QF), was created by the Supreme Leader Ayatoliah Ruhollah Khomeini in 1979 first to
secure the revolution at home and then export the revolution abroad. Tehran significantly
expanded the size and complexity of its proxy force in the past five years, due primarily to the
wars in Syria and Iraq. Iran views these conflicts as existential threats and also gained an
opportunity to experiment and create new warfighting capabilities. This new force not only
includes the growth of the primary groups that form the “resistance network” such as Lebanese
Hezbollah, and Iragi groups like the Badr Corps, Khataib Hezbollah, and Asaib Ahl al-Hag. In
addition to these established groups, Iran created new Shi‘a militias throughout the region, like
the Shia militias from lrag, Afghanistan, and Pakistan and the mobilization of Iragi and Syrian
civilians into the Popular Mobilization Forces (PMF) and Nation Defense Forces (NDF) to fight in
their own civil conflicts.

tran continues to invest in training and arming its proxies and partners with increasingly advanced
equipment, with its most trusted groups receiving the best weaponry. Lebanese Hezbollah
acquired unmanned aerial vehicles and an estimated 100,000 to 150,000 rockets and missiles
through Iranian assistance, including advanced air-to-ground and ground-to-sea missiles.! fran’s
Iragi proxies employed the QFs’ signature improvised explosive device, the explosively formed
projectiles against coalition forces in the last decade.?

fran also continues its partnership with the Yemeni Shi'a rebel group in their civil war. So far, the
group receives mostly small arms and training from Hezbollah and the IRGC, although there are
indications the movement has gaining increasing lranian rocket technology that can threaten
both Saudi territory and Red Sea shipping lanes.®

Perhaps more important than weapons are the tremendous strides the IRGC made in the past five
years advancing their proxies’ deployability, interoperability, and capacity to conduct
unconventional warfare. The corps effectively moves its lragi, Afghan, and Pakistani proxies into
and out of the Syrian, Iragi and possibly Yemeni theater as requirements demand. In addition to
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building the NDF and coordinating with Lebanese Hezbollah, Russian, and Syrian government
operations, the IRGC has begun rotating cadre of its brigade-level officers to Syria to train and
lead the Shia militias in their counterinsurgency campaign.®

The IRl is in effect turning its resistance network into a transnational proxy army, * with estimates of
more than a quarter mitlion personnel that are potentially responsive to IRGC direction.®

Iran’s efforts to dominate the region also extend to conventional military force. Ballistic missiles
have been the cornerstone of lranian military strategy since the end of the Iran-iraq War. Tehran
lacks sufficient air and land forces to effectively project conventional power beyond its borders. it
cannot establish air superiority or deploy large combat formations abroad. Missiles and its
asymmetric naval forces in the Persian Gulf are an attempted substitute and deterrent.

Iranian missiles lack sufficiently precision-guided warheads and cannot yet be employed to
reliably and accurately destroy adversaries’ military targets. At least for now, these missiles are
employed more for deterrent or coercive purposes against the Gulf Arab states and Israel. Iran
understands that while regional rivals possess far more advanced air defense, armor, naval
capabilities, the Guif countries in particular continue to struggle to effectively integrate and
operate their systems due to separate procurement processes and training deficiencies.

franian military doctrines and defense acquisition strategies aim to exploit this operational
advantage and compensate for its own conventional disadvantage. The IRGC will continue to
expand its asymmetric capabilities in order to both deter the Gulf States and Israel and to raise
the cost for any future U.S. or aliied actions in the Persian Guif. The IRGC will keep investing in
armed small boats, coastal defense cruise missiles, submarines, unmanned aerial vehicles, cyber,
and other systems that frustrate U.S. and allied capacity to project power into the Persian Gulf or
onto lranian territory. Iran feels it must remind the region and the world of its ability to disrupt or
control the Strait of Hormuz, as we have seen with continued harassment U.S. naval vessels and
international shipping since the implementation of the JCPOA.

The critical question following the JCPOA is whether Iran can or will use its new resources to
successfully modernize its missile, air, air defense, naval and land forces in the coming decades
to directly challenge other regional powers or the United States. Wil the Islamic Republic be able
to decisively upset the balance of power in the region after the nuclear deal?

Towards a better non-nuclear sanctions strategy

How do we then stand up to Iran’s destabilizing activities in the region and begin to dismantle
Tehran’s global terror network?

Are-invigorated economic warfare campaign against the Revolutionary Guard should be one
component - along with well-coordinated political, military, intelligence and information
campaigns - of a larger U.S. strategy against Iran’s malign influence in the region. Since the end
of the iran-lrag War, the IRGC slowly expanded its role in the lranian economy with at least 20
percent estimated to be now under the Guard's control, The IRGC owns the state’s largest
construction firm, Khatam al-Anbiya, and has major stakes in the banking, energy, extractive, and
manufacturing sectors. This is how the Guard is able to fuel so much of its operations, from
missile and other weapons production, to proxy support worldwide. The United States has also
often designated IRGC front companies that help Iran evade sanctions, acquire illicit
technologies and transport weapons to partners. The Guard also operates most Iranian ports and
is deeply involved in the commercial shipping and aviation sectors, which are critical elements in
building and sustaining its proxy and terror networks in the Middle East.”

Designating a far greater number of IRGC entities or even the entire IRGC itself as a sanction
designee for terrorism or support for terrorism can be a step in the right direction. Strict
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enforcement of the JCPOA can also support these objectives. Even extremely vigorous
application of existing autherities could be applied. But given the vast economic and operational
reach of the Revolutionary Guard and the inevitable limitations of the U.S. bureaucracy — and not
to mention political will of our allies and partners to enforce secondary sanctions - it will be
critical to prioritize our efforts regardless of which approach is taken. Ultimately, Washington
needs to ask first what we want to accomplish with our sanctions, rather than focus almost
exclusively on the targets and means.

With this in mind, any lran sanctions strategy to first blunt, then begin to diminish, and eventually
erode the very foundations of fran’s destabilizing activities. Consequently, The United States
should aim for these objectives:

Suppress Iranian military modernization to maintain U.S. and U.S.-allied military
superiority around Iran. Prevent fran from making major military breakthroughs or shifting
the regional balance of power. Shape the security environment, so that Iran must respond to
U.S. maneuvering, not the other way around. At all times, Iran must understand that we have
escalation dominance in any scenario. Critical to establishing and maintaining our deterrence
against Tehran. Some actions could include:

o Strictenforcement of the JCPOA, non-JCPOA sanctions, and other efforts that erode
international financial confidence in fran which will have secondary effects to suppress
defense industrial investment and military modemization.

o Deter, to the degree possible, Russian, Chinese and other sales of advanced
equipment to Iran, through new sanctions or prevent any efforts to evade the United
Nations conventional weapons sanctions while they remain.

Starve the IRGC’s financial fuel. The United States must seek to weaken the IRGC's ability
to generate revenue from global markets and incentivize international divestment in IRGC-
affiliated businesses. Some actions could include

o Robust enforcement of the JCPOA and other existing sanctions, particularly focusing
on exposing the extent of IRGC ownership activity within the Iranian economy and
network of front companies worldwide.

o New actions against the IRGC could include designation under EQ 13224 or
expanded actions against IRGC affiliates like Lebanese Hezbollah, a designated
foreign terror organization and key facilitator of Iran’s global network of illicit financial
activities through certain Lebanese financial institutions.

Disrupt the IRGC’s logistical abilities. The IRGC greatly expanded its capacity to move
weapons and personnel around the region in the past six years. The United States must
improve ways of preventing Iran’s air, land, and sea shipment methods. Some of these
actions could include:

o Further close monitoring and potential new sanctions and designations against Iranian
commercial aircraft used by the IRGC for the illicit transport of weapons and
personnel into Syria, lrag, Yemen and elsewhere.
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o Explore opportunities for close monitoring and new sanctions and designation
against lranian commercial shipping, suspected to be used by the IRGC for illicit
transport.

Disrupt and deter Iran’s ballistic missile program. Iran will not give up or even
meaningfully limit its ballistic missiles without an extremely tough fight. The program is too
existential to the regime, more so than their nuclear program. We can, however, help push
their program more “in the box” by disrupting their technological acquisition through
sanctions. Some actions could include:

o Targeting international and Iranian firms that supply the IRGC and affiliated entities
that oversee ballistic missile production

o Reinforcing existing sanctions and international technology control efforts to prevent
the proliferation of key components that could advance Iran’s missile program

Drive down Iranian internal confidence in the regime. To the degree that we can, the
U.S. should leverage our soft power and expose the regime’s internal contradictions,
corruption, massive expenses on overseas activities, human rights violations and. The more
Washington and our allies can weaken Tehran's proxies and undermine the success of tranian
revisionist foreign policy and regional influence, the more elites will doubt the sustainability of
the regime’s model and ideologies. Some actions could include:

o Increase designations and other enforcements EO 13553 against the IRGC and other
Iranian actors for human rights abuses including those against political dissidents,
religious minorities, and others.

o Focus sanctions and designations against the IRGC to expose their degree of
corruption and their extensive criminal and overseas networks

o Expand sanctions and enforcement of existing sanctions against ran’s most important
proxies, such as Lebanese Hezbollah

New sanctions should not legally conflict with the JCPOA. In its actions, the United
States should stick to the “letter” of the JCPOA while simultanecusly holding Iran accountable
for strict adherence to the deal’s terms, support of terrorism in the region, provocative
ballistic missile program development, human rights abuses and other destabilizing regional
activities. At the same time, such sanctions can and likely should be part of a broader
approach to shape the negotiating environment for successor or supplementary agreements,
either bilateral or multilateral.

For nearly four decades, Iran has worked to undermine our allies and reshape the region in its
image. No factor fuels sectarianism and breeds instability in the Middle East more than Tehran's
foreign policies and the IRGC's activities. To combat this critical threat, the United States must
arm itself with the will and capacity to follow through on effective strategies, beginning with
smarter non-nuclear sanctions.

' Avi Issacharoff, “Israel Raises Hezbollah Rocket Estimate to 150,000,” Times of Israel, November 12,
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2015, http://www timesofisrael.com/israel-raises-hezbollah-rocket-estimate-to-150000/.

7 Marcus Weisgerber, “How Many US Troops Were Killed By Iranian IEDs in frag?” DefenseOne,
September 8, 2015, http://www.defenseone.com/news/2015/09/how-many-us-troops-were-killed-
iranian-ieds-iraq/120524/.

* Katherine Zimmerman, “Signaling Saudi Arabia: ranian Support to Yemen's al Houthis,” AE1 Critical
Threats Project, April 15, 2016, http://www criticalthreats.org/yemen/zimmerman-signaling-saudi-
arabia-iranian-support-to-yemen-al-houthis-april-15-2016.

* Pauj Bucala and Frederick W. Kagan, “Iran’s Evolving Way of War: How the IRGC Fights in Syria,” AE!
Critical Threats Project, March 24, 2016, http://www.irantracker.org/analysis/bucala-kagan-irans-
evolving-way-of-war-how-irgc-fights-in-syria-march-24-2016.

> Retired IRGC Commander Mohammad Ali Al Falaki has coined the term “Shia liberation army” for the
collection of partners and militias currently operating under IRGC command in Syria, Iraqg, and Yemen.
This term has received coverage in both the Persian-language and English-language press, although it
does not appear to be in widespread use among Iran’s political leadership at this time. See “Reports: Iran
Forms ‘Liberation Army’ to Deploy Abroad,” Al Jazeera, August 20, 2016,

http://www aljazeera.com/news/2016/08 /iran-raises-force-deploy-arab-states-reports-
160820061102379.htmi; and Amir Toumaj, “"IRGC Commander Discusses Afghan Militia, ‘Shia Liberation
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fin total, the IR has 13,000 to 15,000 of its proxy forces fighting in Syria in addition to the NDF. In lrag,
perhaps 30,000 or more of those 80,000 personnel can be considered direct Iranian proxies consisting
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7 Greg Bruno, Jayshree Bajoria, and Jonathan Masters, “Iran’s Revolutionary Guard,” Council on Foreign
Relations, june 14, 2013. (http://www cfr.org/iran/iransrevolutionary-guards/p14324); Emanuele
Ottolenghi and Saeed Ghasseminejad, "Who Really Controls ran’s Economy?” The National Interest,
May 20, 2015. (http://nationalinterest.org/feature/ who-really-con-trols-irans-economy-12925); Frederic
Webhrey, Jerrold D. Green, Brian Nichiporuk, Alireza Nader, Lydia Hansell, Rasool Nafisi, and S. R.
Bohandy, “The Rise of the Pasdaran: Assessing the Domestic Roles of Iran’s Islamic Revolutionary Guards
Corps,” The RAND Corporation, 2009.
(http://www.rand.org/content/dam/rand/pubs/monographs/2008/RAND_MGS21.pdf): Mark
Gregory, “Expanding Business Empire of lran’s Revolutionary Guards,” BBC News (UK}, july 26, 2010.
(http://www.bbe.com/news/world-middie-east-10743580)
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INTRODUCTION

Chairman Barr, Chairman Pearce, ranking members Moore and Perlmutter, members of the
committee, on behalf of the Foundation for Defense of Democracies and its Center on Sanctions
and 1llicit Finance, I thank you for the opportunity to testify.

The Joint Comprehensive Plan of Action (JCPOA) that was implemented in January 2016 has
cmboldened Iran and given its leaders additional resources to pursue their regional hegemonic
ambitions. In theory, under the JCPOA, the United States retains both the authority and leverage
to counter Iran’s regional ambitions and ongoing support for terrorism, including through the use
of non-nuclear sanctions. In practice, however, since the implementation of the JCPOA, this
arsenal has been rarely used.

This is especially true with regards to Iran’s ongoing airlifis to the Syrian regime of Bashar al-
Assad and to Hezbollah, Iran’s terror proxy in Lebanon. In fact, the JCPOA lifted decades of U.S.
and international sanctions against Iran’s civil aviation sector exactly at a time when the sector
became vital to Tehran’s war efforts in the Syrian theater. Put simply: Iran has devoted its
commercial aviation sector to keeping Assad in power and Hezbollah armed to the teeth. The
JCPOA, meanwhile, has made it legal to sell new aircraft to carriers that are complicit.

Iranian commercial carriers have been crisscrossing Iraqi airspace to deliver military support to
Assad and Hezbollah since 2011, but they have increased their tempo since the summer of 2015,
when Iran and Russia coordinated their efforts to save Assad’s regime from crumbling in Aleppo.
Hundreds of flights, most of them operated by commercial airlines using civilian aircraft, have
helped reverse the course of that war.

The Iranian aviation sector has exposed the inadequacy of the JCPOA caveat that licensed items
and scrvices must be used “exclusively for commercial passenger aviation.™ Currently, at least
five Iranian and two Syrian commercial airlines are engaged in regular military airlifts to
Damascus. They are:

Iran Air (Iranian, national carrier, de-sanctioned under the JCPOA)
Mahan Air (Iranian, privately owned, U.S. sanctioned)?

Pouya Air (Iranian, IRGC owncd, U.S. sanctioned)®

Saha Airlines (Iranian, privatcly owned, not sanctioned)

Fars Air Qeshm (Iranian, privately owned, not sanctioned)

Cham Wings Airlincs (Syrian, privately owned, U.S. sanctioned)*

o & 5 & o o

! Joint Comprehensive Plan of Action, Vienna, July 14, 2015, Annex 11 ~ Sanctions related commitments, section
5.1.1. (httpi/feeas.europa.ewstatements-eeas/docs/iran agreement/annex_2_sanctions related_commitments_en.pdf)
? U.S. Department of the Treasury, Press Release, “Treasury Designates Iranian Commercial Airline Linked 1o
Iran’s Support for Terrorism,” October 12, 201 1. (https:/fwww.treasury.gov/press-center/press-
releases/Pages/tg1322.aspx)

* U.S. Department of the Treasury, Press Release, “Treasury Targets Networks Linked to Iran,” August 29, 2014.
(https://www treasury. gov/press-center/press-releases/pages/il26 | 8.aspx)

¢ U.S. Department of the Treasury, Press Release, “Treasury Sanctions Additional Individuals and Entities in
Response to Continuing Violence in Syria,” December 23, 2016. ( htps://WWW, [reasury. gov/press-center/press-
releases/Pages/ji0690,aspx)

Foundation for Defense of Democracics 1 www.defenddemocracy.org
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e Syrian Arab Airlines (Syrian, national carrier, U.S. sanctioned).’

The Department of Treasury cited collusion between Iranian commercial airlines and Iran’s
Islamic Revolutionary Guards Corps (IRGC) in these military airlifts to Syria as a reason for its
2011 designations of Tran Air® and Mahan Air.” It also designated Syrian Arab Airlines in 2013°
and Cham Wings in 2016° for transporting weapons and fighters to Syria. Clearly, these airlines
are not ferrying civilian passengers between Tehran and Damascus.

The administration should suspend licensing for aircraft deals with Iranian commercial carriers
while it conducts a thorough review of their role in the airlifts to Syria. The U.S. should proceed
to revoke licenses and re-impose sanctions if that role were to be ascertained. But the only way to
prevent U.S. manufacturers such as Boeing from supplying aircraft to Iranian entities involved in
material support for terrorism is to rely on U.S. non-nuclear sanctions. While the United States
cannot stop every plane, it can use sanctions to exact a heavy price on Iran’s aviation sector.

U.S. sanctions can also target providers of material support to the Syria airlifts, both inside and
outside Iran. The U.S. should use these sanctions to communicate to Iran that its continuous
support for Assad and Hezbollah comes with a cost, one that, especially in the case of aviation,
could diminish the economic benefits Iran accrued from the nuclear deal.

IRAN’S AVIATION SECTOR AND THE JCPOA

The JCPOA removed U.S. aviation sanctions against Iran. After nearly four decades, Iran is now
able to buy new aircraft and original spare parts, and access training and maintenance. While initial
U.S. sanctions passed in 1979 were not directly aimed at the aviation sector, broadly crafted
sanctions affected Iran’s ability to access goods and services for this industry.'® President Jimmy
Carter first imposed sanctions freezing the assets of the Government of Iran ten days after the
seizure of the American embassy in Tehran.!! Over the next year, Carter expanded sanctions to

* U.S. Department of the Treasury, Press Release, “Treasury Increases Sanctions Against Syria,” May 16, 2013.
(httpsy//www treasury. gov/press-center/press-releases/Pages/jl1947 aspx)

¢ U.S. Department of the Treasury, “Fact Sheet: Treasury Sanctions Major Iranian Commercial Entities,” June 23,
TUS. b;p;:t;ent of the Treasury, Press Release, “Treasury Designates Iranian Commercial Airline Linked to
Iran’s Support for Terrorism,” October 12, 201 1. (https:.//www.treasury. 2ov/press-center/press-

8 U.S. Department of the Treasury, Press Release, “Treasury Increases Sanctions Against Syria,” May 16, 2013.
(hitpsy//www. treasury gov/press-center/press-releases/Pages/i11947 aspx)

® U.S. Department of the Treasury, Press Release, “Treasury Sanctions Additional Individuals and Entities in
Response to Continuing Violence in Syria,” December 23, 2016. (hitps://www.treasury. gov/press-center/press-
releases/Pages/j10690.aspx)

!¢ For an overview of the history of U.S, sanctions against Iran, see: Yishai Schwartz, “Iran Sanctions 101: A
Historical Primer,” Lawfare, February 2, 2015. (https://www. lawfareblog.conviran-sanctions-101-historical-primer);
Kenneth Katzman, “Iran Sanctions,” Congressional Research Service, March 23, 2016.

(hitps://www fas.org/sep/crs/imideast/RS2087 1 pdf); Gary Samore, Ed., “Sanctions Against Iran: A Guide to
Targets, Terms, and Timetables,” Belfer Center for Science and International Affairs, June 2015, pages 3-11.
(http://belfercenter ksg. harvard. edw/files/Iran%20Sanctions.pdf)

1 Executive Order 12176, “Blocking Iranian Government property,” November 14, 1979,
(httpfwww.archives.gov/federal-register/codification/executive-order/1 21 70.htm)

Foundation for Defense of Democracies 2 www.defenddemocracy.org



55
Emanuele Ottolenghi April 4, 2017

include, inter alia, the prohibitions on the export of any U.S.-origin goods (with certain
humanitarian exceptions) including those for Iran’s aviation sector.'?

These prohibitions were revoked in 1981 following the resolution of the Iranian hostage crisis. B
But after a series of terrorist attacks by Iranian-backed groups and the 1983 bombing of the U.S.
Marine barracks in Beirut, President Ronald Reagan designated Iran as a state sponsor of terrorism
in January 1984.'* This designation imposed sanctions under the Export Administration Act, the
Arms Export Control Act, and the Foreign Assistance Act, which together prohibit the export of
military goods, restrict exports of certain dual-use items, and prohibit U.S. foreign assistance.
Controlled dual-use goods include those related to Navigation and Avionics, and Aerospace and
Propulsion.’* Additionally, certain aircraft parts applicable to both commercial and military
aircraft were also restricted under the U.S. Munitions List.’®

The rules governing the export and re-export of all U.S.-origin goods are set out in the Export
Administration Regulations (EAR).'7 “Re-export™ is the secondary sale of a good from one foreign
country to another after it has already been exported from the United States.'® The EAR also
requires foreign companies to receive export licenses if their goods contain a de minimis level of
U.S.-made component parts depending on the type of good, the use, and the end-user.

During the 1980s and early 1990s, licenses for the direct export of U.S.-origin goods to Iran were
generally denied, but the bans on re-exports to Iran and the sale of foreign goods with U.S.
component parts contained several exceptions,!® including for certain navigation and aircraft
parts.?’ The exceptions also allowed foreign companies to re-export navigation and aircraft parts

2 Executive Order 12205, “Prohibiting certain transactions with Iran,” April 7, 1980.
(http//www.archives.gov/federal-register/codification/executive-order/12203.htumi); Executive Order 12211,
“Further prohibitions on transactions with Iran,” April 17, 1980. (http:/'www.archives.gov/federal-

register/codification/executive-order
13 Executive

¥ 1.8, Department of State, Bureau of Counterterrorism, “State Sponsors of Terrorism,” accessed May 17, 2016.
(http/fwww state. gov/i‘et/list/c 14151 htmy)
B 11.8. Department of Commerce, Bureau of Industry and Security,

ort Administration Regulation

16 Joseph D. West, Judith A. Lee, and Jason A. Monahan, “U.S. Export Control Compliance Requirements For
Government Contractors,” Thomson West Briefing Papers, November 2005,

authority); The Export Administration Act of 1979, Pub. L. 108-438, codified as amended at 50 U.S.C. §5.
(hitp:/legcounsel house gov/Comps/eaaZ9.pdf)

¥ U.S. Department of Commerce, Bureau of Industry and Security “Guidance to the Commerce Department’s
Reexport Controls,” accessed June 13, 2016, page 2. (https://www.bis.doe.gov/index.php/forms-
documents/doc_view/4-guidelines-to-reexport-publications)

19 U.8. Department of Commerce, Bureau of Export Administration, “Export Administration Regulation;
Simplification of Export Administration Regulations,” 61 Federal Register 12714, March 25, 1996, §742.8 Anti-
Terrorism: Iran, page 12790. (https://www.gpo.gov/fdsys/pke/FR-1996-03-25/pd/96-4173.pdf)

2 U.S. Department of Commerce, “Category 7 - Navigation and Avionics,” Commerce Control List, Supplement No.
1 to Part 774, pages 10-11. (https://www.bis.doc.gov/index.php/forms-documents/doc_view/1089-ccl7); U.S.

Department of Commerce, “Category 9 - Aerospace and Propulsion,” Commerce Control List, Supplement No. 1 to
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without a license, and to sell these products to Iran without a license even if they contained U.S.-
origin component parts.

Amidst continued Iranian malign behavior, the United States began significantly expanding
sanctions against the Islamic Republic. Among other measures, President Bill Clinton issued
Executive Order 13059 in 1999 prohibiting the export or re-export of all U.S.-origin goods to Iran’!
and removing the navigation and aviation-related licensing exceptions, thus requiring export
licenses for all sales to Iran’s aviation industry.”

Throughout the 1990s, Iran could purchase goods and equipment for its aircraft through third
countries,” and according to industry insiders, export restrictions were not applicable or were not
enforced on resellers of aircraft more than ten years after the date of manufacture.”* The
environment, however, began to change in 2006 as the Bush administration and then the Obama
administration imposed more comprehensive financial sanctions against Iran.?

Congress also contributed to these new restrictions through multiple bipartisan pieces of
legislation.”® Among other measures, legislation in 2010 banned the sale of refined petroleum
products to Iran, including jet fuel and aviation gasoline.?’ This measure led international oil
companies to cease refueling Iran Air planes in Europe and Asia, forcing the airline to cancel

Part 774, pages 20-22. (https://www.bis.doc.gov/index php/forms-documents/doc_view/991-ccl9); U.S. Department
of Commerce, Bureau of Export Administration, “Revisions to the Export Administration Regulations; Conforming
Revisions to the Wassenaar Arrangement List of Dual-Use Items and Revisions to Antiterrorism Controls,” August
7, 1998.

(hitp://webapp | .dlib.indiana. edu/virtual_disk_librarv/index.cgi/5274509/F1D661/bxa/pdfifed reg/1998/07augd8 pdf

)

*! Presidential Documents, “Executive Order 13059 of August 19, 1997: Prohibiting Certain Transactions With
Respect to Iran,” 62 Federal Register 44531, August 19, 1997. (htt WW. {reasury. gos
center/sanctions/Documents/13059.pdH

22 U.S. Department of the Treasury, “Iranian Transactions Regulations: Implementation of Executive Order 13059,”
64 Federal Register 20168, April 29, 1999. (https://www.gpo.eov/fdsys/pkeg/FR-1999-04-26/pd £/99-10179,pdf)

2% Ali Dadpay, “A Review of Iranian Aviation Industry: Victim of Sanctions or Creation of Mismanagement?”
Preliminary Draft Presented at the Conference on Iran’s Economy, University of Chicago and University of Hlinois,
October 2010, page 3. (http:“iraneconomy.csames.illinois.edu/full%20papers/Dadpay%20-%20IranAviation.pdf)

* “Post Sanctions and Opening Up Commercial Aviation - A View from Iran,” dirlnsight, May 31, 2016.

* For an in-depth description of these efforts, see: Juan Zarate, Treasury's War: The Unleashing of a New Era of
Financial Warfare (New York: Public Affairs, 2013), chapters 13-14; Mark Dubowitz and Annie Fixler, ““SWIFT’
Warfare: Power, Blowback, and Hardening American Defenses,” Foundation for Defense of Democracies, July
2015, Part 1. (http//www.defenddemocracy.org/content/uploads/publications/Cyber_Enabled Swift.pdf)

2 Comprehensive Iran Sanctions, Accountability, and Divestment Act of 2010, Pub. L. 111-195, 124 Stat. 1312,
codified as amended at 111 U.S.C. (http:#/www treasury.gov/resource-center/sanctions/Documents/hr2194.pdf);
National Defense Authorization Act for Fiscal Year 2012, Pub. L. 112-81, 125 Stat. 1298, codified as amended at
112 U.8.C. §1245. (httpwww.gpo.gov/fdsys/pke/BILLS-112hr1 540ent/pd/BILLS 11 2hr1 340eny. pdf); Tran Threat
Reduction and Syria Human Rights Act of 2012, Pub. L. 112-158, 126 Stat. 1214, codified as amended at 112
U.S.C. (http/www.gpo gov/idsys/pke/BILLS-1120r1905enr/pd UBILLS- 11 2hr1905enr pdf); National Defense
Authorization Act for Fiscal Year 2013, Pub. L. 112-239, 126 Stat. 1632, codified as amended at 112 U.S.C.
§§1241-1255. (http://www.gpo.gov/fdsys/pke/BILLS-112hr43 10en/pd /BILLS-112hr43 10enr pdh

¥ Comprehensive Iran Sanctions, Accountability, and Divestment Act of 2010, Pub. L. 111-195, 124 Stat. 1312,
codified as amended at 111 U.S.C. §102. (http://www.treasury.gov/resource-
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certain routes,”® use secondary airports, or make technical stopovers for refueling along the way,
adding to operational costs and inconvenience.?

Even as sanctions on Iran escalated between 2006 and 2012, Treasury’s Office of Foreign Assets
Control (OFAC) permitted the export to Iran (with a license) of equipment and parts for airline
safety if the equipment was exclusively for U.S.-origin civilian, commercial aircraft.’® During this
time, however, very few licenses were granted.’!

Over the two decades of sanctions, Tehran repeatedly argued that the U.S. sanctions affected the
safety and security of Iranian aircraft by denying Iran “new technology for fleet renewal, spare
parts and safety-related aviation equipment.”*? The sector was certainly beset across the board by
fleet age and quality issues, limited access to original spare parts, access only to second-hand
planes, and little or no access to technical assistance and maintenance. This is a striking contrast
to 1979, when Iran Air had one of the most modern fleets. Jt retired the last of its eight Boeing
747s, whose average age was more than 35 years, in May 2016.% Jt continues to operate numerous
Airbus aircraft, some of which were acquired second-hand, that are only marginally younger.>*

Officials with Iran’s airlines have in recent years complained that they have been forced to ground
numerous planes because they could not purchase the equipment to service them.* However, while

2 Thomas Erdbrink, “Iran’s Aging Airliner Fleet Seen as Faltering Under U.S. Sanctions,” The New York Times,
July 13, 2012, (hitp://wwwe.nytimes.cony2012/07/14/world/middleeastirans-airliners-falter-under-

sanctions.hml?_r=1)
» Gerald Traufetter, “The Geopolitics of Jet Fuel: Sanctions Create Headaches for Iran Air in Europe,” Spiegel

Office of Foreign Assets Control, “Iranian Transactions Regulations,” 77 Federal Register 64664, October 22, 2012,
page 64682, (https;//www treasury.gov/resource-center/sanctions/Programs/Documents/t77_64664.pdf)

3 Between 2000 and 2010, however, according to a New York Times report, Boeing received only two licenses for
Iran, out of a total of 10,000 licenses issued to American companies, to provide goods or services to Iran, Cuba, and
Sudan. One of Boeing’s licenses was to provide electronic maps to help the French civil aviation agency investigate
the crash of an Iran Air plane. Of the 100 cases studies that The New York Times detailed in its reporting, no others
involved civil aviation. Jo Becker, “U.S. Approved Business with Blacklisted Nations,” The New York Times,

U.S. Companies Run the Gamut,” The New York Times, December 24, 2010.

(http://www .nytimes.com/interactive/2010/12/24/world/24-sanctions. hitml)

32 Islamic Republic of Iran, “The Safety Deficiencies Arising Out of the United States Sanctions Against the Civil
Aviation of the Islamic Republic of Iran,” International Civil Aviation Organization Working Paper, September 20,
2007, page 2. (http://www.icao.int/Meetings/ AMC/MA/Assembly%2036th%20Session/wp275_en.pdf)

3% “Iran Air retires last remaining pax B747-200,” Ch-dviation, May 11, 2016. (http://www.ch-
aviation.com/portal/mews/461 3 7-iran-air-retires-last-remaining-pax-b747-200)

* Aaron S. Goldblatt and Roozbeh Aliabadi, “How sanctions relief will impact Iran’s civil aviation industry,” The
Hill, June 5, 2014. (http://thehill.comyblogs/congress-blog/foreign-policy/208085-how-sanctions-relief-will-impact-
irans-civil-aviation)

% For example, see David Kaminski-Morrow, “International sanctions force Iran Air to ground its Airbus A310
fleet, but restrictions may be lifted as part of nuclear deal,” Flight Global, June 12, 2006,

but-restrictions-may-be-207182/)
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sanctions have certainly been a burden, five of the seven major crashes of civilian aircraft between
2000 and 2009 involved Russian (or Soviet) aircraft not subject to U.S. sanctions.*®

One can also easily make the case that these crashes were the result of corruption and
mismanagement. A Los Angeles Times report from September 2009 quoted an industry expert
accusing “politically motivated regulators of failing to adequately inspect and publicize aviation
accidents, and of bending rules to accommodate well-connected airlines.”™*” The article cites a
series of problems within the industry, including a lack of transparent investigations according to
international standards and that “rules are bent to accommodate airlines with safety lapses.”

Remarkably, despite sanctions and these internal issues, Iran’s aviation industry has grown over
the past decade, with total seat capacity for domestic and international flights increasing at an
average three percent per year.>

The United States has now lifted all restrictions®® and removed all but four Iranian civilian airlines
— Caspian Airlines, Mahan Air, Meraj Air, and Pouya Air — from its sanctions lists. With required
licensing, companies can now sell planes, spare parts, and services to most of Iran’s aviation
industry, and financial institutions can service these deals.

Since July 2015, Iran Air has signed multi-billion dollar deals with the world’s two largest aircraft
manufacturers — Airbus and Boeing — for a reported 180 planes.*® It signed another deal with the
Italian-French joint venture ATR for 20 regional aircraft,*! and there could be additional deals with
Canada’s Bombardier, Brazil's Embraer, and Japan’s Mitsubishi.®> The list could grow further:
Iran’s transportation minister announced that the country is looking to buy as many as 400-500

¥ “TIMELINE - Recent major plane crashes involving Iran,” Reuters, July 15, 2009.
(http://in.reuters.com/article/idiNIndia-41053520090715)
3 Borzou Daragahi, “Iran’s aviation regulation seen as a factor in air crashes,” Los Angeles Times, September 15,

3 “Window on Iran’s aviation market,” O4G, 2016, (hitp//www.0ag com/window-on-irans-aviation-market-0)

* The primary sanctions embargo broadly prohibiting trade between the United States and Iran remains in place;
however, the U.S, government has issued licenses for trade in certain sectors, the aviation sector being one of them,
4 “Tran selects Airbus for its civil aviation renewal,” Airbus (France), January 28, 2016.

(http:iwww airbus.com/presscentre/pressreleases/press-release-detail/detail/iran-deal/}

4 Robert Wall, “Iran to Buy up to 40 ATR Turboprop Planes,” The Wall Street Journal, February 1, 2016,
(http://www. wsi.com/articles/iran-to-buy-up-to-40-atr-turboprop-planes-1454330448); “UPDATE I-Iran Air
finalizes deal to buy 20 ATR planes-report,” Reuters, February 15, 2017, (http://www.reuters.com/article/iran-
aircraft-idUSLENIGO67A); “IranAir Expects Delayed ATR Deliveries amid Row with Canada,” Aviation Iran,

canada/# WN_WpVXyvIU)

# Allison Lampert, “Bombardier says Iranian sales talks progress, denies new airline,” Reuters, April 24, 2016.

(http://www reuters.comvarticle/us-bombardier-canada-idUSKUNOXMO07); Lisandra Paraguassu, “UPDATE 2-Iran
eyes Brazil deal for taxis, 50 Embraer jets -source,” Reuters, February 22, 2016.

(http://www.reuters. com/article/embraer-brazil-iran-idUSL.2N 16114 X); Babak Dehghanpisheh, “Iran plans to buy
20 regional jets from Japan’s Mitsubishi Heavy,” Rewters, August 8, 2016. {http://www.reuters.com/article/us-iran-
aircraft-mitsubishi-idUSKCNI0I0TA)
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43
s

aircraft in the next decade to replace the country’s aging fleet,” a number that aviation sector

experts consider consistent with Iran’s market potential.**

Treasury’s Office of Foreign Assets Control (OFAC) issued general licenses for the sale of aircraft
to Iran in September 2016 and began the process of licensing individual aircraft sales soon after.*®
Although financing is proving difficult,* it is not impossible.?’ Iranian officials believe that 85
percent of the costs for the Boeing deal will be covered by financing from a variety of foreign
institutions, with the remainder paid by Iran in cash.*® Forbes also recently reported an agreement
with a foreign leasing company to cover financing for 77 aircraft that are part of the Airbus and
Bocing deals with Iran Air.%

Iran Air has already started to receive the new aircraft. Airbus delivered one A321 in January
2017°% and two A330 in March.’! Two more A330 are on their way. ATR’s first four turboprops
are expected to join Iran Air’s fleet soon.>? Meanwhile, Boeing’s first deliveries to Iran Air are
expected in April 2018.

Other Iranian airlines are also seeking to replace their aging flects. Aseman Airlines, for example,
reportedly reached a deal to lease seven Airbus jets in December 2016.% According to Forbes,
Aseman is also negotiating a leasing deal for Boeing 737 aircraft.**

# Asa Fitch, “Iran Planning to Bolster Airplane Fleet After Landmark Nuclear Deal,” The Wall Street Journal,

January 25, 2016. (http://money.cnon.cony/2016/01/25/news/iran-planes-tourism-us-flights/)

4 “Iran: a market with enormous aviation potential,” dirline Leader, Issue 31, November 2015.
(htpwww.airlineleader com/categories/regions/iran-a-market-with-enormous-aviation-potential-251107)

4 Jon Gambrell, “US Grants Airbus, Boeing a Chance to Sell Airplanes to Iran,” Bloomberg, September 21, 2016,

4 Mike Snider and Oren Dorell, “Boeing’s $16B aircraft deal with Iran Air faces challenges,” US4 Today,
December 11, 2016. (http:/www.nsatoday.com/storv/money/business/2016/12/1 1 /boeing-sell-80-jetliners-worth-~

Jiwww.aviationiran.com/2016/12/1 7/iran-air-secures-financing-47-aircraft-12-airbus-deliveries-

8 “Iran Air Unveils Boeing Deal Financing Process,” Financial Tribune (1ran), December 14, 2016,
(https://financialtribune convarticles/domestic-economy/5343 5/iran-air-unveils-boeing-deal-financing-process)

“ Dominic Dudley, “Iran reaches lease financing deal or 77 Boeing, Airbus planes,” Forbes, February 17, 2017.

(https/www forbes.comysites/dominicdudley/201 7/02/1 7/iran-lease-finance-boeing-airbus/#752¢d38534dfd)

% “Tran Alir takes delivery of its first 100 Airbus aircraft,” dirbus, January 11, 2017.
(http://www.airbus.com/presseentre/pressreleases/press ase-detail/detailiran-air-takes-delivery-ofsits-first-of-
100-airbus-aircraft)

) “Iran Air receives its first A330-200 as fleet upgrade continues,” Airbus, March 10, 2017.

{www.airbus. com/presscentre/pressreleases/press-release-detail/detail/iran-air-receives-its-first-2330-200-as-
eet-upgrade-continues’); David Kaminiski-Morrow, “Tran Air Receives Second A330,” Flight Global, March 25,

52 “Iran Air Expects Delayed ATR Deliveries amid Row with Canada,” Aviation Iran, March 9, 2017.

%% Parisa Hafezi and Tim Hefer, “Iran’s Aseman Airlines to lease seven Airbus Jet: sources,” Reuters, December 15,
2016, (http://www reuters.comvarticle/us-airbus-group-iran-idUSKBN 1441 A9}

* Dominic Dudley, “Iran reaches lease financing deal or 77 Boeing, Airbus planes,” Forbes, February 17, 2017,
(https://www.forbes.convsites/dominicdudlev/201 7/02/1 V/iran-lease-finance-boeing-airbus/4732ed 38 54dfd)
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[ran’s aviation sector is set to grow exponentially in the coming years. For the first ime since the
Iranian revolution of 1979, Iran can buy, opcrate, and maintain modern aircraft which, over time,
will potentially allow Tehran to compete with Gulf aviation hubs such as Abu Dhabi, Doba, and
Dubai.

The JCPOA has thus created a dilemma for U.S. policy: Given the industry’s involverment in the
Syria airlifts, it is in the U.S.’s interest to impose sanctions on Iran’s aviation sector to prevent Iran
from exploiting global commerce to aid its illicit activities. But, simultancously, the end of long-
standing U.S. aviation sanctions against Iran has opened the potentially lucrative Iranian market
to the U.S. aviation industry. A $16.6-billion deal between Boeing and Iran Air, and possible future
deals between the U.S. aviation industry and other Iranian airlines, means that thousands of U.S.
jobs are now at stake.

That is preciscly the type of dilemma Iran wants us to face. These muiti-billion dollar deals create
a powerful argument against the re-imposition of sanctions. Iran could insulate its commercial
industry from its military activities by relying solely on military aircraft. Instead, Tehran is using
the JCPOA and the cconomic benefits it yields as a shield to protect its ongoing nefarious support
for Assad and Hezbollah.

For the U.S., there are no half measures. Limiting sales to non-sanctioned entities will not prevent
those involved in the airlifts from benefiting from the upgrade of the Iranian commercial air fleet.
End user licenses may not be honored. Trained technicians could casily transfer knowledge to their
counterparts in sanctioned airlines. In some cases, they themselves will likely repair aircraft
involved in the airlifts, too. Spare parts might be sold to designated entities.

Simply put, a firewall cannot be established between Iran’s commercial air traffic and its military
airlifts to Syria. This is because Iran is using its civil aviation sector to fulfill its military needs.

IRAN’S AIRLIFTS TO SYRIA

Since the beginning of Syria’s civil war in March 2011, more than half a million Syrians have lost
their lives in the conflict. Syria has been emptied of its people. Half of the country’s population is
cither internally displaced or has sought refuge in neighboring countries. The refugee crisis has
spilled over into Europe as well, with an unprecedented wave of refugees seeking shelter. The
Assad regime has also made systematic use of chemical weapons, ethnic cleansing, systematic
torture, and indiscriminate attacks against civilian targets like hospitals and market places. Iran
has provided financial assistance to the Assad regime to carry out these crimes, and it also provides
military assistance ranging from hardware to additional manpower.

Much of Iran’s assistance is hard to track. But its airlifts can be viewed rather openly, through
flight tracking websites and software. Iranian aircraft have relied on deceptive practices —
switching off transponders for parts of their journey, falsifying flight manifests, or concealing their
destinations by broadcasting flight numbers associated with different itineraries.>> But the
evidence is clear. Iran has made its aviation sector a legitimate target for U.S. sanctions.

5% Sohrab Ahmari, “The Mullahs® Syrian Airlift Gets a Boost,” The Wall Street Journal, December 15, 2016.
(https/www. wsi.com/articles/the-muilahs-syrian-airlifi-gets-a-boost-148 18393 32); Bill Coffin, “Is the lranian
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The airlifts run counter to U.S. interests for the following reasons:

s lran’s airlifts provide Hezbollah and the Assad regime with continued access to advanced
weaponry>® and fresh troops®” to sustain their ongoing engagement in Syria’s civil war.

* The airlifts are therefore instrumental in facilitating ongoing war crimes and atrocities
against the Syrian civilian population; is supporting the Assad regime’s ethnic cleansing;*®
and is helping exacerbate the already dire refugee crisis triggered by Assad’s war.

* The continuing flow of weapons to Hezbollah is cementing the terrorist group’s role as a
state within a state inside Lebanon.®

¢ The participation of Shiitc militias from Afghanistan,’® Iraq,! and Pakistan,%? alongside

Hezbollah and the Syrian Army, in military operations is part of an ongoing effort to build

a multi-national Shiite militia. These Shiite international brigades are fully integrated into

and under the command of the IRGC military structure and provide Iran with a force

multiplier in other regional theaters of conflict.*®

o The airlifts have greatly contributed to the Hezbollal/IRGC military buildup on the Israel-
Syria border. Were a kinetic conflict to begin between Israel and Hezbollah, the IRGC
could open a new front, leading to a direct Israel-Iran military showdown.®

airline industry still filled with bandits?” Compliance Week, October 14, 2016,
(hitps:/www complianceweek com/blogs/cotfin-on-compliance/is-the-iranian-airline-industry-still-filled-with-

* Dana Somberg, “Israel: Iran is smuggling weapons to Hezbollah on commercial flights,” The Jerusalem Post

(Israel), November 22, 2016, (hutp:/www.ipost.comy/Middie-East/lIran-News/Israel-Tran-is-smuggling-weapons-to-

ITezbollah-on-commercial-flights-473344)

37 Nick Tattersall, “Fugitive VP says Iraq letting Iran ferry arms to Syria,” Reuters, September 17, 2012

{hetpsAwww.renters.comvarticle/us-irag-hashemi-idUSBRESRGOTR20120917)

8 Martin Chulov, “Iran repopulates Syria with Shi’a Muslims to help tighten regime’s control,” The Guardian (UK),

January 13, 2017. (https://www theguardian.comiworld/2017/jan/ 1 3/irans-svria-project-pushing-population-s -
ng -influgnce)

 Jesse Rosenfeld, “How the Syrian Civil War has Transformed Hezbollah,” The Nation, March 30, 2017.

(https://www thenation convarticle/how-the-syrian-civil-war-has-transformed-hezbollah/}

“ “Iran Sending Thousands of Afghans to Fight in Syria,” Human Rights Waich, January 29, 2016.

# Martin Chulov, Saeed Kamali Deghghan, and Patrick Wintour, “Tran hails victory in Aleppo as Shia militias boost
Syria's Bashar al-Assad,” The Guardian (UK), December 14, 2016.

(https://www theguardian.com/world/20 1 6/dec/14/iran-aleppo-syria-shia-militia)

 Babak Deghghanpisheh, “Iran recruits Pakistani Shi’ites for combat in Syria,” Reuters, December 10, 2015.
(http:/fwww reuters comdarticle/us-mideast-crisis-syria-pakistan-iran-idUSK BNOT 1228201312 10)

 Hugh Naylor, “In Syria’s Aleppo, Shia militias point to Iran’s unparalleled influence,” The Washington Post,
November 20, 2016. (httpsi//www. washingtonpost.comvworld/imiddle _east/in-syrias-aleppo-shiite-militias-point-to-
irans-unparalleled-influence/2016/11/20/211a47¢2-92cd- 1 1e6-be00-

® Lizzie Dearden, “Iranian Revolutionary Guards opposite Israeli troops on 1967 ceasefire line in Golan Heights as
tensions mount,” The Independent (UK), March 10, 2017. (htp://www, independent.co.uk/news/world/middle-
i lvil-war-iran-irge-israel-golan-heights-benjamin-netunyahu-vladimir-putin-meeting-basij-
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e Iran is using the airlifis to supply strategic ‘game-changing” weapons to Hezbollah. Israel’s
Air Force bombing raids against weapons convoys hcading to Lebanon are a direct
response to the increased flow of strategic arms from Syria to Lebanon — all facilitated by
Iran.® If delivered, these weapons would likely facilitate a future escalation along the
Isracl-Lebanon border and potentially lead to a third Lebanon war.%

» The inclusion of strategic weapons in the airlifts and Israel’s response thus puts the Israeh
Air Force in the sights of Russian military aircraft, heightening the risks of a quick
escalation in an already tense theater.®’

Iran’s airlifts have picked up in frequency and scope since Moscow and Tehran directly intervened
in the conflict in the summer of 2015 to prevent Aleppo from falling into rebel hands. Flight
tracking data indicate that, when all commercial airlines participating in the airlifts are considered,
from Implementation Day on January 16, 2016 to March 30, 2017 there were a total of 690 flights
from Iran to Syria. Of those, Iran Air operated 114, Mahan Air operated 231, Pouya Air opcrated
15, Syrian Arab Airlines operated 227, Cham Wings operated 100, Fars Air Qeshm operated two,
and Saha Airlines operated one. By contrast, Iran’s Air Force flew its old Boeing 747 to Syria six
times during that period, bringing the total of tracked flights to 696.

Clearly, the bulk of transport occurs on commercial aircraft, which in many cases are repurposed
for commercial flights once the planes return to Tehran. For example, the Iran Air aircraft (EP-
IEE) that flew from Abadan to Damascus on March 23, returned to Tehran, and departed on a
scheduled flight for Istanbul the next day.®® The Mahan Air aircraft (EP-MNF) that flew to
Damascus through Abadan on March 30, flew back to Abadan, likely to deliver wounded
fighters,®” and then went on to Tchran and left on a scheduled flight for Ankara shortly after.”

The two primary Iranian actors in the airlifts are Iran Air and Mahan Air, the two leading Iranian
commercial carriers, with a combined 345 out of the 696 tracked flights, almost half of the total
flights since January 2016. Both were designated by the U.S. Department of the Treasury in 2011.7!
Treasury targeted Iran Air because the airline was providing material support and services to the

% John Reed & Erica Solomon, “Israeli air raids in Syria raise fears of wider conflict,” The Financial Fimes (UK),
March 22, 2017. (hitps://www. ft convcontent/e36235674-0¢e6-1127-b030-7689543946230)

% Alexander Fullbright, “Hezbollah said to have obtained ‘game-changing’ anti-ship missiles,” The Times of Israel,
February 19, 2017. (http/www.timesofisracl.convhezbollah-said-to-have-obtained-game-changing-anti-ship-
missiles/)

7 Adam Chandler, “What’s behind Israel’s diplomatic flare-up with Russia,” The Atlantic, March 24, 2017,
(https:/www. theatlantic.com/international/archive/201 7/03/isract-russia-syria/320410)

8 “EP-1EE Flight History,” FlightRadar24, accessed March 31, 2017 (requires subscription).

(hitps://www flightradar24.convdata/airerafep-ieeficdS1ac?)

* MEMRI, “IRGC using Mahan Air civilian airliners to hide transfers of weapons and fighters to Syria, Yemen,”
Memri Special Dispatch n. 6814, March 6, 2017, (https:/www.memyi.org/reports/irge-using-mahan-air-civilian-

(hups://www, flightradar24. com/data‘aircraft/ep-mnf)

" U.S. Department of the Treasury, Press Release, “Treasury Designates Iranian Commercial Airline Linked to
Iran’s Support for Terrorism,” October 12, 2011, (hftps://wwiw treasury. gov/press-center/press-

Foundation for Defense of Democracies 10 www.defenddemocracy.org



63
Emanuele Ottolenghi April 4, 2017

IRGC, Iran’s Aerospace Industries Organization (AlO),”? and [ran’s Ministry of Defense.”
According to Treasury’s statement at the time, the sanctions were related to transporting military-
related cquipment including rockets and missiles, activities not covered by the JCPOA.

Iran Air’s cargo division was also previously singled out in United Nations Resolution 1929 (2010)
for possible involvement in sanctions evasion.™

In May 2012, Treasury designated Yas Air (later renamed Pouya Air) for supplying arms to Iranian
proxies in Africa and Syria.”® Later in 2012, Treasury listed 117 Iranian aircraft owned by Iran
Air, Mahan Air, and Yas Air, concurrently releasing satellite imagery of Iran Air Cargo docking
at Damascus International terminal.”® At the time, Treasury stated, “In the summer of 2012, fran
used Iran Air and Mahan Air flights between Tehran and Damascus to send military and crowd
control equipment to the Syrian regime. This activity was coordinated with Hizballah, which in
mid-August was designated pursuant to E.O. 13582 for providing support to the Government of
Syria.”

Treasury has also targeted two Syrian airlines, Syrian Arab Airlines and Cham Wings,”” for
providing material support to the airlifts. Iranian carriers Fars Air Qeshm and Saha Airlines joined
the airlifts only last week, when their aircraft was tracked for the first time on the Tehran-
Damascus route. Both privately-owned airlines discontinued operations in 2013, so it is not clear
whether they are operating thesc flights or whether the tracker is simply not up to date on the
aircraft ownership.

Mahan remains under U.S. sanctions per Executive Order 13224 as a material supporter of
terrorism. Iran Air, by contrast, is no longer sanctioned. The U.S. government delisted Iran Air
because of a political agrecment — the JCPOA — not based on merit. Iran Air was not sanctioned
for nuclear proliferation: Its original designation in 2011 under E.O. 13382 mentioned material
support to the IRGC, material support to Syria’s internal repression, weapons® transfers to Syria,
and the use of deceptive practices to conceal its cargo.

™ In May 2013, Treasury designated several entities providing support to [ran’s aviation industry, including some
involved in feasing aircraft to Tran Air. Detailing the basis for these sanctions, Treasury indicated that “[ran Air was
designated pursuant to E.O. 13382 in June 2011 for providing support and services to Iran’s IRGC, Ministry of
Defense and Armed Forces (MODAFL). and Iran’s Aerospace Industries Organization (AIO),” although it made no
reference to AIO in its original 2011 designation. U.S. Department of Treasury, Press Release, “Treasury
Announces New Sanctions against fran,” May 31, 2013, (htps//www.treasury. sov/press-center/press
aspx).

" U.S. Department of the Treasury, “Fact Sheet: Treasury Sanctions Major Iranian Commercial Entities,” June 23,
2011, (https://www treasury. gov/press-center/press-releases/Pages/te 1 21 7.aspx)

™ United Nations Security Council, Resolution 1929, June 9, 2010, page 7.
(hitps://www.iaea.org/sites/defanlt/files/unse_res1929-2010.pdh)

™ U.S. Department of the Treasury, Press Release, “Treasury Targets Iranian Arms Shipments,” March 27, 2012.
(https:/www. treasury. gov/press-center/press-releases/Pages/to 1 306 .aspx)

" U.S. Department of the Treasury, Press Release, “Treasury Designates Syrian Entity, Others Involved in Arms
and Communications Procurement Networks and Identifies Blocked Iranian Aircraft,” September 19, 2012.

(https:www treasury. gov/press-center/press-releases/Pages/tg 1 714.aspx)

""1J.S. Department of the Treasury, Press Release, “Treasury Sanctions Additional Individuals and Entities in

releases/Pages/j10690.aspx); U.S. Department of the Treasury, Press Release, “Treasury Increases Sanctions Against
Syria,” May 16, 2013. (hitps://www treasury. gov/press-center/press-releases/Pages/jl1947.aspx)
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Based on publicly available open source information, it is extremely likely that Iran Air is still an
active participant in the airlifts. This conclusion is based on the following:

o There is no justification for frequent commercial flights to Damascus; Syria is a war zone
with little tourism or commerce, yet it is served by an average of 11 flights a week.

e Iran Air operates flight number 697 from Tchran to Damascus twice a week. The flight
cannot be purchased on Iran Air’s booking website or through travel agencies and the
booking website does not include Damascus among its destinations from Tehran’s
international airport, where the flights originate.

» Iran Air flight 697 occasionally makes a stopover in Abadan, a logistical hub for the Syria
airlifts regularly used by other airlines. This diversion is inconsistent with international
civil aviation regulations and suggests that the airline is trying to disguise its flight path.

The United States must determine if Iran Air is an active participant in Iran’s airlifts to Syria. Such
participation would make Iran Air eligible for an Executive Order 13224 designation, which would
be entirely consistent with the JCPOA.

The United States should also renew its focus on Mahan Air, Iran’s largest commercial carrier, a
Specially Designated Global Terrorist entity under E.O. 13224, and the Iranian carrier with the
largest number of flights to date in the Syria airlifts.

MAHAN AlIR: A TROUBLING CASE STUDY

Mahan Air was founded in 1991 in Iran’s Kerman province. From the very beginning, it
maintained a close relationship with the IRGC and the Iranian government. Officially, Mahan is
owned by a charitable organization, but a former senior manager for Mahan’s procurement
operations abroad, who agreed to speak to me on condition of anonymity for a report I co-authored
in 2016 with my colleagues, Yaya Fanousie and Annie Fixler,”® explained that the airline was
controlled by the latc Iranian President Akbar Hashemi Rafsanjani.”® Hamid Arabnejad Khanooki,
Mahan Air’s chairman and CEO, is a former member of the IRGC, and according to our
interlocutor, he is a veteran of the same local IRGC division that spawned IRGC-Quds Force
Commander Qassem Soleimani.¥

® Emanuele Ottolenghi, Annie Fixler, and Yaya J. Fanusie, “Flying Above the Radar: Sanctions Evasion in the
Iranian Aviation Sector,” Foundation for Defense of Democracies, July 2016,

sion.pdf)

" Such proximity was confirmed by a diplomatic cable filed by the U.S. Consulate in Istanbul in 2010. “Turkey-Iran
Trade Woes; Rafsanjani Family and Business Allies Under Pressure,” WikiLeaks, February 2, 2010.

(https:/Awww, wikileaks.ore/plusd/cables/I0ISTANBULA3 a.html)

¥ According to his U.S. Treasury designation, Arabnejad “has a close working relationship with IRGC-QF
personnel and coordinates Mahan Air’s support and services to the paramilitary group.” U.S. Department of the
Treasury, Press Release, “Treasury Announces New Sanctions Against Iran,” May 31, 2013.

(htips.//www. treasury. govipress-center/press-relcases/Pages/il 1963 .aspx)

Foundation for Defense of Democracies 12 www.defenddemocracy.org



65
Emanuele Ottolenghi April 4, 2017

These leaders reportedly were blood brothers on the frontline of the Iran-Traq War in the 1980s.
When Mahan was cstablished, Arabncjad, a local Kermani with a strong record of loyalty in the
service, was entrusted with running the airline. Arabnejad is believed to have been the man in
charge of Iran’s clandestine military supply operation to Bosnia’s Muslim forces during
Yugoslavia’s civil war in the 1990s.

This close connection to the IRGC is critical in understanding Mahan Air’s role in the Syria airlifts.

Since Syria’s civil war erupted in 2011, Mahan Air has been the IRGC’s main conduit to carry
weapons and personnel to Syria. The ongoing airlifts — which have surged since the summer of
2015 — provide key weapons and provisions to Syria’s embattled president, Bashar al-Assad, and
Iran’s proxy terror group in Lebanon, Hezbollah. It has enabled Iran to deploy thousands of troops
— including Afghan, Pakistani, and Iragi militias ~ to Syria’s battlefields.*!

Mahan has not only managed to operate under a stifling sanctions environment, but it has
modernized its aircraft — cven after 2011. Given the relatively small size of the aviation industry,
it is all the more remarkable that Mahan could circumvent sanctions. It did so mainly thanks to a
network of front companies it established across numerous jurisdictions.

For example, Mahan used a UK firm headed by a dual UK-Iranian national for its 2007 purchase
of six used Boeing 747 cargo aircraft. The firm used an Armenian registered subsidiary to purchase
the aircraft and then re-exported them to Iran.®* The company also leased U.S.-origin aircraft to
Mahan Air for flights to and from Iran. In 2010, the UK firm agreed to pay $15 million in fines
(one of the largest in history for an export violation) for illegally exporting threce Boeing aircraft
to Iran without an cxport license.**

Mahan appears to have repeated this scheme on May 9, 2015, when it managed to acquire nine
used Airbus aircraft (eight long-haul and one short- to medium-haul). For this procurement, instead
of using a British company and an Armenian airline, Mahan relicd on an Iraqi regional airline, Al-
Naser Airlines (see Figure 1), and, per Treasury’s designation, a Dubai-based company and its
Syrian owner to broker the deal 3

Al-Naser acted as intermediary and purchased all nine planes on Mahan’s behalf, four of which
were first transferred to a Maltese leasing company, Hifly Malta, and then to Al-Nascr. There is
no indication that Airbus or other European companies that owned or leased the planes prior to the

#! “Iran Sending Thousands of Afghans to Fight in Syria,” Human Rights Warch, January 29, 2016.

(htps:/www . hrw.org/mews/2016/01/29/iran-sending-thousands-afghans-fight-syria)

# Laura Rozen, “UK firm pleads guilty to selling U.S. 747 to Iran,” Politico, February 5, 2016,
(httpe/fwww.politico.com/blogs/laurarozen/02 10/UK. firm _pleads_guilty to_selling US_747s_to_Iran html)

8 1.S. Department of Justice, Press Release, “U.K. Firm Pleads Guilty to lllegally Exporting Boeing 747 Aircraft to
Iran,” February 5, 2010. (https://www. justice. gov/opa/pr/uk-firm-pleads-guilty-illegally-exporting-boeing-747-
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sale to Al-Naser were aware that the company planned to transfer the aircraft to Mahan Air in
violation of U.S. sanctions.**

To understand this scheme, my colleagues and I traced the ownership of the nine Airbus-made
aircraft (seven A340-600s, one A340-300, and onc A321-131 aircraft). Information from the
British Civil Aviation Registry and open sources provide details of ownership for each plane untit
they were deregistered and transferred to either Iraq or Malta’s civil aviation registrics.

The scheme began in 2014. By that time, all of the planes ~ which had been previously leased by
Virgin Atlantic and the Chinese Sczchuan Airlines — had reverted to their lessors: Blue Aviation
Ltd (three aircraft), Airbus Financial Services (one aircraft), Avaio Ltd {(one aircraft), Avaio 371
Ltd (one aircraft), Avaio 376 Leasing Ltd {one aircraft), and ILFC UK (two aircraft).®® Avaio,
Avaio 371, Avaio 376 Leasing, and Blue Aviation were all special purpose companics set up by
Airbus for standard leasing purposes.®’

Then, one-by-one the planes were sold, deregistered from the UK aviation registry, and transferred
to foreign registries. Four of the planes were first registered on the Maitese registry when they
were purchased by HiFly Malta and then moved to the Iraqi registry, and one also passed through
the Guernsey Island registry.® After Al-Naser took possession of all nine planes, it transferred
them to Mahan Air.

An in-depth look at one plane helps explain the pattern: From December 2002 to December 2012,
Virgin Atlantic operated Airbus A340-600 MSN (manufacture serial number) 449.% Then, the
aircraft was put in storage for two years, and on November 19, 2014 it was registered in Malta.
When Al-Naser leased the planc from HiFly Malta cight days later, it was transferred to the Iragi
registry.”® The aircraft was again stored until May 2015, when it was transferred to Mahan Air,
under its new EP-MMQ tail number. Al-Naser used the same technique for the other eight aircraft.

Figure 1: Mahan Air’s 2015 Sanctions Evasion Scheme

%5 Virgin Atlantic, HiFly (the parent company of HiFly Malta), and Aercap (which merged with ILFC UK), declined
to answer requests for comments. Airbus confirmed its relationship with its subsidiaries and stated that the company
“fully respects international rules and export controls put in place by EU, US or UN in regards to Iran.” Email from
Airbus Spokesman Justin Dubon to Emanuele Ottolenghi, July 7, 2016.

¥ By then, ILFC UK had merged with the Dutch company, Aercap NV,

¥7 Email from Airbus Spokesman Justin Dubon to Emanuele Ottolenghi, July 7, 2016,

¥8 “Channel Islands Guernsey Aircraft Register,” Bones Aviation Page, accessed July 7, 2016,

(http://woodair net/Guermnsev%20Register/GuernseyRegister00] htm)

¥ “Airbus A340 - MSN 449 - EP-MMQ,” AirFleets.net, accessed July 2, 2016.

(httpe/iwww.airtleets net/ficheapp/plane-a340-449.htm)

M “EP.MMQ Mahan Airlines Airbus A340-642 - cn 449, PlaneSpotters.net, accessed July 7, 2016,

(https/www planespotiers.net/airframe/Airbus/ A340/449EP-MMOQ-Mahan-Airlines)
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On May 21, 2015, the U.S. Department of the Treasury sanctioned Al-Naser Airlincs along with
Issam Shammout, a Syrian busincssman, and his Dubai-based company Sky Blue Bird Aviation
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FZE, for acting on behalf of Mahan Air.”' Sky Blue Bird Aviation and Shammout are believed to
have mediated the transfer. Treasury also designated the nine planes.

Unfortunately, this action came too late. Mahan is currently operating all these aircraft on both
European and Asian routes. Public information indicates that no country of destination has agreed
to cooperate with U.S. efforts to impound the aircraft. Instead, Mahan Air lands at major
international destinations where it receives services such as baggage handling, ticketing, and a
variety of other ground services in violation of U.S. sanctions.”

U.S. attempts to curb Mahan Air’s commercial operations outside Iran, including in friendly
countries such as Gulf states, NATO countries, and Asian partners, have so far yielded no tangible
result. The existing U.S. sanctions have not discouraged European and Asian companies from
transacting with Mahan Air, either. The reason for this is not that U.S. sanctions are ineffective. It
is rather that the U.S. has so far declined to threaten sanctions against those who provide material
support to Mahan Air.

RECOMMENDATIONS
Demand Transparency About Aircraft Sales to Iran Air and Other Iranian Airlines:

The financial terms of the Boeing and Airbus deals are surprisingly opaque.”* Months of media
speculation about the structure of these deals have failed to yield the entities involved in financing
the transfer of aircraft to Iran and to conclusively determine the identity of the lenders. Given the
high stakes involved in the sale of U.S.-manufactured aircraft to Iran, the world’s foremost sponsor
of terrorism, Congress is entitled to know. It should demand that Boeing and Airbus make those
details public.

Congress may also consider inviting the two air industry giants to testify about the terms of their
respective deals to ensure full transparency. The companies should be able to explain the
following: What guarantees are in place to ensure that the new aircraft will not be engaged in
nefarious activities? What mechanisms are in place to avoid losses to the American economy in
case sanctions are re-imposed?

Ascertain Iran Air’s Role in the Airlifts:

Congress and the Trump administration should instruct the intelligence community to ascertain
whether Iran Air is an active participant in the Syria airlifts. Provided this involvement is
confirmed, the administration should then re-designate Iran Air under Executive Order 13224 (and
possibly under Syria-related executive orders) for its material support to the IRGC-Quds Forece
and Hezbollah in Syria.

1 U.S. Department of the Treasury, Press Release, “Treasury Department Targets Those Involved in Iranian Scheme
to Purchase Airplanes,” May 21, 2015. (bitp:/www.treasury. gov/press-center/press-releases/Pages/i1 10061 .aspx)
%2 Julian Pequet, “U.S. seeks to block sanctioned Iranian airline’s flights to Burope,” 4/ Monitor, February 11, 2016,

9 Zohre Alami, Hamid Reza Gholamzadeh, “Airbus Regional Director: Silence best strategy of Airbus on
ambiguities of Iran Air deal,” Mehr News (Iran), January 11, 2017.

Foundation for Defense of Democracies 16 www.defenddemocracy.org



69

Emanuele Ottolenghi April 4, 2017

Should this prospect be confirmed, the administration should also immediately revoke OFAC’s
licenses authorizing sales of aviation industry items and services to Iran Air, and it should relist
all of Iran Air’s current fleet, including the new, recently delivered Airbus aircraft.

Punish Iranian and Foreign Providers of Material Support to Syria’s Airlifts:

U.S. designations of airlines and aircraft involved in the Syria airlifts have relied on Executive
Order 13224, which targets non-U.S. persons involved in providing material support to terrorist
cntitics. However, the U.S. has not yet designated the senior management of the airlines involved
in the airlifts. This would be a clear opportunity for the United States to increase economic pressure
on relevant Iranian airlines.

Additionally, the United States should examine all companies that provide material support to
designated aviation companies. This could include:

e Ground services for airlines, their crews, and their passengers
e Financial services

¢ Logistical support of operations — including the use of airports
* Provision of jet fuel to operate the planes

* Insurance services to cover their liability

Attached to my testimony is an appendix with a list of companies that act as service providers
(including ticketing, general sales, check-in, baggage handling, crew transfers, and hospitality
services) to Mahan Air at its many destinations. The administration should direct OFAC to review
and corroborate this list. OFAC should also compile a similar list of service providers for Iran Air.

Congress should also request that Treasury detail its communication with these companies,
cspecially in allied countries, to dissuade them from providing material support to Mahan. U.S.
leverage is strong, particularly when it comes to companies that may have a U.S. business
presence.

This attached appendix, once indcpendently verified, should also serve as a basis for designating
and/or fining providers of material support to Mahan Air (and Iran Air, if appropriatc),

FDD rcsearch has identified Abadan as the main logistical hub for the IRGC-run airlifts to Syria.
Other airports where Syria-bound flights frequently originate are Tehran’s Imam Khomeini
International Airport (IKA), and Yazd. Thesc airports and the authorities managing them should
also be designated under Executive Order 13224.

The U.S. should also consider designating the Abadan Refining Company and its parent company,
the National Iran Oil Refining and Distribution Company, for selling jet fuel to the airlifts, pursuant
to E.O. 13224. The Abadan Refining Company is the principal supplier of jet fuel in Iran.

The U.S. also should designate Iranian financial institutions used by Mahan Air to pay for services
necessary 1o carry out the airlifts, including the purchase of jet fuel. To this end, the administration
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should send a joint State-Treasury team to discuss with foreign governments and foreign
companies possible futurc action against non-Iranian companies that may be providing matcrial
support to newly designated Iranian entities. The tcam should note in public the nature of the
mission and consequences that could occur.

Finally, the U.S. should designate the primary insurers of the aircraft involved in the airlifts, be
they Iranian or foreign companies.

Chairman Burr, Chairman Pearce, thesc are my recommendations. I thank you for the invitation to
testify and look forward to your questions.
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APPENDIX: SERVICE PROVIDERS TO MAHAN AIR

Yerevan, Ticketing | TATEV- 19-1 Nalbanyan | http//w Tel: +374 10 524401 Information from
Armenia T.T.T. Tour | street, Yerevan, | w.atev.c | Fax: +374 10524402 Mahan Air website
Agency Armenia ony E-mail: htip.//www.mahan.ae
mailto:mahanevn@tate | ro/en/contact/sales-
v.com offices; ““TATEV-
T.LT.Y Codad,”
Spyur Information
System (Armenia),
accessed October 25,
2016.
(hitp://www.spyur.am
[en/companigs/tatev-
Hi679
Diagem, Ticketing | Aviareps Jan Emiel www.avi | Call Center: +32(0)2- Information from
Belgium BVBA Mommaertslaan | areps.co | 7120569 Mahan Air website
188, 3rd floor, m Sales: +32(0)2- http://www.mahan.ae
1831 Diegem 7120584 rofen/contact/sales-
Fax: +32(0)2-7258392 | offices
E-mail:
mahan bru@aviareps.c
om
Phnom Ticketing | Schedule Intercontinental | http://sch | Tel: +855-23 993 637 Information from
Penh, freight Hotel, Mobile: +855 12499 Mahan Air website
Cambodia Regency 682 http://www.mahan.ac
Complex C, Fax: +855-23 223 839 ro/en/contact/sales-
Suite no 23- E-mail: offices
24A/168 rothany@schedulefreig
Monireth Blvd, ht.com
Phnom Penh,
Cambodia
Beijing, Ticketing | Shanghai S121 Lufthansa | N/A Tel: +86 10 64680100 | Information from
China Elite Center Business Fax: +86 10 64601890 | Mahan Air website
International | Building, 50 Mobile: +86 13 bttp://www.mahan.ae
Travel Co., | Liangmaqiao 910620872 ro/en/contact/sales-
Lid Road, Beijing Email: mahan- offices
bi@m3eliteclub.com
Kempinski Email:
Hotel, Beijing na.cai@m3eliteclub.co
m
Shanghai, Ticketing | Mahan Air | Pudong N/A Tel & Fax: +86 21 Information from
China Ajrport International 6883 5006 Mahan Air website
Office Airport, B-mail: http://www.mahan.ac
Terminal 2, PVG@station.mahan.ac | rofen/contact/sales-
Arca B~C, No. 10 offices
B12-302
Foundation for Defense of Democracies 19 www.defenddemocracy.org




72

Emanuele Ottolenghi April 4,2017
Shanghai, Ticketing | Shanghai Room B, 2nd N/A Tel: +86 21 22871200 | Information from
China Elite floor, City > Mahan Air website

International | Hotel, No. 5-7 Fax: +86 21 22871212 | http://www.mahan.ae
Travel Co., | ShanXi Road, Mobile: +86 rofen/contact/sales-
Ltd Shanghai 13636383583 offices
E-mail:
mahan@m3eliteclub.co
m
Email:
sabrina.chen@m3elitec
lub.com
Guangzhon, | Ticketing | Shanghai B-1, 2, Tower N/A Tel: +86 20 86692170 Information from
China Elite 1,120 Livhua Tel: +86 20 86018966 | Mahan Air website
International | Road, Dongfang Fax: +86 020 86663553 | http://www.mahan.ae
Travel Co., | Hotel, E-mail:
Lid Guangzhou Lily. Huang@m3elitecl | offices
ub.com
Shanghai, Cargo Pana Rise Unit 1206, 12/F, | htp://ww | Phone: 0086 (180) Information from
China HuaiHaiGuoli w.paparis | 1600 7418 Mahan Air website
Plaza, e.com/ E-mail: bttp://www.mahan.ae
No .45-49 East markzhao(@pana- ro/en/contact/sales-
Huai Hai Road, rise.com offices
HuangPu
District,
Shanghat
200021, China
Beijing, Cargo Shanghai ChaoYang http://ww | Tel: 0086 10 670 82013 | Information from
China Unitrans Road,ChaoYang | w.unitran | Tel: 0086 13 901 Mahan Air website
International | District,Beljing, | s-lgs.cty/ | 395289 http:/fwww.mahan.ae
Logistics China Email: jercy@unitrans- | ro/en/contact/sales-
Co., Lud Kempinski igs.com offices
Hotel, Beijing Email: air@unitrans-
lgs.com
Guangzhou, | Cargo Guangzhou | Room 4H, N/A Tel: {(8620) 3761 9876 | Information from
China Globair Air | DongFang Fax: (8620) 3761 9973 | Mahan Air website
Services Building, E-mail http//www.mahan.ae
Co., Ltd. 417 Huangshi wSres@globair.cn rofen/contact/sales-
East Raod, offices;
Guangzhou, http://rahnama.tv/%D
China 8%B3%DBY%C%DE
%%B1-%D9%88-
%D8%BI%DI%81%
D8%B1/
Copenhagen, | Ticketing | Mahan Air | Vester N/A Tel: +4533 1211 88 Information from
Denmark Denmark Farimagsgade 3 Email: Mahan Air website
Sal 1 maban@Khyber.dk hitp://www.mahan.a¢
PSA: 1606 1o/en/cont
Khyber Copenhagen V offices
International
A/S
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Paris, Cargo Fly US 6 RUE DU N/A Tel: +33 1 70 76 05 61~ | Information from
France PAVE 62-63 Mahan Air website
FRET 6 Fax ++33 17003 96 97 | http://www.mahan.ae
BUILDING B6 E-mail: rofen/c
BP 18468 Cargosales.cdg@flyus. | offices
95708 ROISSY aero
CDG CEDEX
Dusseldorf, | Ticketing | Mahan Air | Dusseldorf Tel: +49 (0) Information from
Germany Airport International 180592000466 Mahan Air website
Office: Airport Fax: +49 (0) 211 421 http//www.mahan.ae
Reservation/ | . Terminal C/ 71432 rofen/contact/sales-
Ticketing & | Office 1.727 E-mail: offices
Passenger Flughafenstr.1 Dus(@station.mahan.aer
Services 40474 o
Dusseldorf
Dusseldorf, | Cargo Transnautic | Dus-Air-Cargo- | hitp://ww | Tel: +49 (0) 2112297 | Information from
Germany Aircargo Center w.iransna | 34-0 Mahan Air website
Agency Eingang C utic.de/in | Fax: +49 (0) 211 22 97 | http:/www.mahan.ae
GmbH Raum 4626 dex.php/ | 34-24 ro/en/contact/sales-
D-40474 de/ E-mail: offices
Dusseldort, Baltes@transnautic.de
Germany Team:
tndus(@ ic.de
Frankfurt, Ticketing | Aviareps Kaiserstrafe 77 | www.avi | Tel: +49 (0) 69 770 673 | Information from
Germany AG 60329 Frankfurt | areps.co | 020 Mahan Air website
am Main m Fax: +49 (0) 69 770 hitp://www.ir
Germany 673028 ro/en/conta
E-mail: offices
info.mahanais@aviarep
s.com
Munich, Ticketing | Aviareps N/A www.avi | Tel: +49 69770 67 30 | httpi//www.munich-
Germany AG areps.co |20 airport.de/en/con:
m E-mail: er/fluginfo/air]
info.mahanair@aviarep | S/index.jsp
s5.com
Piracus, Cargo Be Accurate | Filonos 113,GR- Tel: +30 210 4594 401- | Information from
Greece Led. 18535,Piraeus,G | accurate, | 6 Mahan Air website
reece, comy/ Fax: +30 210 4595 419 | hitp://www.mahan.ae
E-mail; rofen/contact/sales-
nikos.simou@be- offices
accurate.com
Kowloon, Cargo Globair Room 215, 2/F, | http://glo | Phone: +852 2869 0668 | Information from
Hong Kong Limited Wing on Plaza, | bair.com. | +852 2869 0028 Mahan Air website
62 Mody Road, | hk/ Fax: +852 2526 7207 http://www.maban.ac
Tsim Sha Tsui E-mail: ro/en/contact/sales-
East, Kowloon, cargo@globaircomhk | offices
Hong Kong.
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New Dethi, | Ticketing | Minar M-34, Ground hitpa//ww | Tel: +91 11 43 41 64 Information from
India Travels Floor, Outer w.minartr | 50-59 Mahan Air website
Circle, Fax: +91 1123 41 64 http://www.mahan.ac
Connaught I 10 rofen/contact/sales-
Place, New html E-mail: offices
Dethi 110001 Ticketsminar@minartra
vels.com
mahansales@minartrav
els.com
New Delhi, Ticketing | Minar Level 4, Room hupu/ww | Tel: +91 1149 63 88 24 | Information from
India Travels No. 107, w.minartr | Fax: +91 1149 63 88 25 | Mahan Air website
Terminal 3, avelsco | E-mail: http://www.mahan.ac
Indira Gandhi v/airline. | delllwS@minartravels.c
International htmt om offic
Airport, New
Dethi 110037
New Delbi, | Cargo Aargus Basant Hotel, in | bttp://ww | Tel: +91 98 10036508 | http:/freightfolio.co
India Global font of Airport's | w.aargus | Email: m/places/india/india/j
Logistics main gate, global.co | info(@aargusglobal.com | aipur/freight-
Pvt Ltd Sanganer, m
Jaipur, India
New Delhi, | Cargo Aecrotek 9-18 Ground Tel: 9871924702,
India International | Floor 9873663394,
Lajpatnagar-11
New Dethi-
10024
New Dclhi, Cargo Minar Room No. 18, Tel: +91 114732 31 Information from
India Travels First Floor, 45 Mahan Air website
Public E-mait: bttp://www.mahan.ac
Amenities Whdelcargo@nminartra | roen/contact/sales-
Building vels.com offices
International
Cargo Complex
New Declhi
110037
Sulaimaniye | Ticketing | Mahan Air | Salim ST, N/A Tel: +9647504450884 | Information from
h, Town Office | Behind Khsro Tel: +9647504880884 Mahan Air website
iraq Khal Bridge, Tel: +9647706512884 | http://www.mahan.ae
Zozik- Air ro/en/contact,
offices
Sulaimaniye | Ticketing | Hawar 60M Malik hitp:/fww | Tel: +964(771)3576565 | Information from
h, Hewa Mahmood ik Tel: #964(771)3577575 | Mahan Air website
frag Abdulrahma | Street, Near Abu E-mail:
n Sanaa Hotel, mahan.isu@zozik-
Sulaimaniyah- air.net
jrag
Erbil, Ticketing | Zozik Air Galleria Mall hitp:/fww | Tell: +964 7504018333 | Information from
Iraq Erbil, Gullan St. | w.zozik- | Tell: +964 7501339699 | Mahan Air website
air.net/ E-mail: hitp://www mahan ae
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Mahan.zozik@yahoo.c
Om

Information from

Erbil, Cargo Zozik Air 40M Gulan Str Tel: +964 750 445
frag Galleria Mall 0884 Mahan Air website
office 08, +964 750 401 8333
Erbil,Republic
of Iraq
Milan, Ticketing | Holiday Via Monte Rosa Tel: +39 0223170024
Italy Travel ,74 ,20149, Mobile: +39 Maban Air website
Agency Milano, ltaly gram.co | 3484564438 http//www.nahan.ac
(HTA) m/holida | E-mail:
ytravelag | Holidaytravelitalia@g | offices
cney/ maij.com
Milan, Ticketing | Apadana Via Mauro /f Tel: +39 02 98993715 | Information from
Italy Travel Macchi, 42 Mobile; +39 Mahan Air website
Agency (Centrale), 3711585322 http://www.mahan.ac
(ATA) Milano, Italy Travelap | E-mail: rofen/contact/sales-
adana/ travelapadana@gmail.c | offic
om
Milan, Ticketing | Iran Travel | Via Lazzaro www.ira | Tel: +39 02 36644398- | Information from
Ttaly Agency Palazzi 2/A ntravelag | 9 Mahan Air website
(ITA) (MM Porta cncy.it Tel: +39 3805836786
Venezia) 11 Ematl:
Piano 20124, info{@irantravelagency.
Milan, ltaly it
Torino, Ticketing | Rafiki C,80 Toscana, | htip://ww | Tel: +39 0112207679 Information from
ftaly Viaggi 194/C-10151, w.rafikito | Tel: +39 3939374327 Mahan Air website
Torino, italy urcom/h | E-mail: http://www.mahan.ac
rafikiviaggi@yahoo.it | rofen/contact/sales-
offices
Torino, Ticketing | Arta Travel Corso Unione Tel: +39 011 5843469 Information from
Ttaly Agency Sovietica, 163/C, | w ta | Tel: +39 3804623607 Mahan Air website
(ATA) 10134, Torino, gram.co E-mail: http://www.mahan.ac
Italy m/arta_tr | artatravelagency@liber | ro/en/contact/sales-
o.it offices
Florence, Ticketing | Global Piazza Liberta, Tel: +39 0559331081 Information from
taly Travel Ponte Rosso, Tel: +39 3293989481 Mahan Air website
Agency Via Bolognese Telegram: htpe//www.mahan.ac
co.{G.T.A) |2, Piano?2 https://telegram.me/Glo | ro/en/conl
bal_Travel offices
E-mail:
global2016flight@gmai
t.com
Milan Cargo Air Cargo Malpensa Carge | httpi//ww | Tel: +3902 Information from
Italy Srl City, 3° plano — | w.iasairc | 74865216%8 Mahan Air website
Building A FAX:+39 02 74865014 | http:/www.mahan.ae

E-mail:
k.rapana@iasaircargosr
Lit

E-mail:

ro/en/contact/s
offices
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a.cossutta@iasaircargos
rlit
Rome, Cargo Air Cargo Leonardo da http/iww | Tel: +39-06 65953288 | Information from
italy Sl Vinci Airport, w.iasaire | Fax: +39 665953286 Mahan Air website
Cargo City, argo.i/ne | B-mail: http/fwww.mahan.ac
Building N3 - | ws/ mahan.booking@jasair | ro/en/contact/sales-
1st Floor, 00050 cargosrl.it offices
Fiumicino
Tokyo, Cargo international | Toranomon hitp//ww | Tel: +81 3 5157 5756 Information from
Japan Marketing TBL Bidg. 8F. w.ini- Fax: +81 3 3593 6534 Mahan Air website
Inc. 1-19-9 japanjp/e | E-mail:
Toranomon - momo@airsystem jp
Minato-ku, index.ht
Tokyo, 105- ml
0001 Japan
Almaty, Ticketing | Mahan Air Makatayeva- N/A Tel: +7 727 3933114 Information from
Kazakhstan Town Office | 128-1 str. Tel: -£7 701 3382976 Mahan Air website
Almaty, Tel: +7 727 3907046 httpr//www.mahan.ac
Republic of Mobile: +7 701 755 ro/en/contact/sales-
Kazakhstan 4559 offices
E-mail:
Babakzi han k=~
Almaty, Ticketing | Mahan Air | N/A N/A Mobile: +7 701 Information from
Kazakhstan Airport 7310195 Mahan Air website
Office E-mail: http//www.mahan.ac
Yaukhadiyevi@mahan. | ro/en/contact/sales-
kz offices
Almaty, Ticketing | Mahan Air | Makatayeva- N/A Tel: +7 727 3933114 Information from
Kazakhstan PAX GSA 128-1 str. Tel: +7 727 3907046 Mahan Air website
Almaty Almaty, Mobile: +7 701 http://www.mahan.ac
Republic of 8800123 ro/en/contact/sales-
Kazakhstan E-mail: offices
Sales@mahan.kz
Almaty, Cargo Maban Air | Makatayeva- N/A Tel: +7 727 3933114 information from
Kazakhstan Cargo 128-1 str. Mobile: +7 701 Mahan Air website
Office Almaty, 9860804
Republic of E-mail:
Kazakhstan Cargo@mahan.ke
Almaty, Cargo Tour Invest | Republic of N/A Mobile: +7 701
Kazakhstan Co, Kazakhstan, 8800122 Mahan Air website
050057, E-mail: httpy//www.mahan.ae
Almaty , Cargo@mahan.kz ro/en/s
Bostandyk offices;
district, http://rahnama tv/%D
Minbayeva
Street, 68, 7flat, %Bl-
%D8%B3%D%%81%
D8%B1/
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Beirut, Cargo Sky Gift South dhahya N/A Tel: +96 130 26662 Information from
Lebanon Office street sSheikh +96 118 42147 Mahan Air website
zayed steet +96 134 75249 htp://www.mahan.ae
Airport , MEA ro/en/contact/sales-
building , offices
Second floor
Sky gift office
Kuala Ticketing | Mahan Air C-LG-01 Lower | N/A Tel: + 603 216 35366 Information from
Lumpur, Town Office | Ground Floor Tel: + 603 216 68 977 | Mahan Air website
Malaysia Block € Megan Fax: +603 216 65977 | http//www.mahan.ac
Avenue 2, No. E-mail:
12, Jalan Yap kualalampur@yahoo.co
Kwan Seng m
50450 Kuala E-mail:
Lumpur lef dispatch@yahoo.co
m
Kuala Ticketing | Mahan Air | Lot C 15, Level | N/A Tel: + 603 877 65 385 | Information from
Lumpur, Airport 4, Main Fax: + 603 877 65 549 | Mahan Air website
Malaysia Office Terminal E-mail: http://www.mahan.ae
Building KL kul{@office. mahanairlin | ro/en/contact/s
International €s.com offices
Airport, Sepang E-mail:
64000 Selangor kul@station.mahan.aer
Darul Ehsan o
Malaysia
Sepang, Cargo feargo Sdn | Lot 202-3,2nd | htipsi//ye | Tel: 603-8778 8781/2/3 | Information from
Malaysia Bhd Floor CSC Hlow.plac | Fax: 603-8778 8785 Mahan Air website
Building, e/fr/maha | E-mait : http://www.mahan.ac
KLAS Cargo n-travel- | m@icargo.comuny ro/en/contact/sales-
Complex, KLIA | and- akmal@jicargo.com.my | offices;
64000 tourism- hitps://www.mysbusi
Sepang, fcompany/Ic
Sclangor argo-Sdn-Bhd
Amsterdam, | Ticketing | Aviareps Beechavenue Tel: +31 (0) 20 654 79 Information from
Netherlands BV 104 11 19 PP 24 Mahan Air website
Schiphol the Tel: +31 (0) 20 520 02 2 2
Netherlands 81
Fax: +31(0) 20623 01 | offices
51
E-mail:
mahanair.ams@aviarep
s.com
Moscow, Ticketing | Aviareps Business Center Tel: +7-(495)-775-39- | Information from
Russia AG "Diamond Hall”, 73 Mahan Air website
7th Floor Fax: +7 (495) 937-5951 | http://www.mahan.ac
E-mail: rofen/contact/salcs-
Olimpiysky MahanAir. Russia@avia S |
Prospekt, 14 - reps.com 1
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Moscow,
Russia, 129090

Jeddah, Ticketing | Mahan Air | N/A N/A Tel: +96626685054 Information from
Saudi Arabia Town Office Fax: +96626684963 Mahan Air website
ro/en/contact/sales-
officcs
Scoul, Ticketing | Pacific Air | 12th Floor, N/A Tel: +966231788334 Information from
South Korea Agency Dong Hwa Fax: +96627559758 Mahan Air website
Group Bldg.58-7, httpy//www.mahan.ac
Seosomun rofen/contact/sales-
Dong, Choong- offices
Ku, 100-110
Seoul, Korea
Seoul, Cargo Pacific Air | 12 Th Floor. N/A Tel: +822 317 8899 Information from
South Korea Agency Dong Hwa +822 3178711 Mahan Air website
Group Bidg 58-7, +822 317 8888 http://'www mahan.ae
Seosomun — +822 317 8830
Dong Choong — Fax: 0082 2 755 9758 offices
Ku, Scoul, E-mail:
Korea / Post 100 ipilpark@unitel.co.kr
- 110 bmchung@paagrp.co.kr
lim@icargo.com.my
Colombo, Cargo Taprobane 43/3 Kotttawa N/A Tet: +71 209090 944 Information from
Srilanka Aviation lane 1, E-mail: Mahan
Embuldeniya, N wkchamindabandara(@
ugegoda gmail.com
Mr.Kapila
Chaminda
Bandara
Colombo, Cargo Delmege N/A hitp://del | N/A
Srilanka Air Services mege.co ©/136259/Middic-
Pve. Lad m/ irgo-leader-
Taipei, Cargo Euro Travel | (Taipei Head N/A Tel: +886-225612310
Taiwan Service Office) 5th Fax: +886-225361842 Mahan Air website
Fioor, No 62, E-mail: hitp/fwww.maha)
Nan King East service@euroexpress.c
Road, Sec. 2, om.tw
Taipei, Taiwan.
Bangkok, Ticketing | My Aviation | 140/65 ITF ht vw | Tel: +66 23 16 961 Information from
Thailand Co. Ltd. Tower, 27th w.hkong. | Fax: + 6623 16 967 Mahan Air website
Floor, Silom net/5373 | E-mail: :
Road, 15-my- tktbkkw3S@myaviation.
Suriyawong, biz
Bangrak, Cargo E-mail:
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Bangkok 10500

natthapong@myaviatio

Thailand n.biz
Bangkok, Cargo My Aviation | 140/65 ITF hup//ww | Tel: +66 22 316961 Information from
Thailand Co. Ltd. Tower, 27th w.hkong, | Fax: + 6623 16 967 Mahan Air website
Floor, Silom net/5373 | E-maik: http//www.mahan.ae
Road, iS-my- natthapong@myaviatio | ro/en/contact/sales-
Suriyawong, aviation- | n.biz offic
Bangrak, <o hitp://bigstory ap.org/
Bangkok 10500 | Limited article/c7399b55fa26
Thailand 4£d8968838026769d7
ook N
airline
istanbul, Ticketing | Andira Tour | Merkez Mah. Tel: +90 212 444 8540 | Information from
Turkey Abide-i Huriyet Fax: +90 212 343 1086 | Mahan Air website
Cad. kago Apt. m http/iwww.m ac
No: 80 Kat:5 ro/en/contact/sales
Daire:9 :
Sisli/Istanbul
Istanbul, Ticketing | Mahan Air | Ataturk N/A Tel: +90 212 663 9043 | Information from
Turkey Airport International {dircet) Mahan Air website
Office Airport, Main Tel: +90 212 463 3000- | http://www.mahan.ac
Hall, Mahan Air 6655 ro/en/contact/sales-
Office, Istanbul,
Turke
Istanbul, Cargo Air Mark N/A http:/fww | Tel: +90 212 244 2101 | information from
Turkey w.air GSM: +90 212 249 Mahan Alr website
martk.co 1682 hitp://www.mahan. ac
m/Cargo rofen/conta
offices
Istanbul, Cargo IST - City SAW - N/A DL: +901 - Istanbul Information from
Turkey Office International Tel: +90 216 588 8992 | Mahan Air website
Departure hitp://www.mahan.ac
Terminal
Ankara, Ticketing | Andira Tour | Address: hups://w | Tel: +90 312425 7095 | Information from
Turkey Biikliim Sok. ww.andir | Fax: +90 312425 7046 | Mahan Air website
No:10/5 06660, | atour.co http//www. mahan.ac
Kavaklidere, n/ ro/en/co ales-
Cankaya/Ankara Othices
Ankara, Ticketing | ESB - Counter Office | NJA Tel: +90 312 398 2045 | Information from
Turkey Internationl | DL 28 - Ankara Mahan Air website
Departurc bttp://www.mahan.ac
Terminal rofen/contact/sales
offices
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Tzmir, Cargo ADB - Airport Office N/A Tel: +90 232 274 3353 | Information from
Turkey Internationl | DL: 1911 - Mahan Air website
Departurc 1zmir
Terminal
offices
Istanbul, Cargo Air Mark Yenibosna http://ww | Tel: +90 212 444 1 472 | Information from
Turkey Merkez Mah. i Fax: +90 212 245 4486 | Mahan Air website
Cinar Cad. No:9 | mark.co | alper.aksem@air- http//www.mahan.ae
Kat:2 m/Cargo | mark.com ro/en/contact/sales-
34197, Gssa_Par | mahanair@air- offices
Bahcclievier, mark.com
Istanbul,
TURKIYE
Dubai, Cargo Gatewick OfficenoM22 | N/A Tel: +97 14 2991884 Information from
United Arab LLC, a/k/a 1st Floor Dnata Fax: +97 14 2991885 Mahan Air website
Emirates Gatewick Building Freight marketing@gatewick- | http//www.mahan.ac
Freight & Gate No.4 freight.com ro/en/contact/sales-
Cargo Dubai Airport planning@gatewick- offices;
Services Free zone freight.com
a/k/a United Arab
Gatewick Emirates .
Aviation
Services Mah
han_Destinat :
https://www.bis.doc.g
ov/index.php/forms-
temparary-denial-
order-against-mahan-
ainways
zarand-avi; nd-
related-partics/file |
Dubai, Ticketing | Jahan Address: Deira https://w | Tel: +97142500202 Information from
United Arab Destinations | City of Dubai ww.faceb | Tel: +97142200105 Mahan Air website
Emirates ook.comy | Fax: +97142502122-3 httpy/www,
JahanDX | E-mail:
B/ dxb@station.mahan.aer | offices
o
Ho Chi Cargo Globe Air 398 Truong Son | httpi//ecs | Tel: (84-8) 66522266 Information from
Minh, cargo Street, Tan Binh | group.aer | Fax: (84-8) 35471668 Mahan Air website
Vietnam Vietnam District, Ho Chi | o/ecs_fili | E-mail:
Minh City, Viet | alc/vietna | sgn.vn@ecsgroup.aero
Nam m-gac/
Ha Noi, Cargo Globe Air 4th F1, NTS http:/fecs | Tel: (84-4) 3584 3148
Vietnam Cargo Building, Noi group.acr | Fax: {(84-4) 3584 3149
Vietnam Bai Int't Airport, | o/ecs_fili | E-mail:
Ha Noi, Viet han.va@eccsgroup.aero
Nam.
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Chairmen Barr and Pearce, Vice Chairmen Williams and Pittenger, Ranking Members Moore and
Perlmutter, distinguished members of the House Committec on Financial Services, on behalf of
the Foundation for Defense of Democracies, thank you for providing me with this opportunity to
testify. It is a great privilege to be presenting my analysis alongside my colleague Dr. Emanuele
Ottolenghi, as well as Matthew Mclnnis and Dr. Suzanne Maloney, all of whose scholarship on
Iran 1 respect immensely. I will discuss today the Islamic Republic of Iran’s non-nuclear threats,
as well as potential U.S. policy options to deal with those threats.

Introduction

Our present discussion on how to push back against Iran’s enduring “non-npuclear” threats is a
product of diplomatic developments from the summer of 2015, when international negotiators
from the P5+1 and Iran agreed to the Joint Comprehensive Plan of Action (JCPOA) nuclear deal.
Despite its name, the agreement, which provided the Islamic Republic with over $100 billion in
upfront sanctions relief,’ was anything but comprehensive. The JCPOA only temporarily deals
with sclect aspects of the Islamic Republic’s illicit nuclear program. The agreement does not
address issues relevant to delivery vehicles like ballistic missiles,” despite assessments from the
U.S. intelligence community that ballistic missiles were Tehran’s “preferred method of delivering
nuclear weapons.™ Compounding this problem, United Nations Sccurity Council Resolution
(UNSCR) 2231, which enshrined the a'zcord,4 features an Annex containing watered-down
prohibitions on missile testing, further indicative of an Iranian negotiating victory.’

And missiles are not the only challenge that the deal overlooked. The accord does not address
Iran’s illicit financial activities, support for terrorism, regional destabilization, and flagrant human
rights abuses. Thesc issues constitute Iran’s enduring non-nuclear threats. They are “enduring”
because they are the same issues that have made and kept Iran an international pariah.

With the removal or waiving of nuclear sanctions pursuant to the JCPOA as well as the informal
sanctions relief Iran has received, it has become considerably difficult to influence the behavior of
what Sccretary of Defense James Mattis has called the “biggest state sponsor of terrorism.”

! Adam Szubin, “Written T estimony of Adam J. Szubin, Acting Under Secretary of Treasury for Terrorism and
Financial Intclligence United States Senate Committee on Banking, Housing, And Urban Affairs,” Testimony before
Senate Committee on Banking, Housing, and Urban Affairs, August 5, 2015. (hitps://www treasury.gov/]
center/press-releases/Pages/jl0144.aspx)

? Behnam Ben Talebly, “Don’t Forget Iran’s Ballistic Missiles,” War on the Rocks, August 25, 2014.
(https://warontherocks.com/2014/08/dont-forget-irans-ballistic-missiles/)

* James R. Clapper, “Statement for the Record, Worldwide Threat Assessment of the US Intelligence Community,”
Testimony before the Senate Select Committee on Intelligence, January 29, 2014, page 6.

(http://online. wsj.com/public/resources/documents/DNIthreats2014.pdf)

* United Nations Security Council, “Resolution 2231 (2015): Ballistic missile-related transfers and activities,”
accessed March 285, 2016. (httpy//www.un.orp/en/se/223 L/restrictions-ballistic.shtml)

* Sce positions in: Parisa Hafezi and Louis Charbonneau, “Iran demands end to U.N. missile sanctions, West
refuses,” Rewters, July 6, 2015. (http://www.reuters.com/article/us-iran-nuclear-idUSKCNOPFOHG20150706). In
2014, Iranian officials held the line on not including missiles in talks. « s St S8 4a  god 4 il (Sl ge Ol 53 1l g
s (Rouhant: Iran’s Missile Capabilities Are By No Means Negotiable),” Kavhan (Iran) August 17, 2014,
{htip:/kayhan.ir/fa/news/21352)

¢ Defense Secrefary James Mattis quoted in: “Iran is world’s biggest state sponsor of terrorism, US says,” BBC News
(UK), February 4, 2017. (hitp://www bbe.com/news/world-us-canada-38868039)
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Assuming that the nuclear accord will remain in place,” the immediate challenge for U.S. policy
will be how to identify and erode Iran’s non-nuclear threats. Such endeavors arc not impossible,
but require considerable political will and commitment over a long period of time.

Iran’s Non-Nuclear Threats

Although there are a whole host of issues which have made the Istamic Republic of Iran a rogue
regime — such as the abhorrent treatment of its own people — this testimony will focus on Iran’s
ballistic missile development, its support for terrorism and regional destabilization, and illicit
financial activities.

Ballistic Missile Development

According to former Director of National Intelligence James Clapper, Iran currently possesses the
largest arsenal of ballistic missiles in the entire Middle East.® This arsenal grew out of the need to
deter and retaliate against Iraqi Scud missile attacks during the 1980-1988 Iran-Iraq War.’ Iran
continued to procure missile technology and parts from North Korea after the war, ' cognizant that
a robust missile force could provide it with deterrent dividends that its weakened conventional
military forces could not."! Over time and through overt and covert missile launches, ballistic
missiles have come to form the backbone of Iran’s military strategy.'” While this strategy is
predicated on deterrence,'” Tehran’s missile forces can also be used to intimidate or coerce its
regional rivals." It also permits the Islamic Republic to engage in persistent low-intensity conflict
against Western and Israceli interests as well as sponsor terrorism without fear of kinetic reprisal.

Post-Nuclear Negotiations Ballistic Missile Testing

" While it is 100 soon to tell what the Trump administration’s policy will be with respect to the JCPOA, there are
indications that the administration desires to keep the deal in place in the short-term. Specifically, Christopher Ford
of the National Security Council told a conference hosted by The Carnegie Endowment for International Peace,
“Until otherwise decided, the United States will adhere to the tran nuclear deal and ensure that fran also does.”
“White House Adviser Says Will Honor iran Nuclear Deal, Ensure fran Complies,” Radio Free Europe/Radio
Liberry, March 22, 2017, (http://www.rferl org/a/white-house-aide-ford-says-honor-iran-nuclear-deal-cnsure-iran-
complies/28383 i)

¥ James R. Clapper, “Statement for the Record, Worldwide Threat Assessment of the US Intelligence Community,”
Testimony before the Senate Armed Services Commitree, February 9, 2016, page 8.

(https://www .dni.gov/files/documents/SASC Unclassified 2016 ATA SFR FINAL.pdf)

 Behnam Ben Taleblu, “The Long Shadow of the Iran-lraq War,” The National Interest, October 23, 2014.
(http://nationalinterest, org/featurc/the-long-shadow-the-iran-irag-war-11535%page=show); Bilal Y. Saab and
Michael Elleman, “Precision Fire: A Strategic Assessment of lran’s Conventional Missile Program,” The Atlantic
Council, September 2016. (http://www.atlanticcouncil.org/images/publications/Precision Fire web 0907.pdf)

1% “Iran Missile Milestones: 1985-2016,” Jran Watch, July 13, 2016. (hitp//www.iranwatch org/our-
publications/weapon-program-background-report/iran-missilc-milestoncs-1985-2016)

" Shahram Chubin, fran’s Nuclear Ambitions, (Washington, DC: The Carnegie Endowment for International Peace,
2006), page 48.

12 See the evolution of Iran’s missiles in the PDF report available at: “5-d s /U8 (Missile Uprising),” Islamic
Revolution Documentation Center (Iran), November 9, 2016, (http://www.irdc.ir/fainews/372/ 5o sa-ald )

Byus. Department of Defense, “Unclassified Report on Military Power of Iran,” April 2010,
(hitps://fas.org/man/eprint/dod_iran 2010.pdf)

" Bila! Y. Saab and Michael Elleman, “Precision Fire: A Strategic Assessment of Iran’s Conventional Missile
Program,” The Arlantic Council, September 2016.

(hitp://www.atlanticcouncil.org/images/publications/Precision Fire web 0907.pdf)
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Sincc agreeing to the nuclear deal in July 2015, a survey of open-source English- and Persian-
language reporting reveals Iran may have tested up to 14 ballistic missiles as of February 2017.
Missile launches permit Tehran to ascertain valuable data about a projectiles’ readiness and
performance. It also permits the regime to signal defiance to the international community. Thus
far, the only discernable responses to these launches have been two sets of Treasury designations
by the Obama administration in early 2016 and another batch from the Trump administration in
carly 2017. Below is a list of those reported missile launches:"

-t

. Fateh-313
a. Missile type: Short-Range Ballistic Missile (SRBM)
b. Date launched: August 2015
c. Importance: The Fateh-313 allegedly upgrades the range and accuracy of Iran’s
single-stage solid-fuel Fateh-110.
2. Emad
a. Missile type: Medium-Range Ballistic Missile (MRBM)
b. Date launched: October 2015
c. Importance: The Emad appears to have the body of an Iranian MRBM but with a
new warhead with finlets'® that could allegedly aid in terminal phase steering.
According to the Center for Strategic & International Studies, the Emad *is Iran’s
first mancuvering reentry vehicle equipped system.™”
. Ghadr-116 (aka Ghadr 1/Ghadr-101)
a. Missile type: MRBM
b. Date launched: November 2015
c. Importance: According to the International Institute for Strategic Studies, the
Ghadr (Qadr) is an upgraded Shahab-3 MRBM.'®
. Ghadr-F
a. Missile type: MRBM
b. Date launched: March 2016
. Importance: Fired during a two-day missile drill. The Ghadr platform was one of
the first missiles launched by Iran after the JCPOA entered into force.
. Ghadr-H
a. Missile type: MRBM
b. Date launched: March 2016

W

N

un

> The list of 14 missilcs is an abridged form (along with additional data) of the timeline in: Behnam Ben Taleblu,
“Iranian Ballistic Missile Tests Since the Nuclear Deal,” Foundation for Defense of Democracies, February 9, 2017.
(http//Awww defenddemocracy.org/content/uploads/documents/20917 Behnam Ballistic Missile.pdf)

' Seen in images here: “Emad,” Military Edge, accessed March 25, 2017,
(http:/militaryedge.org/armaments/emad/)

'" Anthony H. Cordesman, “Iran’s Rocket and Missile Forces and Strategic Options,” Center for Strategic &
International Studies, October 7, 2014, page 98. (https://csis-prod.s3.amazonaws.com/s3fs-

public/iegacy files/files/publication/141007 Iran Rocket Missile forces.pdf)

" Iran's Ballistic Missile Capabilities: A Net Assessment (UK: The International Institute for Strategic Studies,
2010), pages 24 - 27.
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c. Importance: Two Ghadr-H’s were believed to be fired during the two-day missile
drill. At least onc of them had an anti-Israel slogan in Persian and Hebrew on the
missile’s body quoting former Supreme Leader Ayatollah Khomeini."”

=)

. Ghadr-H
a. Missile type: MRBM
b. Date launched: March 2016
¢. Importance: See listing above.
. Qiam-1
a. Missile type: SRBM
b. Date launched: March 2016
¢. Importance: There is a consensus among open sources that the Qiam-1 is a finless
Shahab-2 (which itself is an Iranian copy of the Scud-C).*°
8. Shahab-3
a. Missile type: MRBM
b. Date launched: March 2016
¢. Importance: The Shahab-3 is a copy of the North Korean Nodong-A.”' It was also
Iran’s first missile that put Isracl in striking distance.
. Simorgh
a. Missile type: Space Launch Vehicle (SLV)
b. Date launched: April 2016
¢. Importance: Even though the Simorgh’s launch is not technically the same as a
missile test, it matters because the U.S. National Air and Space Intelligence
Center assessed that Iran’s SLVs “could serve as a test bed for developing ICBM
technologics.”™ An Iranian ICBM serves no military purpose other than to deliver
weapons of mass destruction. It would also significantly bolster Iranian deterrence
by being able to threaten Europe.
10. Unknown Ballistic Missile
a. Missile type: Likely MRBM (a plausible but less likely alternative is an
Intermediatc-Range Ballistic Missile - IRBM)
b. Date launched: April 2016

~3

N-2

196 g g OYm PRI TR INTW? 1343 o _bivn 80 m ) 4 slgas (S sa oy (The IRGC’s Missile Message was

Transmitted in “‘Hebrew™: Jyn prinvny 703 7w + Images),” Fars News Agency (Iran), March 9, 2016.
(hitp://www farsnews.convnewstext.php?nn=13941219000316)

* Michael Elleman, “Iran’s Ballistic Missile Program,” Written Statement Presented to U.S. Senate Committee on
Banking, Housing, and Urban Affairs, May 24, 2016, page 3.

{(httpsi/fwww banking senate eov/public/ cache/files/f64d023a-dote-4dc4-84a7-
¢al0ba8192¢f/90DC029490361D182584B92FCADT6111.0524] 6-elleman-testimony.pdf); “Shahab 2 (Scud-C
variant),” Center for Strategic & International Studies, August 9, 2016,
(https://missilethreat.csis.org/missile/shahab-2/); “Qiam-1," Military Edge, accessed February 1, 2017.
(http://militaryedge.org/armaments/giam-1/); “Scud C (Shahab-2/Hwasong-6),” Military Edge, accessed February 1,
2017. (http://militaryedge org/armaments/scud-c/)

?t «“Shahab-3A,” Military Edge, accessed March 25, 2017, (http-//militaryedge org/armaments/shahab-3a/)

*1.8. National Air and Space Intelligence Center, “Ballistic & Cruise Missile Threat,” May 2013, page 3.
(hitps://info.publicintelligence net/NASIC-BallisticMissile Threat.pdf)
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¢. Importance: N/A, but continued missile launches during the JCPOA
implementation period have been labeled by former United Nations Secretary
General Ban-Ki moon as contrary to “the constructive spirit” of the JCPOA »*
11. BM-25 Musudan
a. Missile Type: IRBM
b. Date launched.: July 2016
c. Importance: Although the test was only reported by one outlet,” it has been alleged
that Iran received the BM-25 from North Korea at some point in the mid-2000s.%*
12. Zulfigar (aka The Zolfaghar)
a. Missile tvpe: SRBM
b. Date launched: September 2016
¢. Importance: Proof of Iran’s continued upgrading of the Fateh-110 class of surface-
to-surface missiles. Iranian outlets claim this missile has a submunitions warhead.”®
13. Shahab-3
a. Missile type: MRBM
b. Date launched: December 2016
c. Importance: See previous Shahab-3 entry.
14. Kherramshahr
a. Missile type: Likely MRBM
b. Date launched: January 2017
c. Importance: First ballistic missile test under the Trump administration. Accordin%
to Iranian sources, the name of the missile was announced in September 2016.°

Since being put “on notice” by the White House in Fcbruary,28 Tehran has not fired another
MRBM. It has however upped the ante by test-firing two Hormuz-2 anti-ship ballistic missiles
near the Strait of Hormuz at a floating barge.”® Iran’s anti-ship ballistic missiles compound the
threat posed by its array of anti-ship cruise missiles, many of which it procured from China in the
1990s and reverse enginecred. Anti-ship missiles can be used to threaten civilian and military
vessels traversing the Persian Gulf.

Support for Terrorism and Regional Destabilization

2 Noted in: Carol Morello, “Assessing the Iran nuclear deal onc year after it was reached,” The Washington Post,
July 13, 2016. (https://www washingtonpost.conyworld/national-security/assessing-the-iran-nuclear-deal-one-year-
after-it-was-reached/2016/07/13/c£3de73a-4828-1 1e6-acbe-4d4870a079da _story htmiZutin_term=.4243b49614¢a)

** Lucas Tomlinson, “Exclusive: Iran conducts 4th missile test since signing nuke deal,” Fox News, July 15,2016,
(hitp://www. foxnews.comyworld/2016/07/1 5/exclusive-iran-conducts-4th-missile-test-since-signing-nuke-deal.html)
*Uzi Rubin, “The Global Reach of Iran’s Missiles,” Instifute for National Security Studies (Israel), November 2006,
pages 29-36. (http://www.inss.org.il/uploadimages/Import/(FILE)1 188302022 pdf)

g+ 3 i g St S e s " s 53 S g (The Zulfigar Missile ‘Iran’s Newest Missile is Unveiled +
Images), Tasnim News Agency (Iran), September 21, 2016.

(https://www _tasnimnews.com/fa/news/1395/06/31/1 191852/ s steaindi i s - 3l 183 panry fiddmne RN 5350 ga)

T <Iran to produce 3 types of missiles by year end: Defense minister,” Press TV (Iran), September 25, 2016.
(http://www.pressty.com/Detail/2016/09/25/48628 7/Iran-Hossein-Dehgan-Qadir)

** The White House, Office of the Press Secretary, “Statement by the Nationa] Security Advisor,” February 1, 2017.
(hetps:/fwww.whitehouse.gov/the-press-office/2017/02/0  /statement-national-security-advisor)

# “Iran successfully test-fires Hormuz-2 ballistic missile,” Press TV (Jran), March 9, 2017,
(hitp://www.presstv.ir/Detail/201 7/03/09/51 36 76/Iran-Hormuz-Amirali-Hajizadch)
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Although Iran was formally designated as a “State Sponsor of Terrorism” in 1984,% in November
1979, mere months after the Islamic Republic was declared, radical Iranian students took over 50
diplomats hostage for 444 days and ransacked the U.S. embassy in Tehran.*' Since then, Iran has
continued to engage in subversive behavior abroad. Iran has used proxies, like Lebanesc
Hezbollah, and elements of its intelligence and security apparatus, like the Islamic Revolutionary
Guard Corps (IRGC) and its elite Quds-Force (IRGC-QF), to attack Western military and
diplomatic facilitics as well as civilian targets such cultural centers. In 1994, Iran bombed the
AMIA Jewish Cultural Center in Buenos Aires, Argentina, killing 85 people.”® It has also
assassinated Iranian dissidents throughout Europe, including Kurdish activists, a former prime
minister, and a famous anti-regime musician.”® The regime’s agents havc also not hesitated to use
diplomatic cover in their schemes.™

Iran has conducted or supported acts of terror across four continents. The Central Intelligence
Agency (CIA) noted in 1987: “Terrorism is an important instrument of Iranian foreign policy, used
both to promote national interests and to export the regime’s revolutionary ideals.” This remains
true today. In 2010, the U.S. Department of Defense asscssed that “over the last three decades,
Iran has methodically cultivated ... terrorist surrogates capable of conducting effective, plausibly
deniable attacks against Israel and the United States.™*

Iran has never failed to employ creativity to cngage in acts of terror. In 2011, a member of Iran’s
IRGC-QF enlisted a family member living in the U.S. who sold used cars in an attempt to
assassinate the Saudi ambassador to the U.S. at a popular restaurant in Georgetown.”?

1.8, Department of State, Bureau of Counterterrorism and Countering Violent Extremism, “Country Reports on
Terrorism 2015: Chapter 3: State Sponsors of Terrorism Overview,” June 2016,

(hitps://www state. gov/i/et/rls/ert/2015/257520.him)

Tus. Department of State, Office of the Historian, “The Iranian Hostage Crisis,” accessed March 23, 2017,
/short-history/iraniancriscs)

* Kenneth Katzman, “Iran’s Foreign and Defense Policies,” Congressional Research Service, February 6, 2017,
page 6. (https://fas.org/sgp/ersimideast/R44017.pdf); “Argentina identifies last victim of AMIA bombing, 22 ycars
on,” The Times of Israel (Israel), August 11, 2016. (htip://www.timesofisrael.com/argentina-identifies-last-victim-
of-amia-bombing-22-vears-on/)

¥ “No Safe Haven: Iran’s Global Assassination Campaign,” fran Human Rights Documentation Center, May 2008.
¢http://www. iranhrde.org/english/publications/reports/3 1 52-no-safe-haven-iran-s-global-assassination-
campaign.htm})

** Jack Anderson and Dale Van Atta, “Rome A Center of Iran’s Terror Plotting,” The Washington Post, January 24,
1986. (hitps://www cia.gov/library/readingroom/docs/CIA-RDP90-00965R 0001001 10151-5.pdl); Dexter Filkins,
“The Shadow Commander,” The New Yorker, September 30, 2013,

(htip://www.newvorker.com/magazine/201 3/09/30/the-shadow-commander)

** Central Intelligence Agency, Director of Central Intelligence, “Iran’s Use of Terrorism: Interagency Intelligence
Assessment,” September 1, 1987, page 1. (https://www.cia.gov/library/readingroom/docs/CIA-
RDP91T00498R000800100002-2.pdf)

**U.S. Department of Defense, “Unclassified Report on Military Power of Tran,” April 2010, page 8.
(https://fas.org/man/eprint/dod iran 2010.pdf)

7 Peter Finn, “Man in Iran-backed plot to kill Saudi ambassador gets 25 years,” The Washington Post, May 30,
2013, (hitpsi//www . washingtonpost.com/world/national-security/man-in-iran-backed-plot-to-kill-saudi-ambassador-
gets-25-vears/2013/05/30/0435¢7a2-¢952-112-8da7-d274bc6 ] 1ad7 story.htmi?utm _term=.78d468c¢33589)
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In the Middle East, Iran supported terrorist groups and militias to bleed the U.S. while it operated
in Iraq (2003-2011).%* Iran even turned to its old-enemy, the Taliban, to go after U.S. and coalition
forces in Afghanistan.”® Despitc Iran’s Shiite and revolutionary leadership, according to the
Department of Defense, the “IRGC-QF is not constrained by ideology; many of the groups it
supports do not share, and sometimes openly oppose, Iranian revolutionary principles, but Iran
supports them because they share common interests or enemies.™ This helps to explain Iran’s ties
to the Sunni terrorist group al-Qaeda.*' In 2007, Osama bin Laden described Iran as the group’s
“main artery for funds.”™* In 2012, the Treasury Department exposed the ties that Iran’s Ministry
of Intelligence had with al-Qaeda.*

Similarly, Iran has supported all manner of Palestinian terrorist groups in an effort to destroy the
State of Isracl. One main group Iran backs is Hamas. Iran’s support to Sunni Hamas has consisted
of training and weapons,* as well as robust political and financial assistance in the 1990s and
2000s.** While Iran has brandished its provision of rockets like the Fajr-5 as late as 2014, experts
assess that the Syrian civil war had a dampening effect on Iran’s funding to the group.*’

Recent/Ongoing Terrorism and Subversion Campaigns

* As noted throughout: Michael R. Gordon and Bemard E. Trainor, The Endgame: The Inside Story of the Struggle
Sfor Irag. from George W. Bush fo Barack Obama, (New York: Pantheon Books, 2012).

*U.S. Department of the Treasury, Press Relcase, “Fact Sheet: Designation of Iranian Entities and Individuals for
Proliferation Activities and Support for Terrorism,” October 25, 2007. ( https://www treasury.gov/press-center/press-
releases/Pages/hp644.aspx)

*'U.S. Department of Defense, “Unclassified Report on Military Power of Iran,” April 2010, page 8.
(https://fas.org/man/eprin/dod iran 2010.pdf)

* Thomas Jocelyn, “Treasury *further cxposes’ Iran-al Qaeda relationship,” FDD s Long War Journal, October 8,
2012, (hup://www longwarjournal.org/archives/2012/10/treasury _further exp.php); Helene Cooper, “Treasury
Accuses Iran of Aiding Al Qaeda,” The New York Times, July 28,2011,

(http://www.nytimes.com/201 1/07/29/world/29terror huml); U.S. Department of the Treasury, Press Release,
“Treasury Designates Three Senior Al-Qaida Members,” July 20, 2016. (https://www.treasury.gov/press-
center/press-releases/Pages/jl0523 aspx)

* Quoted in: Greg Miller and Julie Tate, “Osama bin Laden warned against almost every aspect of Islamic State
playbook,” The Washington Post, March 1, 2016. (https://www.washingtonpost.convworld/national-security/in-
secret-will-bin-laden-wanted-his-fortune-to-keep-funding-war-on-west/2016/03/0 1/b3a03d6¢-dfad-11 ¢5-846¢-
10191d1{cdec story.htmi?utm _term=.03c¢3d9413afl)

* Noted in: Thomas Jocelyn, “Doomed Diplomacy: There’s no way Iran will ever help fight al Qaeda,” The Weeklv
Standard, March 2, 2015, (http://www.weeklystandard.com/doomed-diplomacy/articie/859655)

*U.S. Department of Defense, “Unclassified Report on Military Power of Iran,” April 2010, page 9.
(https://fas.org/man/eprint/dod iran_2010.pdf); Kenneth Katzman, “Iran’s Foreign and Defense Policies,”
Congressional Research Service, February 6, 2017, page 37. (hitps:/fas.org/sgp/crs/mideast/R4401 7.pdf)

¥ Jonathan Schanzer, “"Hamas’s Benefactors: A Network of Terror,” Testimony before the Subcommittee on
Terrorism, Nonproliferation, and Trade and Subcommittee on the Middle East and North Africa of the House
Committee on Foreign Affairs, September 9, 2014, pages 9-10.

(http://www.defenddemocracy org/content/uploads/publications/Schanzer WrittenTestimony _HamasFinance Sept9
.pdD)

 “fran says it gave Hamas missile technology,” Associated Press, August 4, 2014,

(http://www chsnews.com/gews/iran-says-it-gave-hamas-missile-technology/)

7 Jonathan Schanzer, “Hamas’s Benefactors: A Network of Tervor,” Testimony before the Subcommittee on
Terrorism, Nonproliferation, and Trade and Subcomminee on the Middle East and North Afvica of the House
Commiilee on Foreign Afjuirs, September 9, 2014, (http://www.defenddemocracy.ore/media-hit/schanzer-jonathan-
hamas-benefactors-a-network-of-terror1/)
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The war in Syria has painted Iran as more of a Shiite sectarian actor than ever before. Iran calls
the countless Shiite militiamen and IRGC/IRGC-QF fighters and officers who die in Syria
“defenders of the shrine” in an cffort to give religious legitimacy to their military mission.*® Iran
has also formed and deployed all-Afghan® and all-Pakistani™ Shiite militias to bolster Assad.”
Similarly in Iraq, Iran cont;nucq to use the fight against the Islamic State (IS) to cement its prcaencc
through armed networks,™ attempting to make the Iragi central government reliant on it.*
However, news reports from 20 1 6 indicate that Iran’s methods and disregard for Iraqi sovereignty
has irked officials in Baghdad.*® This presents U.S. policymakers with an opportunity to more
visibly come to Baghdad’s aide and prevent it from falling into the clutches of the Islamic
Republic.

Two years before the onset of the Syrian civil war, the Department of Defense estlmated that Iran
spent an average of $100-$200 million annually to keep Lebanese He/bollah afloat.”” Given that
Iran has marshaled its Lebanese proxy to bail out the Assad regime,’® this fi igure has likely grown
in the past few years. Iran’s other Levantine partner, the embattled Assad regime, is desperate for
moncy, men, and munitions, all of which Iran has been furnishing for over half a decade.
According to an estimate by the office of the UN Special Envoy for Syria, Iran reportedly furnishes
Assad with up to $6 billion per year.”’ Such funding enables the Syrian government to persist in
the war against its own people.

Elsewhere in the region, Iran continues to fall back on tried and true methods like distributing low-
cost weaponry to jurisdictions of weak central authority where cthno-sectarian wars are raging.

* Bozorgmehr Sharafedin and Babak Dchghanpisheh, “Abandoning discretion, Iranians proclaim their role in
Syrian war,” Reuters, September 21, 2616. (hitp://www reuters.com/article/mideast-crisis-iran-syria-

IAINKCNITIR2EA). This phenomenon is contextualized in: Afshon Ostovar, Vanguard of the Imam: Religion,
Politics, and Iran's Revolutionary Guards, {New York: Oxford University Press, 2016) pages 204-208.

Amir Toumaj, “IRGC commander discusses Afghan militia, *Shia liberation army,” and Syria,” FDD's Long War
Journal, August 24, 2016. (http://www longwarjournal.org/archives/2016/08/irgc-commander-discusses-afghan-
militia-shia-liberation-army-and-syria.ph

49

*% “Iran in Syria: From an Ally of the Regime (o an Occupying Force,” Naame Shaam, April 2016, Second Edition,
pdge 7. (http://www.naameshaam.org/wp-content/uploads/2016/04/lran_in_Syria_2cdition 2016.pdf)

" Ali Alfoneh, “Non-Iranian Shiites Paying the Price in Aleppo,” The Washington Institute for Near East Policy,
August 31, 2016. (http://www.washingtoninstitute. org/policy-analysis/view/non-iranian-shiites-paying-the-price-in-
aleppo)

** Bill Roggio and Caleb Weiss, “Iraqgi Shiite militia leader says he would overthrow government if ordered by
Iran’s supreme leader, FDD's Long War Journal, November 12, 2015,
( http.//www longwarjournal.org/archives/2015/1 1/us-designated-terrorist-of-iragi-militia-reportedly-in-aleppo.php)

¥ Posited in: Behnam Ben Taleblu, * *Enemy of Convenience: Iran’s Fight Against Daesh,” FRIDE, December 2015,
(http://fride.org/download/PB213 Iran fight acainst Daesh.pd)

** Maher Chmaytelti, * “Iraq’s Abadi keeps Iran at arm’s length in war on Islamic State,” Reuters, February 22, 2016.
(hitp://www.reuters.com/article/us-mideast-crisis-abadi-insight-idUSK CNOVUQER)

**U.S. Department of Defense, “Unclassified Report on Military Power of Tran,” April 2010, page 8.
(hitps://fas.org/man/eprint/dod iran 2010.pdf)

¢ Martin Chulov, “Syrian town of Qusair falls to Hezbollah in breakthrough for Assad,” The Guardian (UK), June
5, 2013, (bttps://www.theguardian.com/world/2013/jun/03/syria-army-seizes-qusair); Sulome Anderson, “Hezbollah
Is the Real Winner of the Battle of Aleppo,” Newsweek, January 9, 2017,
(http:/Awww.newsweek.com/2017/01/20/hezbollah-real-winner-battle-aleppo-539558.html)

*TEli Lake, “Iran Spends Billions to Prop Up Assad,” Bloomberg, Junc 9, 2015,

(https://www.bloomberg com/view/articles/2015-06-09/iran-spends-billions-to-prop-up-assad)
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My colleague Patrick Megahan and I noted in 2015 that Iran is able to keep its adversaries” well-
equipped conventional forces at bay by providing casy-to-produce munitions to militants which
force its adversaries to develop expensive countermeasurcs.”® Iran’s support to the Houthis in
Yemen exemplifies this. In early 2017, we cited Tchran’s problematic provision of anti-tank
missiles to the Houthis for use against Saudi-led coalition forces.” More recently, the U.S. State
Department attested that the U.S. government has “scen indications Iran is providing missile
support to the Houthis in Yemen.”* Iran’s arms transfers to Yemen have been interdicted multiple
times, and violate the arms ban®' found in the Annex of UNSCR 2231.%

Hlicit Financial Activities

Iran’s illicit financial activities continue to undermine the integrity of the rules-based financial
order. Iran’s financial activitics often involve the movement of money to illicitly g)rocure parts and
technology for Iran’s missile program,® as well as to sponsor terrorist activities.” However, even
innocuous-looking transactions may involve illicit actors. As noted by the Financial Action Task
Force (FATF) in February 2017, the organization “remain(s] concerned with the terrorist financing
risk emanating from Iran and the threat this poses to the international financial system.™
Additionally, Tran remains designated by the U.S. Treasury Department “as a jurisdiction of
‘primary money laundering concern’ under section 311 of the USA PATRIOT Act™® pursuant to
a 2011 finding. The present hesitancy exhibited by European banks towards doing business with
Iran is indicative of this status and concerns about Iranian financial institutions which lack anti-
money Jaundering controls.

* patrick Megahan and Behnam Ben Taleblu, “Putting Iran’s Arms Proliferation Back in Business,” Military Edge,
August 5, 2015, (http://militaryedge org/analysis-articles/putting-irans-arms-proliferation-business/)

* Behnam Ben Taleblu and Patrick Megahan, “Iran’s Maritime Mirage,” The Cipher Brief, January 3, 2017.
(https:ﬂwww,thecipherbrief;com/anicle/'exclusive/’middlc~east/'irans-maritimc»miraac-power»proiec{iondhrough'
conventional-means)

%S, Department of State, Press Release, “Iran, North Korea, and Syria Nonproliferation Act Sanctions,” March
24, 2017. (htips://www state. gov/r/pa/pre/ps/201 7/03/269084 hun)

1 United Nations Security Council, “Resolution 2221 (2015): Arms-related transfers,” accessed March 27, 2017,
(hitp//'www.un.org/en/sc/223 1 /restrictions-arms.shiml)

2 Jerrica Goodson, Simon Chin, and Valerie Lincy, “Iranian Arms Shipments to Yemen Violate U.N. Resolutions,”
Iran Watch, November 3, 2016. (hitp://www.iranwaich.org/our-publications/policy-briefs/iranian-arms-shipments-
yemen-violate-un-resolutions)

% For reporting on this procurement throughout 2015, see: German Federal Ministry of the Interior, “2015 Annual
Report on the Protection of the Constitution Facts and Trends, June 28, 2016, page 30,

(https://www. verfassungsschutz. de/cmbed/annual-report-201 5-summary.pdf). On materials, scc the applicability of
the products purchased and the payments made in: Andrea Stricker, “Case Study: Guilty Plea for Charge of
Exporting Metallic Powder to Iran,” Iustinde for Science and International Security, March 23, 2017, (hip:/fisis-
online.orp/isis-reports/detail/case-study-puilty-plea-for-charge-ofexporting-metallic-powder-to-iran). Also sce the
case of Karl Lee, in: “Li Fang Wel,” Iran Waich, April 20, 2016, (http://www.iranwatch.org/suppliers/li-fang-wei).
* See examples in Louis Charbonneau, Jonathan Saul, and James Pomfret, “Exclusive: Iran uses China bank to
transfer funds to Quds-linked companies - report,” Reuters, November 18, 2014. (http://www reuters.com/article/us-
iran-sanctions-china-exclusive-idUSKCNOI20CE20141119) and U.S. Department of State, Bureau of
Counterterrorism and Countering Violent Extremism, “Country Reports on Terrorism 2015: Chapter 3: State
Sponsors of Terrorism Overview,” accessed March 24, 2016. (https://www state. gov/i/et/rls/crt/2015/257520.him)
“ Financial Action Task Force, “Public Statement - 24 February 2017, February 27, 2027. (http://www.fatf-

gafi org/publications/high-riskandnon-cooperativejurisdictions/documents/public-statement-february-201 Z.htm1)

% U.S. Department of the T reasury, Press Relcase, “Fact Sheet: New Sanctions on Iran,” November 21, 2011.
(htps://www treasury. gov/press-center/press-releases/Pages/te 1367.aspx)
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Prior to the nuclear deal, Iranian financial institutions faced an escalating serics of sanctions that
impeded their ability to conduet business as usual. To offset this, Iran developed work-arounds by
using shell companies, dealing in cash and precious metals, as well as more sophisticated
sanctions-busting schemes across different jurisdictions to continue to turn a profit. A key player
in this regard was an Iranian businessman named Babak Zanjani. Zanjani reportedly sold over 20
million barrels of oil on behalf of Iran by abusing the legitimate financial system and working
through a Malaysian financial institution which he owned.®” Zanjani has fallen afoul of the
Rouhani administration which has cracked down on corrupt officials from the Ahmadinejad-cra
(2005-2013). This campaign, however, should not be interpreted as an anti-corruption effort —
Rouhani’s men also engage in systemic corrupticm(‘8 - but rather political payback.

Targeting Iran’s threat networks through sanctions is not only desirable, but possible. Doing so is
consistent with the JCPOA as well as the broad contours of U.S. strategy toward the Islamic
Republic of Iran over three decades. For the foresceable future, it will remain in the national
interest of the U.S. to erode Tran’s ballistic missile progress, defend the integrity of the international
financial system, and disrupt its terrorist networks,

Dealing with Iran’s Non-Nuclear Threats while Maintaining the JCPOA

The JCPOA aims to forestall an Iranian nuclear weapon through infusions of cash and access to
international markets. As a result, the deal prevented what experts believe would have been an
Iranian balance-of-payments crisis had sanctions remaincd in 2013.%° Since the final accord
entered its implementation phase in January 2016, Iran’s economy has been improving.

According to estimates by the International Money Fund (IMF), Iran underwent an “impressive
recovery” and had a projected 6-percent growth rate for the Persian year 1395-1396 (March 2016
—March 2017).”® Yet Tehran has also been the beneficiary of additional forms of relief. It received
controversial cash payments from the Obama administration totaling $1.7 billion”" 1o settle an arms
dispute with the U.S.” predating the 1979 Islamic revolution. In 2016, the United Nations lifted

7 Susan Engel Rasmussen, “How Babak Zanjani Went From Iran’s Top Sanctions Buster to Dead Billionaire
Walking,” Newsweek, March 14, 2016, (http//www newsweek com/2016/03/25/babak-zanjani-iran-sanctions-
corruption-execution-436360.him})

% Shabnam von Hein, “Reform regime in Tehran faces corruption allegations,” Deutsche Welle {Germany),
Scptember 3, 2016. (hitp:/www dw.com/en/reform-regime-in-tehran-fuces-corruption-allegations/a-19525195)

° First noted by: Mark Dubowitz and Annie Fixler, “The White House Cedes More, Even As Iran’s Economy
Recovers,” Foundation for Defense of Democracies, April 1, 2016, (http;//www.defenddemocracy.org/media-
hit/dubowitz-mark-the-white-house-cedes-morc-cven-as-irans-econony-recovers/)

O IMF data reported in: Ladanc Nasscri, “Iran’s ‘Impressive Recovery’ Clouded by ‘Uncertainty,” IMF Says,”
Bloomberg, February 28, 2017. (hitps://www.bloomberg.com/news/articles/2017-02-28/iran-s-impressive-recovery-
clouded-by-uncertainty-imf-says)

7" Jay Solomon and Carol E. Lee, “U.S. Sent Two More Plancloads of Cash to Iran After Initial Payment,” The Wall
Street Journal, September 6, 2016. (http://www.wsj.com/articles/u-s-sent-two-more-planeloads-of-cash-to-iran-
after-initial-payment-1473208256)

™ For a helpful primer on those arms contracts, see: U.S. General Accounting Office, Report by the Comptrofler
General of the United States, “Financial and Legal Implications of fran’s Canccllation of Arms Purchase
Agreements,” July 25, 1979, (hup://www.iranwatch.org/sites/default/files/us-gao-cancellationagreement-

072579.pdD
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their sanctions on Bank Sepah,” a key Iranian financial institution that has underwritten much of
the country’s missile development, well in advance of the scheduled delisting.™

An improved Iranian economy may sound like good news to those of us who wish the Iranian
people well, but in reality, it provides additional resources for the regime to continue engaging in
the same sort of behavior that has characterized the Islamic Republic since 1979. And nowhere in
the JCPOA is the U.S. restricted from using diplomatic, informational, military, and economic
(DIME) tools to challenge this behavior.

This view is not only held by those who have cited the fatal flaws of the JCPOA, but also by
members of the previous U.S. administration who negotiated the deal. In an address at American
University in August 2015, former President Barack Obama announced, “We will continue to have
sanctions in place on Iran’s support for terrorism and violation of human rights. We will continue
to insist upon the release of Americans detained unjustly.”” In Scptember 2015, former Secretary
of State John Kerry promised, “Have no doubt. The United States will oppose Iran’s destabilizing
policies with every national security tool available.”™ And during the August 2015 testimony of
Adam Szubin, acting under sccretary of Treasury for terrorism and financial intelligence, he
explained, “We will be aggressively countering the array of Iran’s other malign activities. The
JCPOA in no way limits our ability to do so, and we have made our posture clear to both Iran and
to our partners. ... Let there be no doubt about our willingness to continue enforcing these
sanctions.””’

Yet despite this outpouring of support for enforcing coercive measures against Tehran’s non-
nuclear threats after agreeing to the JCPOA in July 2015, the U.S. has appeared at best hesitant,
and at worst irresolute, in combatting these threats. For instance, after three Iranian missile tests
between July and December 2015, at least one of which a UN Panel of Experts determined violated
UNSCR 1929, the U.S. Treasury Department responded with symbotic designations’® pursuant

3 “Bank Sepah,” lran Watch, January 16, 2016, (http://www iranwatch.org/itanian-cotities/bank-sepah}

" Simon Chin and Valerie Lincy, “U.S. Surrenders Powerful Financial Weapon to Counter Iran’s Missile Program,”
Iran Watch, October 6, 2016. (http://www.iranwatch.org/our-publications/policy-briefs/us-surrenders-powerful-
financial-weapon-counter-irans-missile-program)

7 President Barack Obama, in: “Full text: Obama gives a speech about the Iran nuclear deal,” The Washingron Post,
August 5, 2015. (htips://www washingtonpost.com/news/post-politics/wp/2015/08/05/text-obama-gives-a-speech-
about-the-iran-nuclear-deal/?uim_term=.e817a12ada2d)

e Secretary of State John Kerry, in: Patricia Zengerle, “Obama scores policy win in securing votes for iran nuclear
deal,” Reuters, September 2, 2015 (http://www reuters. com/article/us-iran-nuclear-congress-
IdUSKCNOR211.620150902)

7 Adam Szubin, “Written Testimony of Adam J. Szubin, Acting Under Secretary of Treasury for Terrorism and
Financial Intelligence United States Senate Committec on Banking, Housing, And Urban Affairs,” Testimony before
Senate Committee on Banking, Housing, and Urban Affairs, August 5, 2015. (hitps://www treasury.gov/press-
center/press-relcascs/Pages/jl0144 aspx)

1 .ouis Charbonneau, “Iran’s October missile test violated U.N. ban: expert panel,” Reuters, December 16, 2015.
(htp://www reuters.com/article/us-iran-missiles-un-exclusive-idUSKBNOTY 1 T920151216)

7 Behnam Ben Taleblu, “Sanctions Delay Lets Tehran Expand Missile Power,” Foundation for Defense of
Democracies, January 11, 2016. (http://www.defenddemocracy org/media-hit/behnam-ben-taleblu-sanctions-delay-
{cts-tehran-expand-missile-power/)
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to Exccutive Order 13382% in January 2016 and scveral additional designations in March 2016.*!
This, in conjunction with the lack of pushback against Iran’s ongoing human rights abuses,*
appears to indicate that the U.S. was intimidated by the Iranian narrative that any new non-nuclear
sanctions would result in the collapse of the deal.

On July 20, 2015, part of Iran’s official statement on the adoption of UNSCR 2231 read: ®*

The Islamic Republic of Iran may reconsider its commitments under the JCPOA, if the
effects of the termination of the UNSC sanction, or EU or US nuclear related sanctions
or restrictive measures arc impaired by continued application or the imposition of new
sanctions with a nature and scope identical or similar to those that were in place prior
to the Implementation Date, irrespective of whether such new sanctions are introduced
on nuclear rclated or other grounds.

Iran’s statement was predicated on one very problematic paragraph in the introduction of the
JCPOA that reads, the U.S. and EU “will refrain from any policy specifically intended to dircctly
and adversely affect the normalisation of trade and economic relations with Iran.™

This clause, more than anything else, constitutes Iran’s argument against the imsposition of new
sanctions, or even the enforcement of existing sanctions for non-nuclear reasons.” This paragraph
should be interpreted narrowly, rather than broadly as Iran is trying to do. It is important to
remember two key things about the deal. By design, the JCPOA’s scope is limited to nuclear issues.
Thus, Iran will only receive “nuclear sanctions™ relief, and the U.S. is only committed to
waiving/lifling sanctions, not advocating for Iranian business.*® These factors circumscribe any
interpretation that Iran can marshal about one clause in the deal.

“us. Department of the Treasury, Press Release, “Treasury Sanctions These Involved in Ballistic Missile
Procurement for Iran,” January 17, 2016. (https://www.{rcasury.gov/press-center/press-releases/Pages/jl0322. aspx)
1 U.S. Department of the Treasury, Press Release, “Treasury Sanctions Supporters of Iran's Ballistic Missile
Program and Terrorism-Designated Mahan Air,” March 24, 2016. (hips://www treasury.gov/press-center/press-
releases/Pages/jl0395 .aspx ); U.S. Department of the Treasury, Press Release, “Counter Terrorism Designations;
Non-proliferation Designations,” March 24, 2016. (https://www treasury.gov/resource-center/sanctions/QFAC-
Enforcement/Pages/20160324.aspx)

% The last time the U.S. Treasury sanctioned an franian entity or individual for human rights abuses was in
December 2014. U.S. Department of the Treasury, Press Release, “Treasury Designates Additional Individuals and
Entitics Under Iran-retated Authorities.” December 30, 2014, (https://www treasury.gov/press-center/press-
rcleascs/Pages/j19731.aspx)

¥ “Iran statement following UNSC Resolution 2231 endorsing JCPOA,” Islamic Republic News Agency (Iran), July
20, 2015 (htp:/iwww7.ima.ir/en/News/8 1688987/}

¥ Joint Comprehensive Plan of Action, Vienna, July 14, 2015, paragraph 29, page 14.

(http://ccas.europa ew/statements-ceas/docs/iran_agreement/iran_join -comprehensive-plan-of-action_cn.pdf)

* Noted in: Behnam Ben Taleblu, “How Iran Ruined Nuclear Deals for Everyone,” The National Interest, July 20,
2016. (http:/nationalinterest.org/feature/how-iran-ruined-nuclear-deals-everyone-17051)

“ Adam Szubin, Acting Undersecretary of the Treasury Departrent, said to this effect, the JCPOA is “an
international arrangement, not a cashier’s check.” Quoted in: Jay Solomon, Asa Fitch, and Benoit Faucon, “Iran’s
Central Bank Chief Warns Banking-Access Issues Jeopardize Nuclear Deal,” The Wall Street Journal, April 15,
2016. (hitps://www. wsi.com/articles/irans-central-bank-chief-warns-banking-access-issues-jcopardize-nuclear-deal-
1460745930). A similar point was made by Mark Dubowitz during an FDD event. See transcript: “Keeping Iran in
Check: How to Combat Iran’s ilticit Activities,” Foundation for Defense of Democracies, March 24, 2017,
(htp:/iwww defenddemocracy.org/content/uploads/documents/32417 Kecping lran Check Transcriptpdf)
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To better defend and maintain the legitimate and legal space for the enforcement as well as
imposition of non-nuclear sanctions while adhering to the deal, Congress and the administration
should take three principled steps to counter Iran’s interpretations of the accord.

First, the U.S. should call Iran’s bluff. Iran has threatened that it retains other “options™ aside from
adhering to the JCPOA.*’ 1t has also claimed that non-nuclear sanctions violate the deal.*®® But
accepting both Iranian arguments at face value fails to comprehend that Iran retains distinct
incentives to stick with the JCPOA, as it gets more out of the deal than the U.S. does. The U.S.
should remain resolute and not amend its strategy based solcly on Iran’s distorted arguments. The
debate over renewing the Iran Sanctions Act (ISA) provides an instructive example. In November
2016, Iran’s supreme lcader said, “If this [the ISA] renewal is administered and becomes
operational, it is certainly a violation of the JCPOA and [they] should know that the Islamic
Republic of Iran will certainly display reactions against it.™ Before the ISA renewal could be
brought before the Joint Commission, Iran’s President Rouhani escalated the matter further by
threatening to develop nuclear maritime propulsion.”® When the Joint Commission decided against
Iran on the ISA renewal question,”! not only did Iran not walk away from the JCPOA,” but it
appearcd to reframe the ISA rencwal in its own media outlets.*

Second, the U.S. should engage in an equally powerful counter-narrative campaign. Iran has
complained about the West’s purported refusal to provide economic relief.* Discussing Western
banks’ behavior in April 2016, the governor of Iran’s central bank exclaimed, “They need to do
whatever is needed to honor their commitments ... Otherwise, the [Iran nuclear deal] breaks up
under its own terms.”® Instead of accepting this narrative, Washington should push back by

7 Noted by Iranian Foreign Minister Zarif in: “Iran says has oplions if nuclear deal fails,” Reurers, November 10,
2016. (http://www.reuters.com/article/us-usa-election-iran-zarif-idUSK BN 135 [X)

* In October 20135, Tran’s Supreme Leader Khamenei noted in a letter to President Rouhani that “any new sanctions
on any level with any excuse (for example with the repetitive fake excuses of support for terrorism or human rights)
pursucd by any of the opposing countries in the negotiations will be considered a breach of the Bar-Jaam [JCPOA]L”
“Leader’s letter to President Rouhani regarding the JCPOA,” Khamenei Website, October 21, 2015.

(http://english. khamenci. ir/news/2336/1 cader-s-letter-to-President-Rouhani-regarding-the-JCPOA)

¥ Ayatollah Seyyed Ali Khamenei quoted in:  Obds (815 sl 5 sgan /aml by L s 4l 1+ cslgms a3 3 (51 _yad
2l (Implementing the 10 year renewal of sanctions is certainly a violation of the JCPOA/The Islamic Republic
will display a reaction), Defa Press (Iran), November 23, 2016. (http://defapress.ir/fa/mews/2 14602 /- a5t

Aot gh L BB g Mg ) seeniuiluala i yiabi-badel Al Y s sleay )

e alla o B ay s sgen (uu) pga sl s (The President’s important orders to Zarif and Salehi),” Islamic Republic
News Agency (Iran), December 13, 2016. (hitp://www.irna.ir/fa/News/82344987/)

i European Union External Action, Press Release, “Press release on behalf of the Joint Commission of the JCPOA
(10 January 2017),” January 10, 2017. (hitps://ceas.europa.euw/hcadquarters/headquarters-
homepage cn/18436/Press%20release%200n%20behal(%200%20the% 20 0int%20Commission%200%20the %20
JCPOA%20(10%20January%202017))

** Shadia Nasralla, “Iran decides not to upset nuclear deal over U.S. sanctions extension,” Rewsers, January 10, 2017,
(httpy//www reuters.com/article/us-iran-nuclear-idUSK BN 14U2CL)

°3“JCPOA Partics: ISA Extension Not Affecting Removal of Anti-Iran Sanctions,” Fars News Agency (Iran),
January 11, 2017. (http://en farsnews.com/newstext.aspx ?nn=13951022000738)

% Also sce the conditions impacting the return of banks in: Bozorgmehr Sharafedin, “Iran says European banks
reluctant to resume transactions,” Reuters, March 5, 2016. (http://www.reuters.com/article/us-iran-europe-banks-

idUSKCNOWT00X)
% Valiollah Seif quoted in: Jay Solomon, Asa Fitch, and Benoit Faucon, “Iran’s Central Bank Chief Warns Banking-
Access Issucs Jeopardize Nuclear Deal,” The Wall Street Journal, April 15, 2016,
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providing instances of banks refusing to deal with Iranian financial institutions because of their
poor management and the resulting challenge of conducting proper due diligence to ensure that
their Iranian interlocutor is not engaged in terror or proliferation finance. Iran’s outdated banking
system has also not made things easy. Despite desiring “financial legitimization™® to get off the
FATF blacklist, the country’s hardliners continue to view compliance with international bodies
like FATF as “self-sanctioning.”’ Congress must challenge the notion that Iran is a responsible
financial player by highlighting compliance risks.

And finally, U.S. officials should embrace the bully pulpit to put the spotlight on Iran. While this
admittedly is not always done through statutory measures, the executive branch’s recent actions
are instructive. After news reports of an Iranian MRBM launch in December®™ and another in
January,” the new administration not only designated Iranian and non-lranian entities supportive
of its ballistic missile program,'™ but it publically put Iran “on notice.”’” To date, Iran has not
test-fired another MRBM. Providing cvidence that such mcasures work against Iran, the
commander of Iran’s IRGC-Acrospace Force recently noted that the reason Iran removed a space
launch vehicle from a launch pad in early February'® was due to the concerns of “some men” over
the potential American reaction.'™

What Non-Nuclear Sanctions Accomplish

Building on what is left of the sanctions architecture against Iran is essential if the U.S. is serious
about challenging Tehran on non-nuclear grounds. In addition to the intuitive rationales in
impeding Iran’s progress on ballistic missiles, curbing its terrorism-sponsoring capabilities, and
foiling its rcgional designs, targeting Iran’s non-nuclear threats may facilitate closer defense,

(httpsy//www.wsj.com/articles/irans-central-bank-chie{-warns-banking-access-issues-jeopardize-nuclear-deal-
1460745930)

* Noted by Mark Dubowitz in: “Transcript of press call on fran’s place on Financial Action Task Force (FATF),”
Foundation for Defense of Democracies, accessed March 28, 2017. (http://www.defenddemocracy.org/iranseript-
media-conference-call-on-the-financial-action-task-force-faif-an/)

T g o L pen )y @l by 520 /S 0 810 sila 3 K m B9 4 w3 b 4R (How to Negotiate with A
Regime Whose Goal is Our Downfall/They Will Also Bring the Same Scourge [which they brought] on Yasser
Arvafat Upon Us),” Tasnim News Agency (Iran), November 2, 2016,

(https://www tasnimnews.com/famews/1395/08/12/1 202756/~ sulr s a2i8-a 8130 Candar 3 8 s 580848 a9 1-ndd Sa
B e )

" Lucas Tomlinson and Jennifer Griffin, “Iran launched another ballistic missile in secret last month, US officials
say,” Fox News, Japuary 31, 2017. (http://www foxnews.conyworld/2017/01/3 1 /iran-launched-another-ballistic-
missile-in-secret-last-month-us-officials-say. himl)

¥ David E. Sanger, “Iran Launches a Missile, Testing Trump’s Vows of Strict Enforcement,” The New York Times,
January 30, 2017. (bitps://www .nytimes.com/20] 7/01/30/world/middlecast/iran-missile-test. html? r=0)

M US. Department of the Treasury, Press Release, “Treasury Sanctions Supporters of Iran’s Ballistic Missile
Program and Tran’s Islamic Revolutionary Guard Corps — Qods Force,” February 3, 2017.

(https://www treasury. gov/press-center/press-releases/Pages/as0004.aspx)

" The White House, Office of the Press Sceretary, “Statement by the National Security Advisor,” February 1, 2017.
(https://www.whitehouse.gov/the-press-office/2017/02/01/statement-national-security-advisor)

1% Lucas Tomlinson and Jennifer Griffin, "EXCLUSIVE: Iran pulls missile from launchpad after apparent prep for
launch, US officials say,” Fox News, February 7, 2017. (hitp://www.foxnews.com/world/2017/02/07/exclusive-iran-
pulls-missile-from-launch-pad-afier-apparent-prep-for-launch-u-s-officials-say.htmt)

' See statements by Commander Hajizadeh in: “13 Jsh a3 15 el sale Sl pa « 55 55 L Jldl (With [the mention of]
a single threat, the men took the satellite launch missile into storage),” Kavhan (Iran), March 10, 2017.
(http:/kavhan ir/{a/news/99832/258 5 falast 1 e 3 dlacu Sl gae si-cSiale U
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intelligence, security, and political cooperation between Washington and its allies, particularly as
the JCPOA continues to be implemented. Using non-nuclear sanctions against the battery of threats
posed by Iran also signals that Washington views Tehran as more than just a nuclear proliferation
problem to be managed at a future date. It communicates that there is a larger strategy guiding
Washington’s Iran policy, which, at a bare minimum, involves defanging Iran.

There is significant space for Congress to play a role in this regard. The U.S. should sanction all
entities owncd or controlled by the IRGC or the supreme leader, both of which received a windfall
in the aftermath of the nuclear dcal.'®™ Similarly, the U.S. needs to find creative ways to offsct the
comparative advantage Iran’s IRGC-linked businesses have against the genuine, but increasingly
marginalized, Iranian private sector. But most of all, the U.S. must increase the pressure on the
Islamic Republic through punishment, coercion, and deterrence.

1. Punishment — By levying non-nuclcar sanctions on Iran, Congress can punish Tehran’s
leaders for their illicit and destabilizing past behavior (July 2015 — present). Framing
cconomic mcasures against Iran as punitive can help enforce the norms that the U.S.
believes Iran has transgressed.

2. Coercion — Congressional sanctions can help course-correct the behavior of the entities
by gradually increasing the costs of continuing to engage in the sanctionable behavior.
Non-nuclear sanctions can thercfore be instrumental in helping to stop present or ongoing
activitics.

3. Deterrence — Lastly, sanctioning Iran on non-nuclear grounds also has a deterrent or
forestalling effect. The U.S. can deter prospective Iranian bad behavior by credibly
demonstrating the costs of infransigence. It also signals to other U.S. adversaries that
continuously violating norms comes with a cost, and the U.S. is not in the business of
issuing empty threats.

While policymakers should appreciate the punishing and deterring impact sanctions can have on a
target, the ideal impact non-nuclear sanctions should have is the cocrcive one. Namely, one where
Iran ceases engaging in the behavior that the sanctions were levied to terminate.

In a recent report about American cconomic power, my colleague Eric Lorber explained the
importance of matching sanctions relief to a change in conduct. The JCPOA provided a case study
in what not to do. While the Obama administration obtained a nuclear deal, it did not obtain a
chan%'c in Iranian illicit financial practices that would encourage private banks to reengage with
Iran.™ To preempt making this same mistake again, policymakers should consider the goals of

14 Emanuele Ottolenghi, Saced Ghasseminejad, Annie Fixler, and Amir Toumaj, “How the Nuclear Deal enriched
Iran’s Revolutionary Guard Corps,” Foundation for Defense of Democracies, October 2016.
(http://www.defenddemocracy.org/content/uploads/documents/IRGC_Report.pdf); Yeganeh Torbati, Bozorgmehr
Sharafedin, and Babak Dehghanpisheh, “After Iran’s nuclear pact, state firms win most foreign deals,” Rewsers,
January 19, 2017, (http://www. reuters.cony/article/us-iran-contracts-insight-idUSKBN153288)

1% Eric Lorber, “Securing American Interests: A New Era of Economic Power,” Foundation for Defense of
Democracies, February 2017, pages 19-20.

(http://www .defenddemocracy org/content/uploads/documents/CSIF_Sccuring American Interests.pdf)
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statutory sanctions — namely, if they arc coercive, punitive, or both — prior to fevying them. This
consideration can help policymakers design the most effective conduct-based sanctions.

Examples of Prospective Offenses that Can Be Addressed with Non-Nuclear Sanctions

While this testimony has outlined three major Iranian non-nuclear threat portfolios, each area
presents unique challenges that policymakers should be prepared to counter. Below are four
hypothetical scenarios bascd on lran’s current capabilities Iran already has or behavior in which
the regime has previously engaged or possibly could engage.” In all four cases, statutory measures
can play a leading role by informing and developing U.S. policy aimed at altering Iranian behavior.
In all scenarios, U.S. responses are deemed to be fully consistent with the letter and spirit of the
JCPOA.

1. Tranian journalists who blog about ongoing corruption in Iran are targeted by
vigilantes egged on by regime officials.

a. Why this is a threat: Iran’s brutal crackdowns on its own people are an affront to
U.S. values. But the U.S. also retains a strategic interest in siding with the Iranian
people. Failing to stand up for those who risk their lives by engaging in
investigative journalism only provides ammunition to Iran’s repressive apparatus.
Journalists should be permitted to engage in investigative reporting, particularly to
try to push their government to be more honest and accountable.

b. What Congress can do: Congress can use the recently-passed Global Magnitsky
Act to issue asset freezes and visa bans for the persons and entities involved in the
crackdown." Using the Global Magnitsky Act communicates a strong signal to
the Iranian population that Congress is not afraid to use instruments of U.S. national
security to stand up for the rights of the Iranian people. Similarly, should reporting
on lran’s corruption activities yield significant findings about the illicit forcign
financial activitics of Jran’s lcaders, those leaders should also be targeted.

2. Iran publically (and successfully) tests a solid-fuel MRBM.

a. Why this is a threar: Iran’s continued ballistic missiles launches violatc the Annex
of UNSCR 2231. Iran’s ballistic missile arsenal is alrcady the Middle Fast’s

1% Eric Lorber, “Securing American Interests: A New Era of Economic Power,” Foundation for Defense of
Democracies, February 2017, page 16.
(http://'www.defenddemocracy.org/content/uploads/documents/CSIF_Sccuring American_Interests.pdf)

"7 Described in: Emanuele Ottolenghi, Saced Ghassemincjad, Annic Fixler, and Amir Toumaj, “How the Nuclear
Deal enriched Iran’s Revolutionary Guard Comps,” Foundation for Defense of Democracies, October 2016, page 32.
(hitp://www defenddemocracy. org/content/uploads/documents/IRGC Report.pdf); Samuel Rubenfeld, “U.S.
Congress Passes Global Magnitsky Act Sanctions,” The Wall Street Journal, December 8, 2016.
(http://blogs. wsi com/riskandcompliance/2016/12/08/u-s-congress-passes-global-magnitsky-act-sanctions/)
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Targest'® and can reach ranges of up to 1,500 miles from Iranian territory.'® Iran

last tested a solid-fuel MRBM in 2011 called the Sejjil-2. The two-stage Scjjil-2
easily meets the Missile Technology Control Regime’s (MTCR) payload/range
metric of a “nuclcar-capable” ballistic missile.'

b. What Congress can do: Congress has a vast array of options on the ballistic missile
front. First, pursuant to the FY2017 NDAA, it should rcquest from the
administration an immediate assessment of the launch to obtain analytical data
about the test."! Next, it should request a report on A) the key sectors of the Iranian
economy that support Iran’s domestic research, production, testing, storage,
maintenance, and transportation of ballistic missiles, and B) public or private
Iranian entities that are active in their country’s ballistic missile program. Congress
can then issue sector-specific sanctions on sclect portions of the Iranian
economy,' gradually raising the costs of missile testing.

3. A foreign financial institution which does business in the U.S. processes transactions
on behalf of an IRGC-owned and/or -controlled company.

a. Why this is a threat: Due to the nuclear deal, the IRGC, its affiliated companies,
and its veteran-operated and -affiliated businesses are experiencing a financial
windfall, even though sanctions on the IRGC remain in place. Designated entities
cannot be permitted to use the formal financial system to engage in illicit activities
like providing material support to terror. Such activities endanger the rules-based
global financial system that the U.S. leads.

b. What Congress can do: Congress can call upon the administration to designate
Iran’s IRGC pursuant to Executive Order 13224, which sanctions those who offer
material support for, and/or engage in, terrorism.'"* Additionally, Congress can also
call for the establishment of an IRGC foreign financial institution “watch list,”a
public list that the U.S. could share with partner foreign financial institutions that

'% James R. Clapper, “Statement for the Record, Worldwide Threat Assessment of the US Intelligence
Community,” Testimony before the Senate Armed Services Committee, February 9, 2016.
(https//www.dni.gov/files/documents/SASC Unclassified 2016 ATA SFR FINAL.pdf)

9% Seiil,” Military Edge, accessed March 29, 2017. (hitp//militaryedge.org/armaments/seiil/y

19 K elsey Davenport, “The Missile Technology Control Regime at a Glance,” Arms Control Association, August
2016. (https://www.armscontrol.org/factsheets/micr)

"' See relevant portion of FY2017 NDAA in: National Defense Authorization Act for Fiscal Ycar 2017, Pub. L.
114-328, 114 U.S.C. §1226, page 488-489. (hitps://www congress.pov/[ 14/bills/s2943/BILLS-11452943enr.pdf)
"2 First recommended by: Saeed Ghassemingjad, “Iran’s Ballistic Missile Program and Economic Sanctions,”
Foundation for Defense of Democracies, March 2016.

(hitp://www.defenddemocracy. org/content/uploads/documents/Ballistic Missile Sanctions.pdf)

Hys. Department of the Treasury, Office of Foreign Assets Control, “Terrorism: What You Need To Know About
US Sanctions,” accessed March 29, 2017. (https://www.lreasury.gov/resource-
center/sanctions/Programs/Documents/ierror.pdf)

"' Builds on the idea noted by Mark Dubowitz, in: Mark Dubowitz, “The Iran Nuclear Agreement: One Year
Later,” Testimony before the Senate Committee on Foreign Relations, July 14, 2016, page 37.

{htip:/fwww defenddemocracy org/content/uploads/documents/Dubowitz_ Onc_Year Later Full.pdh)
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have processed transactions for IRGC-owned/operated businesscs during the
JCPOA implementation-cra.

4. An Iranian arms shipment to Yemen is intercepted.

a. Why this is a threat: Although not technically a proxy of Tehran,''* Yemen’s
Houthi rebels receive weapons from Iran. Gulf Cooperation Council members and
other U.S. partners have formed a maritime blockade and intercepted multiple
franian arms shipments to the Houthi’s via sea."® In response, Iran has adapted to
using land routes via Oman to traffic weapons."'” These weapons transfers help
keep the Houthi insurgency raging and bleed lran’s Sunni Arab regional
competitor, Saudi Arabia. Iran’s shipment of arms to the Houthis also violates
UNSCR 2231."%

b. What Congress can do: Congress should request a full review of Iran’s support for
the Houthi rebels. In so doing, Congress can request information about persons and
entities that produce weapons or facilitated their transfer and authorize sanctions
against these persons. Congress can also inquire about the likely role the IRGC
plays in these transfers, and again seek to have it designated pursuant to Executive
Order 13224 as well as under Exccutive Order 13611, which blocks the “property
of persons threatening the peace, security, or stability of Yemen ™"

Recommendations

For policymakers to successfully combat Iran’s non-nuclear threats, they must be cognizant that
they are operating in a world where a nuclear deal is accentuating those threats. From the moment
Iran agreed to the JCPOA in July 2015, it gambled that it would have enough leverage against the
international community to continue its destabilizing activities relatively uncncumbered. To
counter this and prove Iran wrong, the U.S. must use cocrcive diplomacy underwritten by a whole-
of-government approach.

The list below offers select policy options to that effect, some of which my FDD colleagues have
previously suggested before Congress.

'1* April Longley Alley and Joost Hilterman, “The Houthis are not Hezbollah,” Foreign Policy, February 27, 2017.
(http://foreignpolicy.com/201 7/02/27/the-houthis-arc-not-hezbollah/)

18 ¢ 1. Chivers and Eric Schmitt, “Arms Seized Off Coast of Yemen Appear to Have Been Made in Iran,” The New
York Times, January 10, 2017, (https://www nytimes com/201 7/01/10/world/middiccast/vemen-iran-weapons-
houthis.html? r=0); Courtney Kube, “U.S. Officials: Iran Supplying Weapons to Yemen’s Houthi Rebels,” NBC
News, October 27, 2016. (hitp://www nbenews com/news/us-news/u-s-officials-iran-supplying-weapons-yemen-s-
houthi-rebels-n674181); William Maclean, “Weapons bound for Yemen seized on Iranian boat: coalition,” Reufers,
September 30, 2015, (http:/fwww.reuters.com/article/us-yemen-security-idUSKCNORUOR 220150930

"7 Yara Bayoumy and Phil Stewart, “Exclusive: lran steps up weapons supply to Yemen’s Houthis via Oman —
officials,” Reurers, October 20, 2016. (hitp://www.rcuters.comvarticle/us-yemen-sceurity-iran-idUSKCN 1 2K0CX)
¥ See statements by former UN Secretary General in: United Nations Sceurity Council, “Second report of the
Secretary-General on the implementation of Security Council resolution 2231 (2015),” December 30, 2015,
(http://www.un.org/en/ga’search/view_doc.asp?symbol=S8/2016/1136)

1 Executive Order 13611, Presidential Documents, 77 Federal Register 20533, May 18, 2012.

(hitps://www treasury. gov/resource-center/sanctions/Programs/Documents/vemen_eo.pdf)
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1. Target Iran’s regional partners. Despite not having any formal defense pacts or
alliances, the Islamic Republic of Iran has spent blood and treasure to keep the Assad
regime in place. The U.S. should work to weaken the Syrian regime, either forcing Iran to
invest more in that theater to bleed it of resources, or force it to cease its support.
Specifically, the U.S. should continue to maintain, enforce, and escalate sanctions on the
Assad regime by drawing on existing autboritics under the International Emergency
Fconomic Powers Act (IEEPA), a useful tool in designing sanctions. The number of
members of the Assad regime targeted for visa bans and asset freezes should also be
increased. Lastly, Congress should sanction entities that provide things like jet fuel,'®
which enable the Syrian war machine.

2. Designate the entire IRGC pursuant to Executive Order 13224."%' In 2007, the
Treasury Department designated the IRGC’s Quds Force pursuant to Executive Order
13224 for supporting terror groups“22 While the U.S reportedly entertained targeting the
entire IRGC based on the same executive order,'™ it still has not yet taken this step.
Presently, the IRGC is targeted under several executive orders for nuclear and missile
proliferation and for human rights abuses."* In 2010, the U.S. Department of Defense
noted, “Elements of Iran’s Islamic Revolutionary Guard Corps (IRGC) have provided
direct support to terrorist groups, assisting in the planning of terrorist acts or enhancing
terrorist group ca}:)abilitics.”125 Additional proof of the IRGC’s involvement in terrorism
and regional destabilization is provided by Iran’s deployment of IRGC-Ground Forces
(IRGC-GF) to die in Syria.'*® Designating the whole IRGC as a terrorist organization can
signal that the U.S. remains committed to targeting the organization and defending the
architecture of secondary sanctions already in place to combat Iran’s non-nuclear threats.

2% Note the case of smuggled jet fuel in: Guy Faulconbridge and Jonathan Saul, “Exclusive: Russian tankers defy
EU ban to smuggle jet fuel to Syria - sources,” Reuters, November 22, 2016. (hitp://www.reuters.comv/article/us-

mideast-crisis-syria-fuel-exclusive-idUSKBNI3HIT8)

21 Emanuele Ottolenghi, “Time to designate fran’s Revolutionary Guards as terror group,” The Hiil, October 20,

oroup)

2(J.S. Department of the Treasury, Press Release, “Fact Sheet: Designation of Iranian Entities and Individuals for
Proliferation Activities and Support for Terrorism,” October 25, 2007. (https.//www.treasury.gov/press-center/press-
releases/Pages/hp644.aspx)

13 Noted in: David Crist, The Twilight War: The Secret History of America’s Thirty-Year Conflict with Iran, (New
York: The Penguin Press: 2012).

124 S. Department of the Treasury, Press Release, “Fact Sheet: Designation of Iranian Entities and Individuals for
Proliferation Activities and Support {or Terrorism,” October 25, 2007. (hitps:/www treasury gov/press-center/|
releases/Pages/hp644.aspx); U.S. Department of the Treasury, Press Release, “Treasury Sanctions Iranian Security
Forces for Human Rights Abuses,” June 9, 2011, (hitps//www treasury gov/press-center/press-
releases/Pages/te1204.aspx); U.S. Department of the Treasury, Press Release, “Fact Sheet: New Executive Order
Targeting Human Rights Abuses Via Information Technology,” April 23, 2012. (hitps://www treasury.gov/press-
center/press-releases/Pages/te 1547 aspx

'35 U.S. Department of Defense, “Unclassified Report on Military Power of Iran,” April 2010, page 8.
(https://fas.org/man/eprint/dod_iran_2010.pdf)

126 Ali Alfoneh and Michael Eisenstadt, “Iranian Casualties in Syria and the Strategic Logic of Intervention,” The
Washington Institute for Near East Policy, March 11, 2016. (http://www washingtoninstitute org/policy-
analysis/view/iranian-casualties-in-syria-and-the-strategic-logic-of-intervention)
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3.

Call for an investigation into Iran’s activities in Yemen and the feasibility of
designating the IRGC under Executive Order 13611. Executive Order 13611 targets
those who “threaten the peace the peace, security, or stability of Yemen.”"” Numerous
Iranian arms shipments to Yemen’s Houthi rebels have been intercepted by a U.S.-allied
maritime coalition. These arms shipments undoubtedly endanger the security and stability
of Yemen. Given the IRGC’s omnipresent role in Iranian security policy, Congress should
call for an investigation into Iran’s support for the Houthis and the role of the IRGC or
IRGC-linked entities in Iran in producing and transporting weapons for the Houthis.

Require reporting on Iranian attempts to engage in proliferation finance and illicit
procurement.’™ According to a report from Germany’s domestic inteiligence in 2016,
Iran-linked entities the prior year engaged in “illegal proliferation-sensitive procurement
activities ... at what is, even by international standards, a quantitatively high level ' It is
worth recalling that for the first half of 2013, Iran was finalizing the JCPOA nuclear deal
with the P5+1, Congress should require a report from the intelligence community about
fran’s financing measures for this illicit procurement as well as a full review of post-deal
attempts to engage in proliferation finance and ilficit procurement.

Develop an “IRGC Watch List.”® Countries supportive of international non-
proliferation efforts often retain “watch lists™"' of entities where there is reason to believe
“their exports might potentially be of concern on end- use gr()und&”‘3 ? These watch lists
set a useful precedent. Congress could support efforts to enforee non-nuclear sanctions by
requiring the 1.8, government to develop a public list of entities suspected of having
financial ties with any IRGC-owned/operated business or financial institution. This list will
help the private sector better evaluate risk and avoid transactions with suspicious partics.
The same should be done with respect to entities contributing to Iran’s missile program.

Contest Iran’s narrative about all its non-nuclear threats and inhibit its financial
legitimization campaign.'> Since the nuclear deal, Tran has been arguing that it deserves

197 Bxecutive Order 13611, Presidential Documents, 77 Federal Register 29533, May 18, 2012

(htip:Ywww fatf-
gali.org/media/fatf/documents/reports/ Typologics % 20Report®20on%20Proliferation¥20Financing pdf)

3%

German Federal Ministry of the Interior, “2015 Annual Report on the Proiection of the Constitution Facts and
Trends,” June 28, 2016, page 30. (https:/Awww . verfassungsschutz defembed/annual-report-201 S-summas

pdf

2 Mark Dubowitz, *“The Tran Nuclear Agreement: One Year Later,” Testimony before the Senate Committee on
Foreign Relations, July 14, 2016, page 37.
(http://www.defenddemocracy.org/content/uploads/documents/Dubowitz One Year Later Fuil.pdf)

3 1n the case of the UK, their “Iran List” was the JCPOA’s latest victim. See: UK Department for International
Trade, Export Control Organisation, “Notice to exporters 201 7/08: Iran list removed from GOV.UK,” March 22,
2017. (htips;//www.gov.uk/government/publications/notice-to-exporters-201 708-iran-list-removed-from-
g]avuk;“noaicc—to-cxpoﬂﬁrs-mi 708-iran-Hst-removed-from-govuk)

YUK Department for Business Innovation & Skills, Export Control Organisation, “Iran List: WMD End-Use
Control: Licence Applications for fran,” October 31, 2015, (http://www.iranwatch.org/library/governmentsfunited-

kingdom/departiment-business-insovation-skills/iran-list)

133 Mark Dubowitz, “The Iran Nuclear Agreement: One Year Later,” Testimony before the Senate Committee on
Foreign Relations, July 14, 2016, pages 33-33.
(hitp/iwww. defenddemocracy.org/content/uploads/documents/Dubowite_Oue Year Later Full.pdD
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to enjoy the full benefits of being a member of the international community in good
standing, albeit without the requisite responsibilities. Until the U.S. sees a change in Iran’s
illicit conduct, it should not relent. Lawmakers and the administration should remind the
international community of the importance of (as well as roadblocks to) doing sufficient
due-diligence on Iranian entities and Iran’s banking sector. Similarly, international bodies
should be cautioned against lowering their standards on Iranian compliance issues just
because the Islamic Republic negotiated a favorable nuclear deal.

Use the Global Magnitsky Act to target corruption and stand up for human rights.'34
The Global Magnitsky Act is now public law and can be used to protect American banks
and businesses from financially corrupt entities in Iran and those who engage in systemic
human rights abuses. The act enables the U.S. to engage in a high-profile “naming and
shaming campaign” against those who have struck it rich through illicit means. The goal
of this campaign would be to expose those actors for corruption and human rights abuses
and to deter foreign financial institutions from doing business with them until their
behavior changes.

Call on the adwministration to provide reporting on Iran’s ballistic missiles.””> For
Congress to check Iran’s growing arsenal of ballistic missiles, it needs as much information
as possible on missile tests and the entities and persons who support these tests but have
not yet been sanctioned. Congress should review how Iran’s Ministry of Defense and
Armed Forces Logistics (MODAFL) and IRGC affiliates continue to be active in the
ballistic missile program, and if any foreign or Iranian entities have not been sanctioned
for financial or material support to the missile program. Additionally, Congress should
require reporting on Iranian attempts to illicitly procure missile technology and related
material from abroad, be it through jurisdictions of weak central authority or businesses
that to hide their real end user.

Develop sector-specific sanctions on Iranian domestic industries active in the ballistic
missile program.”® Much attention has been paid to export controls and proliferation
finance as a way to retard the Iranian missile program from outside-in. But Iran is already
fairly self-sufficient in the production of select missiles that can target U.S. military
facilities in the region. Congress should develop a series of graduated sanctions that choke
off critical nodes in the research, production, development, and transport sectors that work
on Iran’s ballistic missiles. These arcas can be broadened to include industries like
metallurgy and mining. Such sanctions complement the web of export controls already in
place in the U.S. and many countries around the world.

34 Emanuele Ottolenghi, Saced Ghasseminejad, Annie Fixler, and Amir Toumaj, “How the Nuclear Deal enriched
Iran’s Revolutionary Guard Corps,” Foundation for Defense of Democracies, October 2016, page 32.
(http://www.defenddemocracy.org/content/uploads/documents/IRGC Report.pd)

135 Mark Dubowitz, “The Iran Nuclear Agreement: One Year Later,” Testimony before the Senate Committee on
Foreign Relations, July 14, 2016, page 35.
(http://www.defenddemocracy.org/content/uploads/documents/Dubowitz One Year Later Full.pdf)

3% Saeed Ghassemingjad, “Iran’s Ballistic Missile Program and Economic Sanctions,” Foundation for Defense of
Democracies, March 2016.

(http//www defenddemocracy.org/content/uploads/documents/Ballistic Missile Sanctions.pdf)

Foundation for Defense of Democracies 21 www.defenddemocracy.org



103

Behnam Ben Taleblu April 4,2017

10. Support efforts to amend language in the Annex of UNSC Resolution 2231. UNSCR
2231 has arms export/transfer and missile test bans that expire in a little more than three to
six years from now. To amend this, the U.S. should cormit to unwinding conduct-based
sanctions only after Iran’s behavior has changed, not when a political agreement is at hand.
Because the language on those prohibitions is in the UNSCR’s Annex and technically not
in the JCPOA, the U.S. can preempt criticism by calling for a resolution that builds on the
concerns about Iranian arms transfers and missile tests. Congress should lend public
support to such an initiative and call for the UN to extend those bans by two more years,
and require not a single violation to be recorded in those two years. Otherwise, the ban will
automatically renew until there is a period without incidents.

To defend longstanding American interests on issues of terrorism, regional stability, human rights,
illicit finance, and ballistic missiles, the U.S. should both enforce and grow its arsenal of non-
nuclear sanctions to contest Iran’s non-nuclear threats. Such actions are consistent with past
bipartisan statutory measures. They arc also important in the JCPOA implementation-cra as the
accord cannot be permitted to be the sole document defining U.S. policy towards Iran.

1 thank you very much for your time and attention today, as well as your kind invitation to testify.
I look forward to answering your questions.
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Questions for the Record

Hearing: Joint MP&T and Terrorism and Illicit Finance

“Increasing the Effectiveness of Non-Nuclear Sanctions Against [ran”
Date: Tuesday, April 4, 2017

Requesting Member: Rep. French Hill (AR-2)

Question for Mr. Behnam Ben Taleblu

In Mr. Taleblu’s written testimony he recommends that the US government sanction all entities
owned or controlled by the IRGC or the supreme leader. It is Rep. French Hill’s understanding
that some of these entities were delisted in the JCPOA, such as EIKO (The Execution of Imam
Khomeini’s Order), the Supreme Leader’s holding company.

Would relisting entities like EIKO be in violation of the JCPOA? What would the impact of
relisting EIKO or other entities delisted under the JCPA? Do we know what EIKO is used for?
Do you have a list of entities that the United States should consider relisting?

*kk

The nuclear deal lines the pockets of the worst actors in the Islamic Republic by removing
sanctions on certain types of trade with Iran and by “de-listing™ a plethora of entities from U.S.
sanctions lists.' At the same time, however, it does not preclude Washington from targeting
Iran’s other “non-nuclear” threats. The U.S., therefore, must work to expand the remaining, non-
nuclear sanctions architecture by targeting what the JCPOA does not address — namely Iran’s
ballistic rr;issiles, terrorism and regional destabilization, human rights, and illicit financial
activities.

In order to undermine the core of the regime’s corruption and illicit finance efforts, Washington
should target EIKO (aka as Setad®), which is widely-known as the holding company for Iran’s
Supreme Leader, Ayatollah Seyyed Ali Khamenei. While EIKO was delisted by the JCPOA.*
there are grounds for re-issuing sanctions.

According to the U.S. Department of the Treasury, which had designated EIKO pursuant to
Executive Order 13599, EIKO has earned, “billions of dollars in profit... through the
exploitation of favorable loan rates from Iranian banks and the sale and management of real

! See, for example: Emanuele Ottolenghi, Saeed Ghasseminejad, Annie Fixler, and Amir Toumaj, “How the Iran

Nuclear Deal Enriches the Revolutionary Guards,” Foundation for Defense of Democracies, October 2016.

(http://www.defenddemocracy.org/content/uploads/documents/IRGC_Report.ndf

? Recommended in: Behnam Ben Talebhy, “Increasing the Effectiveness of Non-Nuclear Sanctions Against Tran,”

Testimany before the House Financial Services Monetary Policy and Trade, and Terrorism and Hlicit Finance

Subcommittees, April 4, 2017.

(http://www defenddemocracy.ore/content/uploads/documents/40317_BBT_Testimony.pdf)

* Steve Stecklow, Babak Dehghanpisheh and Yeganeh Torbati, “Khamenei controls massive fmanmal empire built

on property seizures,” Reuters, November 11, 20}3 (http://www.reuters.com/investicates/irg g D
* Emanuele Ottolenghi, Sace.d Ghassemme}ad “Obama s Glﬁ to the Aya{ollah The Weekly Standard, August4

2015, (hitp://www, weeklvs
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estate holdings, including selling property donated to EIKO. EIKO has also confiscated
properties in Iran that were owned by Iranians not living in Iran full-time. In addition to
generating revenue for the Iranian leadership, EIKO has been tasked with assisting the Iranian
Government’s circumvention of U.S. and international sanctions.™ This damning overview of
EIKO’s activities further came into the spotlight when a Reufers investigation revealed the
diverse holdings of EIKO in industries ranging from agriculture to telecommunications.®

U.S. removed EIKO from the Specially Designated Nationals (SDN) list on Implementation Day
(January 16, 2016) pursuant to the JCPOA.” While the organization is no longer being “subject
to secondary sanctions,” U.S. gersons remain banned from engaging in business with EIKO
under Executive Order 13599,

Relisting EIKO is not a violation of the nuclear accord. EIKO was not sanctioned for its role in
Iran’s nuclear program, and therefore was not subject to nuclear sanctions ~ the only type of
sanctions that the former administration claimed the JCPOA addressed. In fact, EIKO should
never have been delisted in the first place. Should the U.S. Congress decide to relist EIKQO and
its subsidiaries, it can do so incrementally and strategically. First, it should target EIKO and all
its subsidiaries pursuant to the Global Magnitsky Act, which sanctions those responsible for
corruption and human rights abuses. This would signal both to the regime and the Iranian people
that the U.S. will stand up against government-sponsored corruption and human rights violations
in Iran. Congress and the administration could also decide re-list the entity under the same
authority under which it was previously sanctioned and impose secondary sanctions against those
foreign entities who do business with EIKO.

Admittedly, the optics of relisting EIKO under the exact same authority could cause some
consternation among U.S. allies because it may appear to that the U.S. is re-imposing nuclear
sanctions lifted by the JCPOA. Even though Iran will claim this move violates the deal, it does
not transgress the letter or spirit of the accord. Rather, it is consistent with longstanding U.S.
national security policy towards Tehran. The U.S. must avoid being bullied by creative Iranian
arguments about what measures do and do not violate the accord.” Still, it may be more useful
and expedient in this context to use Global Magnitsky and then adopting a wait-and-see attitude.

*U.S. Department of the Treasury, Press Release, “Treasury Targets Assets of Iranian Leadership,” June 4, 2013.

, Attachment 3 — Annex 2.
(htmp://collections.internctmemory.org/haen/201603 13 1 72632/hittp: /ecas. curopa.cu/statements-
eeas/docs/ivan_agreement/annex ] attachements_en.pdf)

¥ Capitalization fixed in this quote. See EIKO entry in: U.S. Department of the Treasury, Office of Foreign Assets
Control, “Sanctions List Search,” accessed May 19, 2017.

°Noted in: Behnam Ben Taleblu, “Increasing the Effectiveness of Non-Nuclear Sanctions Against Iran,” Testimony
before the House Financial Services Monetary Policy and Trade, and Terrorism and lllicit Finance Subcommitiees,
April 4, 2017, (hitpi/www.defenddemocracy.org/content/uploads/documents/403 17 BBT Testimonv.pdf). Also see
Iran’s strategy in: Behnam Ben Taleblu and Amir Toumaj, “Tran Set A Trap,” U.S. News & World Report,
September 28, 2016. (https:/www.usnews.conopinion/articles/2016-09-28/iran-has-set-a-snare-to-further-tilt-the-
nuele in:its-favor)
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Key EIKO subsidiaries that the U.S. Treasury Department identified'® and are delisted under
Attachment 11 of Annex II of the JCPOA are: Tosee Eqtesad Ayandehsazan Company
(TEACOQ), Tadbir Economic Development Company (or Tadbir Group), Rey Investment
Company, Reyco GMBH, MCS International, MCS Engineering, Golden Resources Trading
Company L.L.C., Cylinder System Ltd., One Vision Investments 5 (Pty) Ltd., and One Class
Properties (Pty) Ltd.

' (1.S. Department of the Treasury, Press Release, “Treasury Targets Assets of Iranian Leadership,” June 4, 2013.
(https:/fwww treasury. gov/press-center/press-releases/Pages/j11968.aspx)
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Is there any evidence that Iran used the Administration’s cash shipment of $400 million—which
was sent on the same day Iran released five American prisoners to further worsen the conflict in
Syria? Did President Obama make increased financing of Assad and Hezbollah more or less
likely with this payment?

1t is unlikely that we will find unclassified evidence that this money, or portions thereof, was directed
towards terrorist activities given the opacity of Iran’s defense budget, especially off-the-books funding to
the Islamic Revolutionary Guard Corps’ (IRGC) Qods Force and their proxies like Lebanese Hezbollah.
However, it is reasonable to conclude that this cash payment of $400 million, which was part of a larger
$1.7 billion dollar settlement from the U.S. in cash to Iran in 2016, will allow additional funds to flow to
Iranian proxies and operations in the Levant. Specifically, this $1.7 billion was directed by Iran’s
parliament to the government’s 2016-17 fiscal year defense budget for use toward general military
activities, though the final allocation and distribution of the funds remains unclear. Former Secretary of
State John Kerry also stated “Some of (Iran’s unfrozen assets) will end up in the hands of the IRGC or
other entities, some of which are labeled terrorists.”

As mentioned in my written testimony, the Iranian-Syrian relationship is a fundamental part of the
perceived “axis of resistance” against the West and Israel in the region. Without a stronghold in Syria—or
in Lebanon through Hezbollah—Iran would be unable to carry out its deterrent and destabilizing
aperations against Israel and would lose influence over key Shia populations beyond its borders. As the
Islamic Republic pursues regional hegemony through “exportation of the revolution,” loss of influence in
Syria would be devastating to the regime. Thus, leadership in Tehran considers IRGC operations in Syria
to be existentially critical and will spare no expense to prop up the Assad regime.

Providing these funds -- as well as the billions more in assets unfrozen by the JCPOA -- in the form of
cash allows for an easier flow of financing to Assad and Lebanese Hezbollah. Given Iran’s continued
challenges in utilizing the international financial system, cash is extremely valuable to Tehran in a variety
of environments, above all for supporting its proxy groups, terrorism and other illicit activities. Since the
Obama Administration paid the Iranian regime in euros, Swiss francs, and other non-doilar hard
currencies, the money is also essentially untraceable. This is why it is so concerning that the Obama
Administration provided these funds in cash, when other means could have been used, such as through
third party electronic transfer in Europe or Japan.
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WNnited States Denate

WASHINGTON, DC 20510
March 30, 2017

The tonorable James B. Comey, Jr. ‘The Honorable Jeff Sessions

Director Attomey General of the United States
Federal Bureau of Investigation U.S. Department of Justice

935 Pennsylvania Avenue NW 950 Pennsylvania Avenue NW
Washington, D.C. 20535 Washington, D.C. 20535

The Honorable Steven T. Mnuchin
Secretary

U.S. Department of the Treasury
1500 Pennsylvania Avenue NW
Washington, D.C. 20220

Dear Secretary Mnuchin, Attorney General Sessions, and Director Comey:

We are writing to express serious concerns about the questions raised by a March 13, 2017 New
Yorker magazine article by Adamn Davidson entitled, *Donald Trump's Worst Deal.” We urge
you to investigate the questions it raises about: 1) potential violations by the Trump Organization
of the Foreign Corrupt Practices Act (FCPA); 2) the possibility that one of the construction
entities involved with the developers of the project may have been an Islamic Revolutionary
Guard Corps (IRGC) front organization; and 3) whether the IRGC may have been the ultimate
source of certain payments made to the Trump Organization, which would constitute a clear
violation of US sanctions law.

Mr. Davidson’s article chronicles the Trump Organization’s relationship with Azerbaijan’s
Mammadov family in their joint development of the Trump Tower in Baku. It appears that the
lack of due diligence by the Trump Organization described in the article exposed President
Trump and his organization to notoriously corrupt Azerbaijani oligarchs, and may also have
exposed the Trump Organization to the IRGC. Even though the Trump Organization appears to
have withdrawn from the Baku Tower deal, serious questions remain unanswered about the
Trump Organization’s potential criminal Liability. Therefore, we would appreciate vour response
to the following questions regarding the laws under your enforcement purview,

Department of Justice

The Foreign Corrupt Practices Act (FCPA) was enacted to establish anti-corruption controls for
business dealings with foreign officials. Since the business relationships described in the
Davidson article could involve violations of the FCPA. we urge the Department to assess
whether any violations of law occurred. In particular, we ask that you determine the following:

1. Whether the Trump Organization failed to conduct appropriate FCPA due diligence in
assessing business relationships with the Mammadov family (including Ziya Mammadov,
the Azeri Minister of Transportation who is a billionaire despite a reported government
salary of $12.000 annually) and prospects for the Trump Tower project, involving Ziya's
son Anar, and Ziya's brother Elton Mammadov, an influential Member of Parliament.
Such failures may constitute potential FCPA violations.



109

2. Whether the Trump Organization acted with willful blindness regarding its business
partners’ illicit acts in the Trump Tower Baku dealings, including the Mammadov family,
and whether the Trump Organization could face criminal prosecution.

3. Ifthe Justice Department determines that no investigation is necessary, please explain
why not.

Department of the Treasury
Mr. Davidson’s article details the relationships that exist between the Mammadov family and the

IRGC, and between what is described as a possible IRGC-controlled construction firm (the
Aczarpassillo firm) and the Mammadovs, and the Trump Organization, These relationships raise
serious questions about whether the Trump Organization may have become entangled with an
IRGC front organization in violation of U.S. sanctions. We urge vou to investigate the Trump
Organizations foreign partners in the Trump Tower Baku deal, as well as the internal controls of
the Trump Organization, and provide us with your conclusions, where appropriate. In particular:

1. We request a briefing, in coordination with the Director of National Intelligence, on any
relationship between the Mammadov family and the IRGC, as well as the Mammadov
family’s relationship to the Azarpassillo firm, its chairman Keyumars Darvishi, and his
family, and their relationship to the IRGC.

)

We ask you to direct the Office of Foreign Assets Control to open an investigation into
whether the Trump Organization maintained proper compliance controls in this case, and
to assess whether or not the Trump Organization violated US sanctions law by
conducting transactional activity with a group linked to the IRGC.

Thank you for your attention to this matter, We look forward to hearing from you.

Sincerely,

Sherrod Brown, Ranking Member Ben Cardin, Ranking Member
Committee on Banking, Housing and Committee on Foreign Relations
Urban Affairs

Dianne Feinstein, Ranking Member
Committee on the Judiciary

cc: Mike Piwowar, Acting Chairman, U.S. Sccurities and Exchange Commission
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&he Washington Post

National Security

Blackwater founder held
secret Seychelles meeting to
establish Trump-Putin back
channel

By Adam Entous, Greg Miller, Kevin Sieff and Karen
DeYoung April 3

The United Arab Emirates arranged a secret meeting in January between Blackwater founder Erik Prince and a Russian elose
to President Vladimir Putin as part of an apparent effort to establish a back-channel line of communication between Moscow

and President-elect Donald Trump, according to U.S,, European and Arab officials.

The meeting took place around Jan. 11 — nine days before Trump’s inauguration — in the Seychelles islands in the Indian
Ocean, officials said. Though the full agenda remains unclear, the UAE agreed to broker the meeting in part to explore whether
Russia could be persuaded to curtail its relationship with Iran, including in Syria, a Trump administration objective that would

be likely to require major coneessions to Moscow on U.8. sanctions.

Though Prince had no formal role with the Trump campaign or transition team, he presented himself as an unofficial envoy for
Tramp to high-ranking Emiratis involved in setting up his meeting with the Putin confidant, according to the officials, who did

not identify the Russian.

Prince was an avid supporter of Trump. After the Republican convention, he contributed $250,000 to Trump's campaign, the
national party and a pro-Trump super PAC led by GOP mega-donor Rebekah Mercer, records show. He has ties to people in
Trump’s circle, including Stephen K. Bannon, now serving as the president’s chief strategist and senior counselor. Prince’s
sister Betsy DeVos serves as education secretary in the Trump administration. And Prince was seen in the Trump transition

offices in New York in December.

10.8. officials said the FBT has been scrutinizing the Seychelles meeting as part of a broader probe of Russian interference in the

2016 U.8. election and alleged contacts between associates of Putin and Trump. The FBI declined to comment.
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The Seychelles encounter, which one official said spanned two days, adds to an expanding web of connections between Russia
and Americans with ties to Trump — contacts that the White House has been reluctant to acknowledge or explain until they

have been exposed by news organizations.

“We are not aware of any meetings, and Erik Prince had no role in the transition,” said Sean Spicer, the White House press

secretary.

A Prince spokesman said in a statement: “Erik had no role on the transition team. This is a complete fabrication, The meeting
had nothing to do with President Trump. Why is the so-called under-resourced intelligence community messing around with

surveillance of American citizens when they should be hunting terrorists?”

Prince is best known as the founder of Blackwater, a security firm that became a symbol of U.S. abuses in Iraq after a series of
incidents, including one in 2007 in which the company’s guards were accused — and later eriminally convieted — of killing
civilians in a crowded Iraqi square. Prince sold the firm, which was subsequently re-branded, but has continued building a
private paramilitary empire with contracts across the Middle East and Asia. He now heads a Hong Kong-based company known

as the Frontier Services Group.

ADVERTISING

Prince would probably have been seen as too controversial to sexrve in any official capacity in the Trump transition or
administration. But his ties to Trump advisers, experience with clandestine work and relationship with the royal leaders of the
Emirates — where he moved in 2010 amid mounting legal problems for his American business — would have positioned him as

an ideal go-between.

The Seychelles meeting came after separate private discussions in New York involving high-ranking representatives of Trump

with both Moscow and the Emirates.
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‘The White House has acknowledged that Michael T. Flynn, Trump’s original national security adviser, and Tromp adviser and
son-in-law Jared Kushner met with the Russian ambassador to the United States, Sergey Kislyak, in late November or early

December in New York.

Flynn and Kushner were joined by Bannon for a separate meeting with the crown prince of Abu Dhabi, Sheikh Mohamed bin
Zayed al-Nahyan, who made an undisclosed visit to New York later in December, according to the U.S., Buropean and Arab

officials, who spoke on the condition of anonymity to discuss sensitive matters.

In an unusual breach of protocol, the UAE did not notify the Obama administration in advance of the visit, though officials

found out because Zayed's name appeared on a flight manifest.

Officials said Zayed and his brother, the UAE’s national security adviser, coordinated the Seychelles meeting with Russian

government officials with the goal of establishing an unofficial back channel between Trump and Putin.

Officials said Zayed wanted to be helpful to both leaders, who had talked about working more closely together, a policy
abjective long advocated by the crown prince. The UAE, which sees Iran as one of its main enemies, also shared the Trump

team’s interest in finding ways to drive a wedge between Moscow and Tehran.

Zayed met twice with Putin in 20186, according to Western officials, and urged the Russian leader to work more closely with the

Emirates and Saudi Arabia — an effort to isolate Iran.

At the time of the Seychelles meeting and for weeks afterward, the UAE believed that Prince had the blessing of the new
administration to act as its unofficial representative. The Russian participant was a person whom Zayed knew was close to

Putin from his interactions with both men, the officials said.

Scrutiny over Russia
‘When the Seychelles meeting took place, official contacts between members of the incoming Trump administration and the

Russian government were under intense scrutiny, both from federal investigators and the press.

Less than a week before the Seychelles meeting, U.S. intelligence agencies released a report accusing Russia of intervening

clandestinely during the 2016 election to help Trump win the White House.
The FBI was already investigating communications between Flynn and Kislyak. The Washington Post's David Ignatius first
disclosed those communications on Jan. 12, around the time of the Seychelles meeting. Flynn was subsequently fired by Trump

for misleading Vice President Pence and others about his discussions with Kislyak.

Yousef Al Otaiba, the UAE’s ambassador in Washington, declined to comment.
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Government officials in the Seychelles said they were not aware of any meetings between Trump and Putin associates in the
country around Jan. 11. But they said luxury resorts on the island are ideal for dlandestine gatherings like the one described by

the U.S., Envopean and Arab officials.

“IT'wouldn't be surprised at all,” said Barry Faure, the Seychelles secretary of state for foreign affairs. “The Seychelles is the
kind of place where you can have a good time away from the eyes of the media. That's even printed in our tourism marketing.

But I guess this time you smelled something.”
Trump has dismissed the investigations of Russia’s role in the election as “fake news” and a “witch hunt.”

The level of discretion surrounding the Seychelles meeting seems extraordinary given the frequency with which senior Trump
advisers, including Flynn and Kushner, had interacted with Russian officials in the United States, including at the high-profile

Trump Tower in New York.

Steven Simon, a National Security Council senior director for the Middle Fast and North Africa in the Obama White House,
said: “The idea of using business cutouts, or individuals perceived to be close to political leaders, as a tool of diplomacy is as
old as the hills. These unofficial channels are desirable precisely because they are deniable; ideas can be tested without the risk

of failure.”

Current and former U.S. officials said that while Prince refrained from playing a direct role in the Trump transition, his name
surfaced so frequently in internal discussions that he seemed to function as an outside adviser whose opinions were valued on

arange of issues, including plans for overhauling the U.S. intelligence community.

He appears to have particularly close ties to Bannon, appearing multiple times on the Breitbart satellite radio program and

website that Bannon ran before joining the Trump campaign.

In a July interview with Bannon, Prince said those seeking forceful U.S. leadership should “wait till January and hope Mr.
Trump is elected.” And he lashed out at President Barack Obama, saying that because of his policies “the terrorists, the fascists,

are winning.”

Days before the November election, Prince appeared on the Breitbart radio program, saying that he had “well-placed sources”
in the New York City Police Department telling him they were preparing to make arrests in the investigation of former
congressman Anthony Weiner (D-N.Y.) over allegations he exchanged sexually explicit texts with a minor. Flynn tweeted a link

to the Breitbart report on the claim. No arrests occurred.

Prince went on to make unfounded assertions that damaging material recovered from Weiner's computers would implicate
Hillary Clinton and her close adviser, Huma Abedin, who was married to Weiner. He also called Abedin an “agent of influence

very sympathetic to the Muslim Brotherhood.”



114

Prince and his family were major GOP donors in 2016. The Center for Responsive Politics reported that the family gave more

than $10 million to GOP candidates and super PACs, including about $2.7 million from his sister, DeVos, and her husband.

Prince’s father, Edgar Prince, built his fortune through an auto-parts company. Betsy married Richard DeVos Jr., heir to the

Amway fortune.

Erik Prince has had lucrative contracts with the UAE government, which at one point paid his firm a reported $529 million to
help bring in foreign fighters to help assemble an internal paramilitary force capable of carrying out secret operations and

protecting Emirati installations from terrorist attacks.

Focus on Iran

The Trump administration and the UAE appear to share a simitar preoccupation with Iran. Current and former officials said
that Trump advisers were focused throughout the transition period on exploring ways to get Moscow to break ranks with

Tehran.

“Separating Russia from Iran was a common theme,” said a former intelligence official in the Obama administration who met
with Trump transition officials. “It didn’t seem very well thought out. It seemed a little premature. They clearly had a very
specific policy position, which I found odd given that they hadn’t even taken the reins and explored with experts in the U.S.

government the pros and cons of that approach.”

Michael McFaul, former U.S. ambassador to Russia, said he also had discussions with people close to the Trump
administration about the prospects of drawing Russia away from Iran. “When I'would hear this, I would think, ‘Yeah that's
great for you guys, but why would Putin ever do that?' ” McFaul said. “There is no interest in Russia ever doing that. They have
along relationship with Iran. They're allied with Iran in fighting in Syria. They sell weapons to Iran. Iran is an important

strategic partner for Russia in the Middle East.”

Following the New York meeting between the Emiratis and Trump aides, Zayed was approached by Prince, who said he was
authorized to act as an unofficial surrogate for the president-elect, according to the officials. He wanted Zayed to setup a
meeting with a Putin associate. Zayed agreed and proposed the Seychelles as the meeting place because of the privacy it would

afford both sides. “He wanted to be helpful,” one official said of Zayed.
Wealthy Russians and Emirati royalty have a particularly large footprint on the islands. Signs advertising deep-sea fishing trips
are posted in Cyrillic. Russian billionaire Mikhail Prokhorov owns North Island, where Prince William and Catherine, Duchess

of Cambridge, went on their honeymoon in 2011. Sheikh Khalifa bin Zayed al-Nahyan, president of the UAE, built a hilltop

palace for himself with views across the chain of islands.

The Emiratis have given hundreds of millions of dollars to the Seychelles in recent years for causes including public health and

affordable housing. But when the Emirati royal family visits, they are rarely seen.
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“The jeep comes to their private jet on the tarmac and they disappear,” said one Seychellois official who spoke on the condition

of anonymity because he did not want to be seen as criticizing the Emiratis.

Zayed, the crown prince, owns a share of the Seychelles’ Four Seasons, a collection of private villas scattered on a lush hillside
on the main island’s sonthern shore, overlooking the Indian Ocean, according to officials in the Seychelles. The hotel is tucked

away on a private beach, far from the nearest public road.

Current and former U.S. officials who have worked closely with Zayed, who is often referred to as MBZ, say it would be out of
character for him to arrange the Jan. 11 meeting without getting a green light in advance from top aides to Trump and Putin, if
not the leaders themselves, “MBZ is very cautious,” said an American businessman who knows Zayed and spoke on the

condition of anonymity because of the sensitivity of the subject. “There had to be a nod.”

The Seychelles meeting was deemed productive by the UAE and Russia, but the idea of arranging additional meetings between
Prince and Putin’s associates was dropped, officials said. Even unofficial contacts between Trump and Putin associates had

become too politically risky, officials said.

Steff reported from the Seychelles. Julie Tate, Devlin Barrett, Matea Gold, Tom Hamburger and Rosalind 8. Helderman
contributed to this report.

Correction: An earlier version of this story incorrectly said that Prince appeared on Bannon’s radio show in November.

Bannon had left to run Trump’s campaign by then. Prince appeared on the Breitbart satellite radio program.

Adam Entous writes about national security, foreign policy and intelligence for The Post. He joined the newspaper in
2016 after more than 20 years with The Wall Street Journal and Reuters, where he covered the Pentagon, the ClA,
the White House and Congress. He covered President George W. Bush for five years after the September 11, 2001,
attacks.

Greg Miller covers intelligence agencies and terrorism for The Washington Post. W Foliow @gregpmiller

Kevin Sieff has been The Post's Africa bureau chief since 2014. He served previously as the bureau chief in Kabul
and had covered the U.S. -Mexico border. W Follow @ksieff

Karen DeYoung is associate editor and senior national security correspondent for the Washington Post.
W Follow @karendeyoungl
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